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Abstract

The occurrence of a fault in a critical component of
large telecommunication system may cause multiple
abnormal situations leading to large number of
different alarms at different locations. Appropriate
management tools are required to automatically filter
and correlate these alarms in order to localize faulty
components. Such tools must be based not only on the
description, state and behavior of the managed
components, but also on explicit description of the
dynamic state and behavior of the relationships
between these components. The paper explores the
usage of relations between wireless network managed
components within a TMN based framework. The
proposed framework is used in the design of a TMN
based fault management system including alarms
correlation and fault diagnostic for wireless networks.

Introduction

A fault occurrence at the level of a critical
component in large telecommunication systems may
lead to several abnormal situations that may be
observed at different locations and at different levels.
The fault may be propagated and affect different
services at the level of the whole distributed system.
This often leads to the generation of a large number of
alarms of different types and different formats received
at different locations. Appropriate management tools
are required to automatically : collect the alarms and
user complains; filter and correlate them; identify the
information relevant to the fault diagnosis and
localization; isolate the faulty component and restore
the system to its operational state. The tools must be
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based not only on the description, state and behavior of
the managed components, but also on explicit
description of the state and behavior of the relationships
between these components. These relationships, are
helpful for a better understanding of the overall system
abnormal behavior. This is particularly important as
current wireless telecommunication networks may
involve very complex interactions at different levels
and in different ways between a large number and
variety of interconnected components. Specific issues
such as the air interface or mobility management
present new challenges to the telecommunication
networks management community. Even if there are
ongoing standards works for the management of GSM
networks ([7], [8], [10], [11], [22]), still few works
have been achieved in this specific area of wireless
network management ([31, [4], [6], [5]). Hopefully,
most of existing network management works
addressing issues such as alarm filtering and
correlation techniques, artificial intelligent fault
diagnostic solutions for telecommunication networks
can be reused for the specific needs of wireless
network management ([19], [13], [24]). Based on
previous achievements, we have further explored the
use of relations as a support for an integrated
management of wireless networks.

In this paper, we present a TMN framework and
emphasis the utilization of relations between managed
resources for fault management, mainly in alarm
correlation and fault localization. Section 2 introduces
the proposed management framework. Section 3
describes the information model and it’s application to
wireless networks. Section 4 describes a functional
architecture for wireless networks faults management.
Section 5 presents a design architecture. Section 6
summarizes the paper and presents ongoing works.
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1. A TMN-based Management Framework

The management framework proposed for wireless
telecommunication networks fault management is
mainly based on TMN concepts ([15]) such as the three
TMN architectures (informational, functional, and
physical architecture) and the TMN Logical Layers.
We have used a hierarchical domain based organization
of the management environment to describe the
structure of the managed and management system [2].

The complexity of large scale wireless
telecommunication networks management is reduced
by structuring the management system into
management subsystems and by distributing
management responsibilities over these subsystems. A
management by delegation mechanism ([31]) provides
the overall management task. M.3010 [16] defines a
breakdown of a Telecommunication Management
Networks (TMN) into three architectural aspects :
information architecture, functional architecture, and
physical architecture. The Informational Architecture,
describes the information that are exchanged between
the physical blocks. It provides rational for the
application of OSI systems management principles to
TMN principles. The Functional Architecture,
describes the appropriate distribution of functionality
within the TMN to allow for the creation of functions
blocks from which a TMN of any complexity can be
implemented. Finally, the Physical Architecture,
describes realizable interfaces and examples of
physical components that can make up a TMN. The
Logical Layer Architecture (LLA) is used for the
layering of fault management Operation Systems
Functionality. LLA is a development concept that is
based upon hierarchical principles in which the
architecture can be thought as being based on a series
of layers. Five layers have been defined within ITU-T
management  framework [15, 17]: Business
Management Layer (BML), Service Management
Layer (SML), Network Management Layer (MNL),
Element Management Layer (EML), and Network
Element Management Layer (NEL). The scope of each
layer is broader than the layer below it. In general, it is
expected that upper layers will be more generic in
functionality while lower layers are more specific.

2. Management Information Architecture
2.1 Generic resources and relations

Large telecommunication networks are composed of
number of components interacting at different levels
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(e.g., communication, processing, storage, etc.) and in
different ways (e.g., containment, interconnection,
client/server, etc) to provide the global
telecommunication. A reliable and efficient provision
of these services with the expected quality of service
often lies on a good maintenance of the relations
between the system components. However, these
relations and dependencies between components may
be themselves complex, not explicit, and hidden [13].
They are often described by uncertain and incomplete
data. An explicit and accurate description of these
relations and their dynamic evolution is very useful for
example to optimize the localization of faulty
components.

2.1.1 Basic Relations

We identified two generic categories of relations
within telecommunication networks and distributed
systems in general: structural relations (such as
aggregation relation and connectivity relation), and
cooperation relation (such as use-of-service relation).
Relations are considered basic (e.g., basic aggregation
relation, basic connectivity relation and basic use-of-
service relation) when they are direct (i.e., with no
intermediate interaction between managed
components). Basic relations are then used as building
block to construct more sophisticated and complex
relations.

A Dbasic aggregation is a relation between a
composite object and it's immediate components. The
role of a component in a composite object (e.g., critical
resource of a multiplexing system such as power
supply or processing unit) determines the dependency
degree between the composite object and its
components and thus the importance of the
corresponding aggregation relation for the management
processes. The components of an aggregation on which
relies the existence of the composite object are called
dominant objects.

A basic connectivity relation specifies a logical or
physical connection between two communicating
objects. Communication links are physical or logical
network elements. Connectivity relation can either
have active (e.g., data being transferred) or idle (i.e.,
the communication is inactive) state. In the active state,
objects involved in connectivity relation can play
sender role (e.g., trail termination source point), a
receiver role (e.g., trail termination sink point), or both
a sender and a receiver role (e.g., trail termination point
bi-directional) [18]. Both active and passive
connectivity are useful for fault analysis.

Cooperation relations are created, activated, and
terminated (normally, abnormally, aborted, etc.)



between network and distributed systems components.
By their own initiative or guided by an external actor,
the involved components adjust their behavior or share
resources in order to realize common objectives (e.g.,
provide a higher level service to user). An example of
cooperation relation is the producer/consumer relation
which is a specific case of the general client/server
relation defined here as use-af-service relation [21].
This relation is relevant to the diagnosis process
analysis at the occurrence of a service disruption or
when the quality of service is degrading.

2.1.2 Combination of relations

The basic relations presented previously may not
individually describe complex interactions in networks
and distributed systems. However, they can be
combined to describe more sophisticated dependencies
relations such as a sequence of interactions. For
example circuits are end-to-end connection which
involves the end systems and intermediate components.
Under an abnormal condition (e.g., an intermediate
component failure), several side-effect faults can be
detected in both directions (i.e., upstream or
downstream) at different locations, and at different
levels. Basic relations are composed to form a partial
transitive closure. For example, an indirect aggregation
relation of length n is the composition of n direct
aggregation relations. In such a composed aggregation
relation, the composite component (e.g., higher speed
transmission path such as DS3) contains at least one
intermediate component that, in turn, contains one or
several other components (e.g., T1, E1). An indirect
aggregation relation corresponds to a branch of the
managed system hierarchy. Relations are sets of related
managed components couples (e.g., binary relations).
Thus, set operation "union" and "intersection"
operators are applied to two or more types of relations
in order to explicitly describe complex relations. Union
operation  defines alternative relations, while
intersections defines simultaneous relations.

2.2 Wireless Network Informational
Architecture

A generic architecture of a PLMN (Public Land
Mobile Network) contains mainly the following
components [1, 28, 29, 27]: Mobile services Switching
Center (MSC), Home Location Register (HLR), Base
Station Subsystem (BSS) composed of Base Station
Transceiver (BST) and Base Station Controller (BSC),
and Mobile Stations (MS) as illustrated by part of
Figure 1. These components interact via wired
connections and air interfaces [12].
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2.2.1 Wireless Network Components Description

MSC/VLR: The VLR is the database that contains
the information about visiting MS belonging to a
foreign area. In practice, the VLR is integrated within
the MSC. Therefore, the MSC and the VLR are
referred as the composed entity: MSC/VLR. MSC is
the central coordinating element that contains the VLR.
Following are some of MSC main functions:
transmission of signaling and speech between BS and
MSC; collection and analysis of signal strength
measurements, switching of calls to the appropriate BS;
interrogation of routing data toward HLR and MSC-
Home; updating the MS location information;
maintenance of speech path continuity as subscribers
move between BSs and between Services Areas. MSC
is a telephone exchange which performs mainly call
control and switching functions for Mobile Station
within its geographical area.

GMSC: The gateway allows the mobile network to
interface to the PSTN (Public Switched Telephone
Network) and to other networks (fixed and mobile:
ISDN, PLMN, etc.). The gateway is used for all calls
from and to the PLMN and interacts with HLR to
obtain information on the MS’s current location.

HLR: Home Location Register (HLR) is a stand
alone component of the mobile network. It is mainly
composed of a data base that is in charge of data
management of the registered Mobile Stations. It
contains information about the Mobile Station
(including foreign), moving around within the MSC
area. Among other information, all subscription data
and the current location of the Mobile Station are
stored.

Base Station System: The base Station System
(BSS) is in charge of the communication and
controlling of the Mobile Station. Two main
components are involved in the DSS : the Base Stations
(BS) and the Base Station Controller (BSC). A Base
station is responsible for a number of small areas called
cells. This bloc handles the radio traffic within each



and received information about the components states
and also the results of tests analysis.

3.1.2 Diagnosis OSF

Based on results of the alarm correlation process, a
fault diagnosis is made within a given domain. A
component is declared potentially faulty (highly
suspicious) when a fault pattern involving this
component is effectively identified from the processed
alarms. This can be achieved locally (in a centralized
manner) or distributed over cooperating fault
managers. If the faulty component is not accurately
identified, appropriate test sequences are repeatedly
selected and performed on the remaining highly
suspicious components. Test results and performance
measurements [9] are analyzed so as to locate the exact
set of faulty components. When many levels of the
overall hierarchy are concerned with the detected fault,
the diagnosis process may involve all these levels. A
top down approach is used to refine the fault
management process within a given domain by
delegating the fault localization responsibility to lower-
level domains, those that more likely contain the faulty
component. This delegation can be applied recursively
through many levels of the domains hierarchy with less
suspicious components at each level and by executing
more specialized test sequences. Each domain manager
reports to its superiors the results of its diagnosis. The
top down approach is often suitable when the fault is
detected at a relatively high level (e.g., the service
level). When a fault is detected at the level of a given
domain, a bottom up approach is used to notify
concerned higher-level domains and possibly the
diagnosis result corresponding to this fault. This can be
useful to prevent fault propagation and to set up the
isolation/repair procedures. In addition to the
hierarchical diagnosis, a peer-to-peer cooperation
between managers of the same hierarchical level may
be required to provide a consistent diagnosis.

3.2 Wireless Networks Fault Management
Functional Architecture

Based on a domain decomposition and a logical
layering, a functional architecture for the fault
management of wireless networks is proposed. As
illustrated in Figure 2 the correlation and diagnosis
OSFs defined in previous sections are specialized for
wireless networks at each of the five TMN logical
layer, i.e. Business Management Layer (BML), Service
Management Layer (SML), Network Management
Layer (NML), Element Management Layer (EML),
and Network Element Layer (NEL).
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Figure 2 - Wireless Network Fauit Management
Functional Architecture

Fault management activities specific to a given layer
are allocated to an OSFs of that layer. For example in
the NEL, the correlation OSF blocks functionality is
related to the collection and analysis of monitoring
information within and around the wireless network
clements. This OSF is capable of correlating alarms
related to multiple devices of an individual NE. The
diagnosis OSF block functionality is related for
example to diagnostic testing activities or a higher level
of correlation. Similarly, the EML OSFs performs
correlation and diagnostic functions within a set of NEs
in either local or remote operations. At the Network
Management Layer, the operational states of end-to-
end circuits together with all information on
interconnection relations health state are provided for
fault management purposes. SML, interacts with the
customers for fault management service matters based
on well established enterprise building blocks for the
delivery and management of these services.

At the service boundaries of the fault management
OSF blocks, q (q3 or gx) reference points are defined
as access to the services [17]. They represent
conceptual points of information exchange between
these blocks. For example, they identify information
that passes between correlation OSF and diagnosis
OSF. These information include mainly: the list of
correlated alarms that are used by the diagnosis OSF to
accurately identify fault patterns, and the list of highly
suspicious managed objects. The diagnosis OSF could
also generate alarms informing the correlation OSF that
a component is recognized to be faulty. Another q
reference point is defined between two OSFs located in
two adjacent layers (e.g., Service Management OSF
and Network Management Layer OSF).

4. Faults Diagnostic System Design
Architecture

In order to deal with complex faults, it is necessary
to have, on one hand, an accurate knowledge about the



cell (from and to a MS). The Base Station Controller
(BSC) is part of the whole Base Station system
Network Element level. It administers the radio
network, i.e. the cells and their radio channels, by
continually collecting statistics on the number of calls,
successful or unsuccessful handovers, traffic per cell,
etc.

2.2.2 Relations between wireless network
components

Relations between the mobile cellular network
components at all level (i.e., service, network, network
element, networks element subsystems or software
blocks) are relevant for the faults management process.
They provide a basis for the fault pattern and
propagation recognition. They are also useful when
correlating alarms. They can be used to guide further
diagnostic testing and measurements activities. Results
analysis and fault localization can also be based on the
information collected on the interactions between
physical network components and the signal exchanged
between software elements. Only aggregation relation
and inheritance relations between generic classes have
been presented in previous sections. From the network
fault management perspective, the following two other
relations must be considered : the connectivity relation
and the use of service relation.

From the user perspective this relation ties a
customer or an user to a given mobile service
provisioning point or a managed element service access
interface. From the managed element perspective, the
use-of-service relation is defined either between two or
several equipment/software within a managed element
or within different managed elements, or between a
software and an equipment within a managed element.
Several instances of use-of-service relation class can be
identified at a functional level during a call
provisioning (e.g., «call set-up», «voice channel
allocation», «transmission control», etc.) and used
during the fault analysis.

3. Functional Architecture

This section focus on fault management Operation
System Functions (OSFs). In the scope of wireless
networks management, a domain manager may be
either dedicated to the fault management task (a fault
management domain) or performs fault management
together with other management functions (e.g.,
configuration, performance, etc.). The manager
supervises and controls resources in a fault
management perspective reacting and/or preventing
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fault occurrence [30]. Only fault management OSF
blocks will be detailed in this paper.

3.1 Fault management OSFs

Faults management is one of the five basic network
management area defined within ISO management
[14]. It can be decomposed into four OSF: Monitoring,
alarm analysis, fault localization and fault recovery.
Monitoring OSF is needed for all management
activities  including  performance  management,
configuration management and fault management. It is
an essential means for obtaining the information
required about network and systems components. The
behavior of the system is observed (event detection)
and monitoring information is gathered and
disseminated (notifications) [23]. In the scope of fault
management, monitoring information are alarms
generated by the managed resources and/or sent by the
monitoring agent to notify the occurrence of faults. The
processing of these alarms consists mainly in
discarding superfluous and non relevant event
notifications. Alarm analysis OSF can be decomposed
into two main activities: filtering and correlation.
Alarm filtering discards lower priority alarms or stores
them in a log file ([19], [24]). Correlation recognizes
commonalties between alarms and discards non
significant ones and side-effects [21], [26]. Fault
diagnosis OSF consists to perform deeper analysis of
appropriate tests result in order to locate the fault origin
by reducing the suspicious components to a limited set
containing optimally a single component that is the
faulty one ({3]). Fault recovery OSF consists to restore
the system to its normal operation either by isolating
the faulty component or by repairing it. In the
following, we will focus on alarm analysis and fault
diagnosis OSFs.

3.1.1 Alarms Correlation OSF

Alarm correlation consists to detect commonalties
between alarms, determine the principal alarms and
discard their side-effects (e.g. redundant alarms). It
varies from simple messages filtering and redundant
alarms suppression to more sophisticated alarms
compression and generalization/specialization. The
correlation process also allows to reduce the number of
suspicious components thus reducing the work of
diagnosis process. The fault localization process can
then be based on the remaining non redundant alarms.
The correlation process is iteratively executed by
updating a set of potential faults and a set of suspicious
components according to the newly received alarms



dependencies between the components [21], [20], [13]
of the managed system, and on the other hand a
support which allows the components of the managing
system to cooperate for the establishment of
harmonized, non-conflicting and efficient diagnosis.

4.1 Relations-based Alarms Correlation

A correlation is the statement of similarities between
alarms generated by managed components ([24], [26],
[25]). It attempts to reduce a given set of alarms to a
smaller subset. Several correlation procedures have
been defined in previous works [19], however the
conditions in which these procedures are to be used
were not clearly defined. In the following we describe
some correlation procedures as well as samples of their
utilization rules. We then present a generic correlation
policy and directions toward faults diagnostic solutions
based on relations between the management
components.

4.1.1 Correlation Operations

An alarm notification reports several information
about a fault-related event including the identification
of concerned component (i.e., notification sender
and/or suspicious component), the description of the
observed abnormal conditions, the event occurrence
time and the possible causes of the detected fault.
Correlation operations acts on these alarms in order to
reduce their number. Well known operations are [20,
211 suppression, substitution, compression,
generalization, and specialization. Suppression consists
to discard (or store in a log file) alarms that satisfy
specified conditions (e.g., alarms of a given type or
alarms that have a property that fall outside a legitimate
interval). Substitution aims to replace a specific set of
correlated alarms by a new one. Compression,
generalization, and specialization are specific cases of
substitution. Compression reduces several equivalent or
identical alarm to a single alarm. It is useful for
processing alarm streams (multiple alarms generated by
the same faulty components). Generalization replaces
an alarm by an instance of its super-class. This allows
to substitute a set of low level (e.g., Network Element
Management Layer) alarms by a more abstract high
level one (e.g., Service Management Layer).
Specialization allows to substitute an alarm by a more
specific one, i.e. an instance of one of its subclasses.

4.1.2 Utilization Rules

The goal here is to define the conditions that must
be satisfied in order to activate the correlation process
(i.e., execution of appropriate correlation procedures).

These conditions reflect the occurrence of situations
such as the recognition of alarm patterns [25], [24], or
the detection of a given fault scenario. The conditions
we would like to highlight in this paper are those
related to relations we have defined previously. For
example, priority characterizes the importance of a
component on alarms from a fault management
perspective. It can be used for alarms filtering, i.e.,
suppressing or logging of low priority alarms. There
are several criteria to be used for the allocation of
priorities. Time stamps in alarms is used for example to
discard all alarms that are not significant from a time
perspective (i.e., time expired [20]). In general, the
main criteria for priority allocation is the level of
service degradation caused by the reported problem. A
way to estimate the potential impact of a fault is to use
the dominance characteristics of composite objects
within an aggregation. In a cellular switching system
for example if a problem occurs within an MSC
software or hardware block (i.e., dominant component
of the switching system), high priority is assigned to
the alarms stemming from this problem because all the
switching services will be potentially affected.
Relations and priorities are used to define conditions
necessary for the activation of correlation procedures
introduced so far (suppression, substitution,
generalization, specialization). Most of these
correlation operations use basic suppression operation.
The later will be emphasized through the following
illustrative cases. Consider that two communicating
managed objects: an MSC and a PLM Local exchange
(LE) are interconnected via an intermediate failing
object (say the GMSC). In this case, the two end point
objects, the MSC and the LE will experience
difficulties and possibly send alarms. In addition, if an
alarm on the intermediate failing GMSC have been
received, the two end connection objects alarms could
be side effects of the GMSC. failure. The two end
alarms are then assigned lower priority and suppressed
or logged.

This way the satisfaction of predefined correlation
conditions trigger the execution of one or several
correlation operations which allow to suppress
irrelevant and low priority alarms or store them for
future analysis. The correlation procedures defined
above are executed whenever the corresponding
conditions are satisfied. Direct and indirect relations
and their combinations are used to define these
conditions that describes the activation rules.

4.1.3 Alarms Correlation Policy
A network configuration contains a description of its
components together with the relationships between
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them (mainly communication links). We have enriched
such configuration by introducing the usage of
relations description and defined the following higher
level correlation policy that is described in terms of the
following steps (not necessarily sequential):

1. Actual relevant information on managed object
states, behavior and relations are obtained by
accessing the management information base or
requesting the configuration manager to provide
any. dynamic change that can affect the fault
management process.

Strategic combinations of relations (composition,
intersection, and union) are explored and calculated
if necessary. Information on intermediate objects,
together with basic relations are computed or
loaded for the purpose of the analysis process.
Correlation conditions are checked and, according
to the appropriate rules, correlation operations are
selected and executed upon the received alarms
which verify the correlation conditions.

According to the alarm correlation resuiting from
the third point, innocent suspicious components are
removed from suspicious components’ list and a list
of faults pattern are updated. The latter is
particularly important for limiting the number of
faults ~ causally related (side effects) and
determining the highly suspicious component to be
processed by the fault diagnosis phase.

4.1.4 Fault Diagnosis Issues

Depending on the type and priority of remaining
faults in the set of non resolved faults that results from
the correlation process, one or a combination of the
following diagnosis strategies can be applied on the list
of highly suspicious component resulting from alarms
processing :

e Service based analysis . consist to investigate
faults by analyzing networks and distributed
systems behaviors from the level (e.g., quality) of
service disruptions perspective. This includes all
cooperating managed components involved in the
provisioning of affected services source clients and
targeted servers, as well as all intermediates
entities involved in all service provisioning
transactions (SML, NML, EML, NEL)

o Connectivity based analysis : consists to analyze
all components and interactions signals (e.g., bit
errors rates) in the suspicious path from a
connectivity perspective (path analysis) [13]. This
direction is useful after a combined relation have
been identified to be highly suspicious. An
investigation of the connectivity path could help
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locate the faults that affect service provisioning at
a lower level (NML, EML)

e Aggregation based analysis : consists to analyze
aggregation relations in a top-down or a bottom-up
approach (tree search approach in [13]). This can
be achieved according to the fault nature and the
position of the suspicious component in the
aggregation relation tree. It’s meant that the
analysis of all aggregation relation instances from
the highest level composite object to the lowest
level objects (i.e., at the leaves of the aggregation
tree) or the other way around.

o Diagnostic Testing: In each of the previous
alternatives, if the results of correlation operations,
service, connectivity, and aggregation relation
based analysis, or further logged alarms analysis
don’t lead to a conclusive diagnosis, appropriate
diagnostic tests must be performed on the
remaining highly suspicious components and their
relationships. Automated and intelligent selection,
execution, and interpretation of results of tests
sequences remains the ultimate strategy to be used.

4.2 Fault Management System Design

The initial sources of fault management information
are mainly the monitoring agents, the network service
users and possibly other functional areas such as
configuration management. The flow of management
information on both directions (bottom up and top
down) between lower management layer and higher
management layer (bottom up) is depicted in Figure 3.
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A Management Information Base is designed to
maintain the logical representation of real resources
(MOs), their interactions, and additional support
objects (SOs) that are useful for the fault management
matters (e.g., networks events records, alarms log,
alarms statistics, historical data, fault patterns,
correlation rules, diagnostic tests, etc.). Implicit, but
complex relation are computed from the basic relations
and stored as managed object for use by the correlation
and diagnosis processes (e.g., while checking the
correlation rules or selecting diagnostic tests). The
management view (MO/SO, OSF, reference points,
etc.) of the domain structuring and the logical layer
decomposition are also maintained within the MIB.
Correlation procedure is either conducted by a local
manager (OSFs) within a given domain or in
cooperation with manager from other domain or from
different layer. The local process consists mainly to
explore basic relations and select those that can be
combined form complex but strategic one. Based on
the collected alarms and if available, knowledge of the
diagnosed fault (e.g., alarms pattern, known fault
scenario), those relations that are relevant for the fault
analysis are computed. Then correlation rules are
checked. When the correlation rules are verified, the
execution of correlation operations (e.g., compression,
suppression) are trigger. As the alarms are correlated,
innocent components are discarded, and suspicious
components can be more accurately identified, and
proposed to the diagnosis process as candidate for
further diagnosis. Tests and deeper analysis are then
conducted on these candidates and the faulty
component is isolated based on the diagnostic tests
results analysis.

4.3 Implementation status

The implementation of the proposed design is
undergoing. Our platform is CORBA compliant
(ORBIX) and supports the development of fault
management OSs. Correlation and Diagnostic routine
based on relations between components have already
been implemented. A management information base
(MIB) containing the generic cellular switching system
(i.e., it’s components and their basic/composed
relations) representation have also been specified and
compiled in GDMO. A pseudo Q3 interface between
the OSs and the MIB agent have been also
implemented as CMIS/IDL interfaces. In the near
future, we are planning to built a testbed for the
achievement of the whole cellular network fault
management system.
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5. Summary

In order to deal with more types of faults that can
occur in large networks and complex distributed
systems such as wireless networks, we have introduced
a TMN based fault management framework enhanced
by the use of relations between the managed system
components as a support for alarm correlation and
faults diagnosis. Although several aspects related to
fauit management have been discussed, the ultimate
aim of this paper is to show how much a precise
knowledge and an up-to-date maintenance of relations
can be useful in the correlation process and the
diagnosis decision. The advantage of the proposed
approach is its ability to address complex situations by
decomposing any encountered problem into sub-
problems following the management system
hierarchical structure. It is based mainly on a recursive
refinement versus abstraction of the alarm correlation
and fault diagnosis results through different levels of
the hierarchy while taking into account the collected
information not only on the managed components but
also on the relations between them. The paper has also
pointed out several issues requiring further
developments to achieve efficient and automated
support for fault management.
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