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a b s t r a c t
Multicast transport is an efﬁcient solution to deliver the same content simultaneously to
many receivers. This transport mode is mainly used these days to deliver real-time video
streams. However, multicast transmissions support over IEEE 802.11 networks does not
provide any feedback policies, which implies a deﬁnite loss of missing packets. This
impacts the reliability of the multicast transport and the application employing it. An alternative to improve the reliability of multicast streaming over 802.11 networks is to prevent
packet losses. In this perspective, it is necessary to identify the loss causes and to perform
the required prevention actions. It is well known that collisions and path loss are two fundamental sources of transmission failures. Their impact can be eliminated by means of collision prevention and data rate adaptation. However, several works show that the loss rate
of multicast packets may be considerable even in collisions-free environments and using
an appropriate transmission rate. Particularly they show that losses may have a bursty nature which does not correspond to the bit error rate model of the PHY layer as deﬁned by
the chipset manufacturers. Therefore, in this paper, we carry out a thorough investigation
of the loss causes in wireless networks. We show that device unavailability may be the
principal cause of the signiﬁcant packet losses that occur and their bursty nature. Particularly, our results show that the CPU overload may incur a loss rate of 100%, and that the
delivery ratio may be limited to 35% when the device is in the power save mode.
Ó 2015 Elsevier B.V. All rights reserved.

1. Introduction
Packet losses in a WLAN may occur due to many factors.
These losses reduce the network throughput, impact the
reliability of the wireless link, and increase the transmission delays. This is because missing packets are considered
as wasted transmission time, and retry-based protocols
require additional delays to send data again. Besides, the
losses reduce the delivery ratio of multicast and even unicast transmissions. Therefore, it is necessary to identify the
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E-mail address: djamal.meddour@orange.com (D.-E. Meddour).
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factors that cause losses and perform the required actions
so as to avoid transmission failures. This will enhance the
reliability and the latency of multicast transport, and will
improve network throughput. Interferences (including collisions) and path loss are two fundamental loss factors in
wireless networks. Efﬁcient mechanisms exist and are used
to eliminate their impact. For instance, interferences are
avoided by means of good planning of the available channels. Multicast packets are typically protected against collisions using CTS-to-Self [1] or Busy Symbol [2]. On the
other hand, several rate adaptation schemes have been
deﬁned to select the appropriate transmission rate for multicast ﬂows [3,4] to control the path-loss effect.
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However, many studies show that the loss rate can be
signiﬁcant even in the absence of interferences and when
using an appropriate transmission rate. They also show
that losses may occur in bursts. This loss pattern does
not ﬁt with the bit error rate model of the PHY layer as
deﬁned by the chipset manufacturers (see Figs. 14 and 15
of [5] for examples). Based on our hypothesis that transmission failures should occur individually and randomly,
and our observation that the loss rate sometimes depends
on the device itself, we argue that the device performance
may be the main cause of the signiﬁcant yet unexplained
losses and their burstiness nature. It is worth noting that
if losses are bursty due to the wireless channel, even the
unicast transport becomes unreliable. This is because a
packet and its retransmissions may be lost within a burst.
This casts doubt on the reliability of the 802.11 unicast
transport.
In this paper we carry out a comprehensive analysis of
the loss factors in wireless networks using an experimental
test-bed. We particularly focus on the case of multicast
transport. We identify a new loss factor termed device
unavailability. We show that the device is unable to process any packet when: (1) it is sleeping according to the
Power Save (PS) mode; and (2) the Control Processing Unit
(CPU) is overloaded with tasks exceeding the processing
capability of the device. As such, we show that the device
is itself responsible for missing several multicast packets
and that the loss rate due to device unavailability may
reach 100%. We highlight that this factor is widely ignored
particularly in the ﬁeld of wireless communications where
mobile devices have limited battery and CPU resources.
Furthermore, we provide recommendations for avoiding
such losses and thereby enhancing the reliability of multicast transmissions.
The remainder of this paper is organized as follows. Section 2 discusses related work. Section 3 presents the PS
mode and the evaluation of its impact on the delivery ratio
and throughput of multicast ﬂows. We introduce the CPU
overﬂow issue and its impact on loss rate in Section 4.
Finally, we conclude in Section 5.

2. Related works
There has been intensive work on analyzing the different causes of packet loss in wireless networks [6–24].
The underlying motivation is to understand the reliability
of the wireless link and the variation of available bandwidth. Another motivation is to deﬁne rate adaptation
algorithms at the sender that are aware of the loss sources
and capable to decrease the transmission rate when necessary in order to maintain a reliable communication link
with the receiver.
Most existing data rate adaptation algorithms [25–34]
consider that losses in a WLAN occur either due to radio
signal deterioration or due to collisions. The typical reaction to a reduced Signal-to-Noise-Ratio (SNR) is to decrease
the transmission rate since a lower rate is always more
robust. But if the rate adaptation algorithm believes that
the transmission failure is caused by simultaneous channel
accesses, it does not reduce the data rate and let the MAC
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layer increase the contention window in order to reduce
the collision probability at the following transmission
attempt.
In [6] the authors evaluated the impact of multipath
fading and interferences on the loss rate of multicast packets. They deployed two networks operating at neighboring
channels (namely, channels 10 and 11) in the same room.
They showed that the loss rate varies between 2% and 7%
in the presence of interferences from channel 10. Then
they disabled the interfering network and they evaluated
the impact of multipath on packet losses. They considered
the scenario of a moving person in order to create reﬂections and showed that the average loss rate in this scenario
is about 0.3%. Finally, they showed that the average rate
falls to 0.1% in a static environment. The authors concluded
that this variation is related to the multipath effect. However, we believe that a variation of 0.2% obtained using
randomly chosen devices is not necessary enough to make
important conclusions. Therefore it is necessary to prove
that measurements are achieved using dedicated and precise equipment. Otherwise, the variation may be simply
related to device unavailability. Therefore, the authors of
[6] should show that the loss rate is not affected by the
device unavailability, and should illustrate the variation
of this rate over time to prove whether or not a variation
of 0.2% is trustworthy and depicts the multipath effect.
In [7] the authors studied the correlation of packet
losses as experienced by the receivers of multicast/broadcast streams. This is typically referred to as the spatial loss
correlation. In their paper, the authors showed that closely
located receivers loose the same packets almost all the
time when the received signal is strong enough. This correlation decreases and the losses become independent when
the radio signal deteriorates. In [34], the authors evaluated
the loss rate as a function of the signal ﬂuctuation. They
introduced a new model to estimate the bit error rate of
the wireless link based on the notion of effective SNR.
Another experimental study was conducted in [8] where
the loss rate of the multicast transport is measured, and
the unfair sharing of the medium between unicast and
multicast ﬂows is evaluated. In this study, authors classiﬁed losses into three categories: ‘‘collisions’’, ‘‘queue overﬂow’’ and ‘‘others’’. However, they did not investigate the
causes of transmission failures in the case of the third category. In [9] the authors collected loss traces from a real
802.11b network and studied their spatial correlation.
They also evaluated the burstiness nature of the missing
packets called temporal loss correlation. They showed that
the loss rate varies between 4% and 30% from one receiver
to another. In their testbed, the station with the highest
loss rate (i.e., 30%) is the nearest one to the AP. This suggests that the device with the best link quality may experience the highest loss rate. Our work shows that device
unavailability (PS mode and CPU overﬂow) may increase
the loss rate signiﬁcantly. Therefore, a receiver with good
link quality but with bad conﬁguration (in PS mode or with
overloaded CPU) may experience high loss rate. We believe
that this is the case in [9], where the device with the best
link quality experiences the highest loss rate. The same
observation is made in [10] where the authors conﬁrm that
identical devices perform quite differently in terms of
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packet error rates. This conclusion is reached using a multicast group of 9 collocated mobile phones and an IEEE
802.11b network. Speciﬁcally, the authors showed that
the loss rate varies between 4% and 94% from one receiver
to another.
Several hypotheses regarding the causes of transmission failures are explored in [11]. The authors showed that
the loss rate depends on the signal attenuation and interferences. They also investigated the losses caused by the
multipath effect showing that the loss rate increases when
the delay between the direct and the reﬂected signals is
higher than several hundreds of nanosecond. They found
that some nodes among the 38 deployed stations experience important and frequent bursty losses. Moreover,
these bursts and their frequency neither depend on the
transmission rate nor on the distance between the sender
and the receiver. However, the authors do not provide
any explanation for this loss pattern. In [12] the authors
showed that a missing burst can be as long as several hundred packets, but the size of loss free bursts may exceed
10,000 packets. Several other works reached similar conclusions [13–15], i.e., those losses may occur frequently
in bursts. However, there has been no explanation that
establishes with certainty why this pattern occurs and
why it does not necessary affect all receivers. The authors
in [14] speculated that synchronization failures are possible causes of these losses. We do not share this analysis.
Indeed, the IEEE 802.11 deﬁnes a communication system
capable to ensure a very high success rate for data symbols
that the receiver ignores before their successful reception.
Besides, the synchronization symbols are known a priori
and are transmitted using a dedicated modulation scheme
which is more robust than those used to carry the data. As
such one can expect the success rate of the synchronization symbols reception to be signiﬁcantly higher than that
of data symbols. It is worth noting that all existing simulators consider that the synchronization success rate is
always 100%.
In summary, none of the aforementioned studies investigated the issue of device unavailability, which we believe,
as we will show in this paper, has a signiﬁcant impact in
terms of losses, and is therefore necessary to take into
account in order to deﬁne appropriate prevention actions
and to improve network efﬁciency.

3. Investigating the power saving mode
3.1. Operating mode
The IEEE 802.11 introduced the Power Save (PS) mode
in order to reduce the energy consumption of the connected devices. In a Base Service Set (BSS), the Access Point
(AP) sends a Beacon frame periodically. This control packet
contains the Trafﬁc Indication Map (TIM) which identiﬁes
the Stations (STAs) for which trafﬁc is pending and buffered at the AP. It also notiﬁes the presence of multicast/
broadcast packets. Two different TIM types are deﬁned:
TIM and Delivery TIM (DTIM). Every speciﬁc period of
DTIMPeriod, a TIM of type DTIM is transmitted within
the Beacon frame rather than an ordinary TIM.

If any STA in the BSS is in PS mode, the AP should buffer
all multicast and broadcast packets, and deliver them
immediately following the next Beacon including a DTIM.
The MoreData ﬁeld is set in the headers of all packets
except the last one to indicate the presence of further buffered broadcast/multicast packets. These packets should be
sent before transmitting any unicast trafﬁc.
A STA that stays awake to receive broadcast/multicast
trafﬁc should remain awake until (1) the MoreData ﬁeld
of the broadcast/multicast packets indicates there is no
further buffered broadcast/multicast trafﬁc, or (2) a TIM
is received indicating there are no more buffered broadcast/multicast packets.
The current power management of the standard allows
the implementation of several standard-compliant energy
saving levels. Depending on the power management
requirements of a STA, this latter may choose to wake up
every TIM, DTIM or else. A STA may have its ReceiveDTIMs
variable set to ‘‘False’’ which means that the STA is not
required to wake up every DTIM. This conﬁguration may
be selected to further reduce power consumption, but
leads to frequent multicast packet losses.
Fig. 1 illustrates the AP and STA activity under the
assumption that a DTIM is transmitted once every 3 TIMs.
The ﬁrst line represents the AP activity. The AP schedules
Beacon frames for transmission every Beacon interval.
The second and third lines depict the activity of two STAs
operating with different power management requirements. In this example, the second STA has ReceiveDTIMs
set to ‘‘False’’ and does not wake up at every DTIM. Thus,
STA2 may miss several multicast packets.
The ﬁrst STA, powers up its receiver and receives a TIM
in the ﬁrst Beacon frame; that TIM indicates the presence
of a buffered packet for that STA. STA1 then generates a
PS-Poll frame, which elicits the transmission of the buffered packet from the AP.
The Second Beacon contains a DTIM. Hence the AP
sends all the buffered multicast packets. STA1 remains
awake to receive these packets. However, in our example,
STA1 misses the last packet. Hence it remains awake until
the third Beacon which indicates that there are no more
multicast/broadcast packets.
STA2 wakes up before the fourth Beacon in order to
receive it correctly. As the TIM indicates buffered packets
for STA2, this latter sends a PS-Poll to the AP which sends
the buffered packet. At the ﬁfth Beacon interval, the AP
sends a Beacon including a DTIM ﬁeld. This ﬁeld indicates
the availability of multicast packets in addition to unicast
packets for STA1. After receiving the last multicast packet,
STA1 sends a PS-Poll to the AP which sends the buffered
unicast packet.
Since the default Beacon interval is 100 ms, if the DTIMPeriod value is set to 3, multicast services may experience
latency in the order of 300 ms. This delay may impact considerably the experienced quality of real-time multicast
services. Moreover, since multicast packets are transmitted
immediately following a DTIM and before transmitting any
unicast packet, high throughput multicast services impact
considerably the latency experienced by other time sensitive unicast trafﬁc. This impact has been evaluated in
[35]. Besides, several STAs may be required to awake in
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Fig. 1. Infrastructure power management operation.

order to receive multicast trafﬁc (ReceiveDTIMs = False),
even if they are not concerned by this data. Therefore,
the multicast transmissions lead to unnecessary increase
in power consumption [36].
Furthermore, the PS operating mode may increase the
loss rate of multicast packets; these packets are transmitted without the request of the STAs which may be sleeping
and may therefore miss all the transmissions. Also, the PS
mode may impact the throughput of multicast services;
by limiting the multicast transmissions to speciﬁc time
intervals, the available bandwidth for multicast trafﬁc will
be reduced. We emphasize that this impact may be experienced even if all the STAs in the PS mode are not members
of the multicast group and are not interested in the multicast trafﬁc. This is because the AP is not aware of group
memberships.

Table 1
Conﬁguration parameters.

3.2. Impact on reliability and throughput

In order to accurately evaluate the losses caused by the PS
mode, we only consider the effectively transmitted multicast packets. Hence we collect statistics directly from the
transmitter module of the AP driver.
The two chipsets used in the experiments provide different power management levels. The Intel card can operate at 6 different levels of power savings numbered 0
through 5 [37]. Level 0 disables the PS mode (i.e., the
device is fully powered) and level 5 provides the greatest
amount of savings. The Atheros chipset provides only
two levels: ON (device in PS mode) and OFF (no PS). We
measure the packet delivery ratio for a video of 25 frames
per second (fps) and an average bitrate of 1360 Kbps. The
multicast application is running on the AP and delivers this
video using RTP. Accordingly, one image is packetized and
forwarded to the MAC every 40 ms.
As depicted in Table 1, DTIM interval is set to 100 ms.
Only the AP deﬁnes the values of TIM/DTIM. Any associated station should operate accordingly. On the other hand,
associated stations are able to determine the value of DTIM
by reading the beacon frame. However, a station may
choose to wake up at every DTIM or not. Unfortunately,

In the remainder of this section we evaluate the impact
of the PS mode on reliability and throughput of multicast
transport. We conduct our experiments in a closed area
without or with very limited interferences with other systems. We consider a WLAN composed of one Access Point
(AP) and two stations: STA1 and STA2. The characteristics
of the network and the devices are given in Table 1. All
three laptops are powerful Dell computers that use recent
802.11n chipsets. We install the AP and the two STAs close
to each other in order to avoid failures caused by path loss.
In our evaluations, we notice that the default conﬁguration of the AP driver does not block forwarding multicast
packets from the AP to STA1/STA2, when any of the associated STAs is in the PS mode. In fact, these packets are
stored in a special queue (PS queue) at the MAC layer,
and are transmitted after the DTIM. The PS queue is used
together with the primary queue. However, the MAC layer
notiﬁes the network stack only about the saturation state
of the primary queue. Thus when the PS queue is full,
new arriving multicast packets are automatically rejected.

Parameters

Values

Network
Beacon interval
DTIMPeriod (resp. DTIM interval)
CWmin
Atheros chipsets (AP)
Intel card (STA1)
Atheros chipsets (STA2)
Computer AP
Driver AP
Computer STA1
Driver STA1
Computer STA2
Driver STA2

802.11a
100 ms
1 (resp. 100 ms)
31
Atheros AR9300-XB112
IntelÒ WiFi Link 5100 AGN
Atheros AR9300-XB112
Dell Latitude D420
Ath9k (Atheros)
Dell Latitude E6400
NETw5 (Intel)
Dell Latitude D420
Ath9k (Atheros)
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Packet rao

1
0.8

Delivery rao

we were not able to determine how the PS is implemented
for Intel because the driver is not open source. Nevertheless, we showed that Intel implements 6 power save levels.
On the other hand, ath9k driver is open source, but the PS
mode is implemented at two levels: (1) ath9k driver and
(2) hardware. The hardware part of the implementation
is not accessible. However, the driver part is implemented
according to the following ﬂowchart (Fig. 2).
Fig. 3 illustrates the reception ratio of STA1 for the different power levels. For each level, we transmit the same
video 10 times. In each of these experiments we measure
the packet delivery ratio. Our results show that the loss
rate depends on the power level. Speciﬁcally, for levels 5
and 4 the delivery ratio varies between 33% and 63%. This
ratio increases at levels 3, 2 and 1 and reaches 90%. The loss
ratio becomes less important at level 0 where the delivery
ratio is about 98%.
We also evaluate the reception performance of STA2 for
the 2 supported levels: power management ON and OFF.
We compare the delivery ratio of STA1 and STA2 in
Fig. 4. During the 10 ﬁrst trials, we set STA1 at level 2
and STA2 at level ON. We switch to levels 0 and OFF
respectively for the 10 last trials. We observe that the Atheros chipset outperforms the Intel one. Moreover, we
notice that the delivery ratio in a collision free medium is
higher than 99% for STA2 when it is fully powered.
In the remainder of this section we evaluate the impact
of the PS mode on the throughput of multicast services in a
real network. We consider a Constant Bit Rate (CBR) stream
and measure the number of transmitted multicast packets
for the following transmission data rates: 6 Mbps,
12 Mbps, 24 Mbps and 54 Mbps. We increase the packet
length progressively, and we compare the average transmitted packets per second during the PS operation and in
a fully powered (FP) network. We compare the FP rate with
the theoretical one. We illustrate the obtained results in
Fig. 5.
In Fig. 5(a), all packets are transmitted at 6 Mbps. We
observe that the transmission rate under PS operation is
about 500 packets per second (pps) and is bounded by
the rate of the fully powered network. Also we notice that

0.6
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0.2
0
1

11

21

31

41

Fig. 3. Impact of PS mode on the packet delivery ratio – STA 1.
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Fig. 4. Impact of PS mode on the packet delivery ratio – STA 1 vs STA1.

the theoretical results are higher than those of the experimental testbed. We speculate that this is due to the device
performance. As we will show in the next section, the
device may be unavailable during some instants, and
unable to transmit. Hence the bandwidth is not totally
used.
We observe similar behavior as shown by the curves in
Fig. 5(b)–(d). Multicast throughput under the PS operation
is about 500 pps regardless of the packet length and of the
used PHY data rate. On the other hand, the theoretical
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Fig. 2. Flowchart of Ath9k packet transmission procedure in PS mode.
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Fig. 5. Multicast packets transmission rate for PHY rates of 6 Mbps, 12 Mbps, 24 Mbps and 54 Mbps.

throughput slightly exceeds the throughput of the fully
powered network.
An obvious solution to avoid the high loss rate caused
by the power save mode is to disable it. It may be disabled
temporarily during the streaming duration using Groupcast with Retries – Active method (GCR-A) [38]. This delivery method awakens sleeping receivers, and allows the AP
to send multicast packets at any time, regardless of the
power state of the group members. The primary goal of
designing the PS mode is to reduce power consumption
of devices that are idle most of the time. However, multimedia services deliver high throughput trafﬁc requiring
the devices to be continuously listening.
However, it is necessary to distinguish between multicast members that should be fully powered, and nonmembers that may be allowed to stay in the PS mode.
Therefore, a reliable and energy-efﬁcient multicast protocol should be aware of every group member allowing a
receiver to switch back to the PS mode once it is not a
member of the multicast service anymore.
3.3. Analysis of PS mode operations
We showed that the PS mode of IEEE 802.11 does not
necessary lead to packet losses; as described in Section 3.1,
a receiver which is conﬁgured to wake up at each DTIM

interval (such as STA1 in Fig. 1) should be able to receive
the multicast packets without signiﬁcant losses. Only stations in deep PS mode (i.e. those that are not required to
wake up at each DTIM, such as STA2 in Fig. 1) may experience very important loss rates. However, according to
Fig. 3, we suspect ReceiveDTIMs to be false when Intel
chipset is in levels 5 and 4, and to be true when the chipset
is in levels 3, 2 and 1. Unfortunately, we cannot prove this
assumption because we do not have access to the driver’s
source code. On the other hand, when Ath9k is in PS mode,
the value of ReceiveDTIMs is true. Therefore the device is
supposed to wake up at each DTIM interval. However,
our results show that even through ReceiveDTIMs = true,
the receiver experiences a high loss rate of about 10% for
Intel and 5% for Atheros (as demonstrated in Fig. 4). We
deduce that the PS mode of these devices is not compliant
with the standard requirements. We note that a device
does not need to be compliant with all the functionalities
of 802.11 in order to be available in the market. However,
a WiFi certiﬁcation is delivered to equipments that are
compliant with a well-deﬁned subset of functionalities.
As an example, devices certiﬁed ‘‘WiFi-n’’ do not need to
support PHY layers other than 802.11n. Therefore, we recommend the integration of PS functionalities within new
certiﬁcations in order to enhance the reliability of the multicast transmissions during PS mode. Furthermore, Fig. 5
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shows that the throughput of multicast services is signiﬁcantly reduced when the device is in PS mode. However,
multicast is mainly used to deliver high throughput trafﬁc
such as IPTV/HDTV. Therefore the current PS mode should
be enhanced in order to satisfy all the QoS requirements.
We recommend the use of a new PS scheme that operates
as follows:
– When a high throughput service is delivered, the PS
mode is disabled during the session duration.
– This mode is enabled again when the session is over.

to packet losses from the application point of view.
Besides, they impact the reliability of both unicast and
multicast transmissions. It is worth noting that the impact
of the interrupts on the CPU depends on the amount of
work required to process these interrupts. For example
an interrupt coming from the keyboard when a key is
pressed requires less processing time than the required
time to process a large packet coming from the network
device with many parameters such as the reception power,
data rate, sender and receiver addresses, etc.
4.1. Impact on the delivery ratio

This new scheme increases the availability of the receiver during the streaming period and allows the user to
enjoy high throughput services. When the session is over,
the device enables the legacy PS mode in order to reduce
the power consumption and to improve the battery
lifetime.
4. Investigating the CPU overﬂow
End user terminals such as computers and smartphones
are composed of a Central Processing Unit (CPU) that is
typically connected to several other devices including network chipsets, screen, hard disk, storage devices, CD
reader, sound card and keyboard. The CPU is the host of
the operating system which manages all the plugged
devices. The latter are themselves equipped with less
sophisticated but dedicated processors called microprocessors/microcontrollers.
Hardware interrupts constitute the principal method
for communication between the CPU and the attached
devices, including the 802.11 chipsets. Indeed, when a
new packet is received from the wireless medium, the
microcontroller puts the data in a shared buffer and triggers an interrupt. Under the assumption that the CPU is
available, the packet is processed and forwarded to the
appropriate application. The way an interrupt is handled
depends on the operating system and may evolve from
one release to another. Table 2 illustrates some potential
sources of interrupts according to [39].
Note that a processor may handle one hardware interrupt at a time. If a new interrupt occurs from another interface while the processor is still handling a hardware
interrupt, the new one is lost. If the rate of interrupts
occurrence exceeds the processing capacity, several tasks
will be delayed or even discarded. For the case of 802.11
chipsets, several packets (including those received correctly) will be dropped. The impact of these drops is similar

Table 2
Potential sources of excessive interrupts for embedded processors.
Source

Interruption rate (per second)

Serial port @115 kbps
10 Mbps Ethernet
CAN bus
I2C bus
USB
100 Mbps Ethernet
Gigabit Ethernet

11,500
14,880
15,000
50,000
90,000
148,800
1,488,000

In the remainder of this section we measure the impact
of packet arrival rate on packet loss rate as experienced by
multicast applications. We build an IEEE 802.11a network
on a free channel in order to avoid collisions and interferences. We use AP and STA1 of Table 1 as the sender and the
receiver, respectively. We conﬁgure the sender to use
CWmin = CWmax = 0. Therefore packets are separated
with a DIFS time period. Moreover, all multicast packets
have 100 byte-length (including the MAC header) and are
delivered at 54 Mbps. This scenario is designed to deliver
packets with a very high rate and to incur an important
interrupt rate at the receiver. The two terminals are separated with less than 0.1 m. Besides, we set the transmission
power of the AP to the maximum allowed level, i.e.
100 mW. On the other hand, the received signal strength
at the associated station is always higher than 70 dB. By
using the maximum transmission power at a very short
distance, we are sure that the received signal is very high
and ensures a reliable communication at all the data rates.
As such, any packet loss is caused by the device performance (i.e., CPU unavailability or chipset failures). We
increase the packet transmission rate progressively and
we record the delivery ratio. For each rate, we perform
between 10 and 20 measurements. In each measurement
we send 100,000 packets at a constant rate. We make only
10 measurements for the low packet rates (rates between
1000 pps and 8000 pps) because the delivery ratio appears
to be stable. Then we increase the number of measurements starting from the rate of 9000 pps. As such, we perform up to 20 measurements when the rate varies between
9000 pps and 14,000 pps. We show the obtained results in
Fig. 5. We note that the maximum achieved rate is limited
to 12500 pps. Thus the results illustrated for throughputs
of 13,000 pps and 14,000 pps are obtained for an effective
packet transmission rate of 12500 pps. In fact, in our testbed we consider 3 different levels of measurement: (1)
application level at the sender, (2) MAC level at the sender
and (3) application level at the receiver. We vary the
packet buffering rate of the ﬁrst level from 1000 pps to
14,000 pps. This rate is illustrated in Fig. 6. However, based
on our measurements, the maximum transmission rate of
the MAC layer (i.e the second measurement level) is limited to 12,500 pps. This means that when the buffering rate
is lower than 12,500 pps, all the buffered packets are transmitted. Beyond this value, the transmission rate is limited
to 12,500 pps and several packets are dropped due to the
queue overﬂow. We exclude the dropped packets as they
are not transmitted over the wireless medium, and there-
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As the multicast packets are separated with DIFS (recall
that CW = 0), the theoretical throughput is obtained
according to Equation below. We note that 10 beacons
are sent each second at a rate of 6 Mbps. Therefore, their
transmission duration should be removed in order to
obtain the remaining time for sending the multicast
packets.

Average
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Fig. 6. Impact of the packet transmission rate on the delivery ratio of
multicast packets.

fore, they do not affect the CPU load of the receiver. So we
determine the delivery ratio by comparing the number of
the received packets with that of the effectively transmitted ones (i.e. the MAC level sent packets). As the CPUs of
both the sender and the receiver have different characteristics and load levels, the receiver saturates starting from
11,000 pps although the sender is able to reach 12,500 pps.
Fig. 6 shows the maximum, the minimum and the average delivery ratios using the results of the different measurements. We observe that the average ratio is about
98% for relatively low rates of 1000 pps and 2000 pps. For
these rates, the inter-arrival periods are the longest. Then
the average delivery ratio increases and varies between
99.1% and 99.8% for rates from 3000 pps to 8000 pps. This
let us deduce one or both of the following two postulations: (1) the CPU attributes more attention to devices triggering frequent interrupts; and/or (2) the network device
is more ready to receive when the packet arrival rate
increases. We unfortunately cannot provide the exact reason of this slight variation, but we think that this is related
to the design of the operating system. In fact, it is well
known that the processor loads frequently used tasks to
high-speed access areas for optimization purposes. We
deduce that there is a similar optimization that allows
the processor to handle more effectively a hardware triggering frequent interrupts. Such optimization would
enhance the delivery rate when the packet arrival rate
increases (e.g. from 1000 pps to 3000 pps).
Further, we notice that the delivery ratios vary between
99.9% and 74.1%, and the averages are 95.8% and 89.1% for
packet rates of 9000 pps and 10,000 pps, respectively. Then
we observe a very high loss rate reaching 100% starting
from 11,000 pps. At this level, the average delivery ratio
is limited to 56%, although the loss rate is sometimes very
low (less than 0.3%). We note that the case of 0% delivery
ratio illustrates one of the measurements where the application does not receive any packet from the 100,000 transmitted ones. During this experiment, the computer hangs
and does not respond to any event till the end of the multicast session. Then, it returns to ordinary operations without needing a reboot. For all the other tests, the computer
responds to any request but a slight slowdown is observed
when we move the mouse. This is observed when the
packet rate increases (starting from 11,000 pps).

The TPPDU is the packet transmission duration which
depends on the packet size and the used PHY data rate.
Besides, the Beacons sent on our testbed are 90 bytes size
and with a transmission duration of 169 ls at 6 Mbps.
Finally, PIFS and DIFS are standard spaces having durations
of 25 ls and 34 ls, respectively.
As we mentioned above, the highest achieved rate is
12500 pps. However, the expected rate is 14261 pps. Thus
the achieved throughput is bounded by the CPU capacity of
the sender. To conﬁrm this ﬁnding, we consider a second
scenario of larger packets of 1500 byte-length transmitted
at 54 Mbps and 6 Mbps, and we compare the expected and
the achieved throughputs. These results are illustrated in
Table 3. In fact, the transmission duration increases when:
(1) the packet size increases from 100 to 1500 bytes (PHY
rate stays at 54 Mbps); and (2) the PHY rate decreases from
54 Mbps to 6 Mbps (packet length stays at 1500 bytes).
Therefore the transmission rate (expressed in pps)
decreases. This reduces the load, enhances the performance of the CPU at the sender, and limits therefore the
gap between theoretical and achievable throughput. As
such, Table 3 conﬁrms that the achieved throughput is
impacted by the CPU capacity.
Moreover, we observe that the delivery ratios using
6 Mbps and 54 Mbps are almost the same although these
data rates have different robustness degrees against bit
errors. This conﬁrms that the losses are not caused by signal distortion but they are rather due to receiver unavailability. Furthermore, we notice that even the reliability of
the unicast transport is considerably impacted by the
CPU unavailability. However, the delivery ratio of the unicast outperforms that of the multicast when the packet
transmission rate is low. This is because losses occur individually and the packets are received correctly after a
retransmission attempt. But when the packet rate
increases, losses occur in bursts of important sizes. Therefore a unicast packet and its retransmissions are all lost.
This leads to packet rejections. To deal with these losses,
one or both of the following solutions should be considered: (1) The actual rate adaptation algorithms should take
into account the fact that a packet may be lost due to CPU
overload; (2) The CPU capacity should be enough to process any arriving packet.
To obtain these results we use a powerful computer
with two processors and no active acquisition device other
than the 802.11 chipset (the keyboard is kept idle while
the mouse is softly used). Hence, a less sophisticated receiver with one single processor (such as a smartphone or a
tablet) may experience important losses starting from
lower packet reception rates. Therefore, the use of a terminal with an appropriate conﬁguration is the ﬁrst require-
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Table 3
Impact of the CPU performance on the packet transmission rate and the delivery ratio in a highly loaded network (i.e. the transmission queue of the sender is
never empty).
Mode

Packet length
(bytes)

PHY rate

Highest theoretical rate
(pps)

Highest achieved rate
(pps)

Gap (%)

Delivery ratio
(%)

Multicast

100
1500
1500

54 Mbps
54 Mbps
6 Mbps

14,261
3591
485

12,500
3333
471

12.35
7.18
2.89

12.45–99.73
99.88
99.69

Unicast

100

Ath9k rate
adaptation

–

–

–

11.2–99.99

ment in order to take advantage of a multicast session with
a high quality, but also to take a full advantage of the very
high throughput capability of future networks.
It is worth noting that any coming packet (including
that arriving with PHY or MAC errors and that addressed
to another receiver) generates an interrupt and increases
the processor load. Furthermore, disabling the promiscuous mode does not resolve the issue. This is because this
mode is implemented by the device driver, and ﬁlters the
packets already processed by the CPU. Therefore it is necessary to implement an alternative promiscuous mode at
the network chipset itself in order to get ride of useless
interrupts. This is required particularly with the imminent
arrival of very high throughput networks capable of transmitting a huge number of packets to different receivers.
The stations with limited processing capabilities will be
even more impacted as they will not be able to handle such
a big number of packets.
4.2. Recommendations for new rate adaptation schemes
Rate adaptation algorithms can play a very important
role in estimating the loss factors and in determining suitable actions. Considering that the failure is caused due to
link deterioration, rate adaptation selects a more robust
data rate. Such decision allows the communication to
occur reliably. On the other hand, considering that a failure
is due to a collision, the appropriate action is to increase
the Contention Window in order to reduce the collision
probability. Another solution to avoid the collision is to
enable the use of RTS/CTS temporarily. However, existing
rate adaptation schemes do not take into account the fact
that a failure may occur due to CPU overﬂow. Therefore,
they do not deal with these failures appropriately.
A suitable approach to deal with the case of CPU overﬂow is to delay the transmission. Therefore, the sender
needs to buffer the packets in a dedicated queue (similarly
to packets delivered in PS mode). Once the deﬁned buffering delay expires, the packet is retransmitted. This policy
reduces the packet transmission rate to the overloaded
receiver and limits the losses. It is worth noting that buffering the packets of the overloaded receiver in a secondary queue is necessary in order to allow the sender to
deliver other packets to other receivers. Furthermore, we
highlight the fact that Backoff timer is deﬁned to reduce
the collision probability, and is limited to several ls. This
delay is not enough to deal with the CPU overﬂow. We
believe that a suitable buffering delay depends on the history of packet losses of each receiver. Therefore, we believe

that a dedicated study is required to devise a suitable rate
adaptation scheme that addresses the CPU overﬂow issue.
4.3. System failure
Like any other electronic device, 802.11 terminals may
experience internal system failures and may require a
reboot. We highlight that this reboot is limited to the chipset (more precisely to the micro-controller) and does not
concern the host terminal (e.g., the PC or the smartphone).
Besides, the reboot is performed by a component of the
chipset, conventionally called watchdog, and therefore
does not require a human intervention. The aforementioned failures reduce the reception availability of the
device and lead to packet losses. However, they are very
limited and incur a loss rate lower than 0.1% [40]. We are
not able to determine the exact value of this rate for the
case of 802.11 chipsets because it is not possible to separate system failures from the losses caused by CPU unavailability. But we agree that this rate is much lower than 0.1%.
This is because during our empirical measurements, the
device was able to receive more than 99.957% of the multicast packets. If we consider that system failures occur
with a constant rate, in this case this rate is less than 0.05%.
5. Results exploitation
The principal objective of our work is to highlight the
phenomenon of device unavailability that exists, has signiﬁcant impact, but has not been identiﬁed in prior art.
Although the results depend on the used hardware, the
unavailability issue may occur at any device and may affect
the accuracy of any testbed results. In fact, ignoring the
impact of this issue, may lead to wrong conclusions.
We note that we obtained these results using powerful
laptops and relatively low throughput networks. With the
proliferation of communication devices with low CPU
capabilities (e.g. Smartphones, tablets, notebooks, etc.)
and with the imminent arrival of very high throughput
networks (802.11ad supporting up to 6 GBps), the issue
of the device unavailability may affect the performance
of several existing protocols and may mislead several
experimental studies.
Collisions and path-loss are well known loss factors in
wireless networks. In this work we show that the device
unavailability may increase the loss rate of multicast ﬂows
signiﬁcantly. Therefore, Packet Error Rate (PER) becomes
very limited in a typical network under the following three
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assumptions: (1) collisions are avoided, (2) packets are
transmitted using the appropriate PHY data rate and (3)
suitable devices with appropriate conﬁguration and capabilities are used. In order to ensure this limited PER it is
essential to select the appropriate data rate and to protect
the multicast packets against the collisions. This protection
may be guaranteed using standard features like CTS-toSelf. Moreover, several rate adaptation schemes are
deﬁned for the multicast transmissions [3,41]. They may
be enhanced according to the aforementioned recommendations (Section 4.2), in order to consider the CPU overﬂow, and they may be used to select the appropriate data
rate. Accordingly, the reliability of the multicast transmissions may be enhanced signiﬁcantly using simple, yet efﬁcient and standard compliant, recommendations. However,
we believe that highlighting the device unavailability issue
(i.e. PS mode and CPU overﬂow) will lead to the design of a
new generation of smart protocols for wireless networks.
In summary, we hope that the obtained results will have
an impact on the design of protocols and management
schemes, notably those pertaining to research investigations on the following:
– Multicast communication schemes that prevent all loss
factors in order to enhance transmission reliability.
– Rate adaptation schemes that take into consideration
CPU overﬂow as a possible cause of transmission failure.
– Power saving schemes that disable the PS mode temporarily when the receiver is a member of a high throughput multicast session (such as HDTV ﬂows).
– Interrupt handling mechanisms that support differentiated service quality in order to provide high priority for
sensitive ﬂows.
6. Conclusions
This paper identiﬁed the device unavailability phenomena as the cause of considerable increases in the loss rate of
multicast trafﬁc. We experimentally analyzed two speciﬁc
cases: (1) the device is sleeping according to the power
save mode; and (2) the CPU is overloaded and is unable
to process all arriving packets. Accordingly, we established
the causes of bursty losses and the unexplained excessive
losses that occur even in good reception conditions. These
results complement our understanding of the loss factors
in WLANs and most importantly shed light on some of
the unexplained loss events by establishing their causes.
We believe that these ﬁndings are useful to the research
community notably for devising efﬁcient rate adaptation
schemes. Indeed, existing schemes decrease the transmission rate following packet losses. However, and shown in
this paper, failures are not always caused by signal attenuation. Therefore, unnecessary rate decreases may occur,
consequently reducing network throughput. Furthermore,
our ﬁndings can be leveraged to conﬁgure the devices
appropriately so as to take a full advantage of the high data
rate capability of future IEEE 802.11 networks.
As a future work, we would like to investigate the provision of a quantitative framework to design smart rate
adaptation algorithms that accounts for CPU overﬂow
and device unavailability.
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