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Abstract—Network slicing logically partitions the 5G infrastruc-
ture to cater to diverse verticals with varying requirements. How-
ever, resource sharing exposes the slices to threats and performance
degradation, making slice isolation essential. Fully isolating slices
is resource-prohibitive, prompting the need for isolation-aware
network slicing, where each slice is assigned a tailored isolation level
to balance security, usability, and overhead. This paper investigates
end-to-end 5G network slicing with resource isolation from the
perspective of the infrastructure provider, ensuring compliance
with the customers’ service-level agreements. We formulate the
online 5G isolation-aware network slicing (5G-INS) as a mixed-
integer programming problem, modeling realistic slice isolation
levels and integrating slice prioritization. To solve 5G-INS, we
propose 5Guard, a novel adaptive framework that leverages an
ensemble of custom optimization algorithms to achieve the best
solution within resource budget and time constraints. Our results
show that 5Guard increases profit by up to 15.1% and admission
by up to 33.5% in a real-world large-scale network compared to the
best-performing individual algorithm. Furthermore, we analyze
the trade-offs between isolation levels, their impact on resource
utilization, and the effects of slice placement, demonstrating sig-
nificant advantages over baseline approaches that enforce uniform
isolation policies.

Index Terms—5G and beyond networks, network slicing,
security, mixed-integer programming.

I. INTRODUCTION

THE fifth-generation (5G) mobile networks, empowered by
network slicing (NS), promise to support diverse verticals

simultaneously [1], [2], [3] on a shared infrastructure. Due to
this sharing, these verticals may need security measures [4] to
ensure isolation from vulnerabilities and threats [5], such as
distributed denial-of-service (DDoS) or container escape [6].
End-to-end (E2E) isolation is also recognized as a strict demand
for sixth-generation (6G) services [7]. Service customers can
request isolated slices, or isolation may be mandated by the
security requirements of the slice [8].

Among the most effective approaches to offer the highest
security is providing physical isolation of 5G resources across
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network slices [5], [9]. However, physical isolation for all net-
work slices can impose significant overhead on the infrastruc-
ture provider (InP) and reduce resource utilization. Thus, it is
crucial to offer different levels of isolation [9], [10] (e.g., phys-
ical/complete, logical/semi, or no isolation at all [9]) to balance
security and utilization on a need basis [11], [12], [13], [14].
Recent efforts further emphasize the importance of this approach
[15], [16], [17]. Consequently, this requires developing new NS
schemes that address the above trade-offs in 5G.

A significant challenge in implementing isolation levels
within NS lies in ensuring that slices requiring complete iso-
lation are allocated dedicated resources across all segments of
the 5G network, which can be hard at scale. One approach to
mitigate this challenge is to consolidate resources allocated to
other non-fully isolated slices through revisitation, i.e., reusing
the same physical entities for realizing these slices, and ser-
vice migration, which entails transferring services to different
physical resources to free up capacity. However, the downtime
associated with migration may not be acceptable for all verticals.
To address this, slices can be categorized based on priority:
high-priority (HP) slices, such as those supporting emergency
services, and low-priority (LP) slices, like free public streaming
services, and the migration of services enabled in a manner that
aligns with the specific requirements and tolerances of each slice.

Another challenge in implementing isolation-aware NS is
managing the computational complexity of the mixed-integer
resource allocation problem. This complexity can impose scal-
ability and real-world implementation concerns, as exact ap-
proaches to tackle this do not often perform well when scaling
the network size and the number of slice requests, i.e., the
network’s load. Additionally, this complexity can introduce
substantial delays, which can be especially intolerable for HP
slices. Some algorithms may provide worst-case guarantees for
solutions; however, a superior guarantee does not ensure better
outcomes in all cases. These complexity or optimality trade-offs
can limit their practicality in isolation-aware NS systems that
support diverse services. In this regard, an ensemble of cus-
tom optimization algorithms can be employed, ranging from
fast sub-optimal solutions to slower exact (i.e., optimal) ones.
These algorithms can run concurrently by leveraging parallel
processing to find the best solution within the resource allocation
deadline. This deadline can be considered a quality of service
(QoS) requirement, which ensures slices receive their service
on time, regardless of the number of slice requests (SR) and the
size of the 5G infrastructure network.
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This research aims to answer the following questions while
taking into account the outlined issues and challenges:

1) What are the trade-offs of incorporating resource isolation
levels into E2E 5G NS?

2) How can we formulate these isolation levels for E2E 5G
NS?

3) What techniques can improve the feasibility and effective-
ness of resource isolation in practice?

4) How can we achieve an efficient isolation-aware NS that
ensures timely service provisioning regardless of network
load?

To address these research questions, we first formulate an
isolation-aware E2E NS problem, modeling three levels of re-
source isolation while accounting for trade-offs, overheads, and
resource usage patterns based on the recommendations. The
formulation employs revisitation and migration techniques to
ensure feasibility and scalability for complete isolation. To man-
age the complexity of the problem, we propose an ensemble of
algorithms, each with distinct optimality and complexity traits,
to achieve an optimal balance within the resource allocation
deadline.

Our main contributions are as follows.
� Problem Formulation: We mathematically define the 5G

isolation-aware NS (5G-INS) problem. It is the first for-
mulation to incorporate E2E resource isolation levels, us-
age patterns, and overheads. Our online model ensures
proper isolation and QoS for SRs, while enhancing slice
acceptance through revisitation, service migration, and
controlled QoS violations of LP SRs where permissible.

� Framework and Algorithm Design: We propose 5Guard, a
novel framework that operates an ensemble of optimiza-
tion algorithms in parallel at each decision point. These
algorithms, designed explicitly for 5G-INS with varying
complexity and optimality characteristics, will be selected
based on slice priority-imposed deadlines to balance exact
and fast solutions.

� Formal Analysis: We formally analyze the 5G-INS prob-
lem, proving its NP-hardness and evaluating the integrality
gap. Additionally, we examine the parallel complexity of
5Guard and demonstrate that the relaxed 5G-INS can be
effectively expressed as a scalable linear program with
polynomial growth in constraints, thus validating 5Guard’s
scalability for 5G isolation-aware network slicing.

� Performance Evaluation and Isolation Analysis: Through
extensive experiments, we first show that 5Guard achieves
up to 15.1% higher profit and 33.5% higher slice ad-
mission rate compared to the best-performing individual
custom-designed 5G-INS algorithms and outperforms the
exact algorithm for strict resource allocation deadlines with
100% admission across all isolation levels. Additionally,
we analyze how isolation levels and the placement of slices
impact resource efficiency and overhead costs compared to
baselines with full isolation and no isolation.

The rest of this paper is organized as follows. Section II
presents the slice isolation background and explores the related
works. Section III describes the modeling of the 5G network,
isolation levels, and slice requests. In Section IV, we formulate

the 5G-INS problem and formally analyze its tractability. We
propose the 5Guard framework and study its complexity in
Section V. In Section VI, we numerically evaluate the 5Guard
algorithm, and discuss its limitations. We conclude the paper
and instigate future research in Section VII.

II. BACKGROUND AND RELATED WORKS

In this section, we explore the concept of isolation in 5G NS
from different perspectives. We also categorize and review the
literature in three related categories: NS, isolation, and isolation-
aware NS.

A. Background

In cybersecurity, isolation aims to minimize an entity’s impact
on others, which can serve different purposes [18]. From a
security perspective, the goal is to prevent an adversarial entity
from initiating attacks on other entities. In addition, effective
isolation can mitigate privacy issues [19] or eavesdropping. This
isolation dimension is typically called security isolation [13].
Isolating 5G slices can be achieved in various layers, including
physical/virtual resources, protocols, applications, and even pro-
gramming languages. However, not all of these might be relevant
or practical for an InP to implement. For instance, the InP does
not control the language used in different applications. The layer
in which the isolation is enforced can signify its strength.

From the software-defined networking perspective, we can
also isolate slices at management and data planes [13], [18]. At
the management plane, isolation is enforced through the concept
of multi-tenancy. However, even with isolation at higher layers,
the security risk can persist if the underlying resources are shared
between slices (e.g., container-escape attacks [6]). Therefore,
resource isolation is crucial for achieving inter-slice isolation
and can span both the data and management planes.

The degree of resource isolation can be measured by compar-
ing the amount of shared resources between slices [13]. For
instance, virtual machines (VM) offer greater isolation than
containers due to fewer shared resources (e.g., the operating
system (OS)’s kernel). Enforcing isolation or operating in an
isolation level can impose additional overheads (e.g., a hyper-
visor) or resource usage patterns intrinsic to that level and can
differ across various 5G resource types, i.e., radio, transport,
and mobile-edge computing (MEC)/cloud. For instance, com-
plete (i.e., physical) isolation consumes all the resources of the
physical entity, regardless of the resources requested. Studying
the impact of resource isolation on 5G NS is one of the main
focuses of this work.

B. Related Works

We explore the related works in three categories as follows.
1) State-of-the-Art NS: Traditional 5G and beyond NS has

been studied in the literature. A branch of research in this
category abstracts NS as virtual network embedding (VNE)
or service function chaining (SFC) [23], [24], [25], [26], [27],
[28], [29]. The authors in [23] proposed a VNE solution based
on graph neural network (GNN) and reinforcement learning
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(RL) for dynamic VNE, where both virtual networks (VNs)
and physical networks (PNs) are modeled as weighted graphs
with changing topologies. Similarly, Moreira et al. [24] proposed
an RL solution for multi-domain and complex infrastructures.
In [25], the authors proposed a heuristic to solve three formulated
problems for multi-cast SFC, readjustment, and expanding to
cover the provisioning while considering service migration.
However, these approaches fail to adequately capture the impact
of isolation due to the overheads and usage patterns across
isolation levels, which can significantly impact performance.
In addition, most existing RL algorithms require substantial
training iterations, and they are unreliable in unseen situations,
undermining their practicality for HP SRs. On the other hand,
heuristics often demonstrate sub-optimal performance.

2) Isolation Concept: In [20], the authors classified comput-
ing isolation methods into language-based, sandbox, VM-based,
OS-kernel, and hardware-based techniques. However, a 5G InP
might not be able to utilize all these methods. The authors
then suggested E2E isolation levels using a weighted power
mean function, which does not necessarily yield a meaningful
security metric. The authors in [13] defined isolation levels for
5G resources based on their shared portions. They described
isolation approaches for radio, transport, and MEC/cloud-based
on the latest standards and technologies. However, these studies
focused on isolation as a sole concept in 5G and did not evaluate
its impact on NS.

3) Isolation-Aware NS: A few works studied integrating iso-
lation approaches in NS. The authors in [11] proposed a solution
for performing isolation-aware 5G RAN slicing enabled by
wavelength division multiplexing (WDM). Nevertheless, iso-
lation is enforced at the network domain level. Thus, isolated
domains can still be vulnerable depending on their resource
isolation level. In [22], the authors introduced an RL-based ap-
proach to improve slice isolation against attacks. Their solution
involved finding an efficient distribution of slices’ resources to
mitigate the impact of DDoS attacks on a slice from affect-
ing others. Despite overall improvements, their solution does
not eliminate the effect for HP SRs and merely considers the
servers with small topologies. Some works focus on another
isolation dimension, namely performance isolation [10], [15].
Yarkina et al. in [10] proposed a priority-based performance
isolation for 5G radio access network (RAN) and assessed
some standard-compliant machine learning (ML) approaches.
According to [10], ML approaches are prone to service require-
ment violations under high-load conditions. Cheng et al. [15]
proposed a slice-aware performance isolation solution for open
RAN based on open-source solutions. Although this work can
be seen as a proof-of-concept, it does not cover security as-
pects of isolation or aim to study isolation at levels based on
recommendations.

A summarized comparison of the novelties of this work in five
key attributes versus existing slice isolation approaches is given
in Table I. The comparison is structured along five key attributes:
1) the granularity of isolation (i.e., domain-specific, DDoS-
focused, or E2E), 2) the targeted isolation dimension (e.g.,
security or performance), 3) whether slice priority is considered
during embedding, 4) whether isolation-induced overheads are

TABLE I
SUMMARY OF EXISTING SLICE ISOLATION APPROACHES VERSUS 5GUARD

analyzed and incorporated into resource allocation, and 5) the
scope of NS (e.g., RAN, E2E, or no NS).

III. SYSTEM MODEL

In this section, we present our 5G network and isolation
models, detailing isolation levels with use cases, and introduce
the SR model.

A. Isolation and Network Model

As illustrated in Fig. 1, we consider a 5G infrastructure,
consisting of new radio base stations (NR-BS), MEC, and telco
cloud servers, as well as single/multi-hop optical links. Without
loss of generality, and based on the recommendations in [9],
[30], we define the following three E2E isolation levels:
� Complete isolation (L2): This level can support mission-

critical (MC) slices, such as emergency [31], public [32]
and maritime [33] safety, e-health, government, and mili-
tary services, as well as virtual operators [34]. We consider
dedicated NR-BSs, fiber links, and physical MEC/cloud
server nodes.

� Semi isolation (L1): This level can benefit services that
require isolation but cannot afford the high costs of com-
plete isolation, such as ultra-reliable low latency commu-
nication (uRLLC) services and 5G-V2X [35]. NR-BSs are
shared while dedicating physical resource blocks (PRBs)
for the entire radio frame to an SR [13] with additional
guard bands, as defined in standards [36]. For fiber optic
links, WDM or elastic optical network (EON) can be used
with dedicated wavelength subcarriers and standard guard
bands [37]. Finally, a VM is instantiated for each network
function (NF) instance.

� Minimum/no isolation (L0): This level benefits basic
SRs for best-effort 5G services, for instance. PRBs are
dedicated to a fraction of the radio frame based on or-
thogonal frequency-division multiple access (OFDMA),
as defined in the standards [36]. Tagging approaches, e.g.,
multiprotocol label switching (MPLS), can be leveraged
to differentiate between slices on the transport while the
bandwidth subcarriers are shared. NFs are deployed as
containers sharing VMs. We also define the VNF-sharing
sub-level, indicating whether containers are shareable. By
consolidating SRs in shared entities, i.e., containers, InPs
can enhance resource utilization while accommodating
more L2 requests.

One note to consider in defining these isolation levels is
that specifications have defined standardized slice/service types
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Fig. 1. The proposed isolation-aware 5G network slicing system model. On top, an E2E 5G slice spanning from the RAN to the 5GC is illustrated, with slice
components—NFs, RUs, and VPs—deployable on resources with three isolation levels: L2, L1, and L0. The left-hand side demonstrates three users of 5G slices:
L2 for government and medical services, L1 for 5G-V2X services, and L0 for public streaming and entertainment services. Notably, the L2 slice is fully isolated,
sharing no resources with other slices. In the example shown, servers’ revisitation increases resource efficiency.

TABLE II
KEY NOTATIONS

(SSTs), e.g., enhanced mobile broadband (eMBB), uRLLC, and
massive machine type communication (mMTC), based on QoS
requirements, such as bandwidth and latency [31]. However,
SSTs do not capture the security or isolation requirements of
slices. There, we define isolation levels as an orthogonal re-
quirement to SSTs. Any SST can be deployed with any isolation
level, depending on the tenant’s SLA. For instance, a uRLLC
slice for autonomous driving may require an L2 isolation level
in an MC context but L1 in a commercial one. Therefore, rather
than mapping SSTs to fixed isolation levels, we provided use
case examples from standards that may benefit from each level,
reflecting realistic requirements.

Next, we model the 5G substrate network as an undi-
rected graph with labeled nodes and edges denoted by GP �
(VP,R,VP,S, EP), whereVP,R denotes the set of NR-BS nodes,VP,S

denotes the set of MEC/cloud physical server (PS) nodes, and EP

denotes the set of physical paths (PPs) between nodes. PPs are
composed of a set of interconnected links, denoted byLP. PS and

NR-BS node labels reflect the radio and computing resources’
capacity, expressed as a product of a unit of frequency and time
and a million instructions per second (MIPS), respectively. PS
node labels also represent the maximum number of instances
at each isolation level (e.g., VMs or containers). The goal of
defining such a limit is to cap the overhead of the hypervisor,
guest/host OS, and container orchestration tool (e.g., K8s). PP
labels indicate the round-trip-time (RTT) delay and the link
bandwidth resources. The key notations and acronyms are listed
in Tables II and III, respectively.

B. Slice Request (SR) Model

The 5G infrastructure described earlier supports multiple
slices with different isolation levels, where each slice has a
service-level agreement (SLA). We assume that SRs arrive
in an online setting and are stored in an ingress first-in-first-
out queue. Based on the SLA, we model an SR, as tuple
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TABLE III
KEY ACRONYMS

r � (VR
r ,VS

r , Er, γr, κr, Rr, βr, Tr,ρr), where VR
r , VS

r , and Er
denote the set of radio unit (RU) and NF nodes and virtual paths
(VPs) of the VN, respectively. γr ∈ {0, 1, 2} and κr ∈ {0, 1}
denote the isolation level and L0 VNF sharing sub-level, re-
spectively. Rr ∈ R>0 denotes the revenue, βr ∈ R≥0 denotes
the cost of a unit of migration, Tr ∈ R>0 denotes the resource
allocation deadline, ρr ∈ R3

≥0 is the SR’s cost vector of a unit
of QoS violation for radio, MIPS, and bandwidth resources. For
recurring slices, the customer must request a new slice at the
end of the slice’s lifetime. The above modeling approach for
slices as graphs is compliant with 3rd Generation Partnership
Project (3GPP) TS 28.530 [8], the QoS parameters align with
the service requirements specified in 3GPP TS 23.501 [31], and
the cost vectors are design choices typically determined by the
business models of InPs.

IV. 5G-INS FORMULATION

In this section, we formally define 5G-INS as the 5G isolation-
aware network slicing problem, formulating it through con-
straints and an objective function. We also analyze its complexity
and reduce it to a manageable form.

A. Problem

We explore the 5G-INS problem from the InP’s perspective,
responsible for making slicing decisions to ensure customers
receive services aligned with their SLAs. The goal is to embed
each incoming SR, denoted by rt, upon arrival at time step
t ∈ Z≥0, and reconfigure the pre-embedded LP slices in the
set denoted by RLP

t as needed. This should consider the slices’
priority and associated costs to meet isolation level γr and
the QoS requirements for all SRs. We assume the InP aims to
maximize profit and must determine how to map VNs best and
allocate resources on PN GP. In addition, InP should ensure that
it does not exceed the available resources while factoring in
the overheads and resource usage patterns of isolation levels.
Considering these constraints, we assume that InP intends to
admit all SRs arriving at different time steps, unless infeasible.

B. Decision Variables

Let R � RLP
t ∪ {rt} denote the set of all SRs, except the

pre-embedded HP SRs, at time step t. For mapping NFs to PSs,

we define binary variable xpv in vector x that indicates whether
NF v ∈ Vr of SR r ∈ R is mapped to PS p ∈ VP. We also denote
cpv ∈ R≥0 in vector c as the amount of MIPS allocated to NF
v ∈ Vr of SR r ∈ R from PS p ∈ VP. Since radio resources are
typically allocated in PRBs, they are inherently integer. Addi-
tionally, resources are released at the end of a slice’s lifetime.
Thus, considering pre-embedded HP SRs’ allocated resources,
they can be fragmented into a set of frequency slots denoted by
Sq for NR-BS q ∈ VP,R. Thus, we define binary variable yq,σ,kw in
vector y indicating whether k PRBs are allocated to RUw ∈ VR

r

of SR r ∈ R from the frequency slotσ ∈ Sq of NR-BS q ∈ VP,R.
Bandwidth fragmentation can similarly occur for fiber optic

links. Thus, we denote Dl as the set of wavelength slots for link
l ∈ LP. We define binary variable zl,λvw in vector z that indicates
whether VP evw ∈ Er, the VP connecting NF/RU nodes v ∈
VS
r ∪ VR

r and w ∈ VS
r ∪ VR

r of SR r ∈ R, uses the wavelength
slot λ ∈ Dl of link l ∈ LP. To avoid bottlenecks and increase
utilization, we allow bandwidth splitting between the links of
multiple PPs. Thus, we define variable bpqi,l,λvw ∈ R≥0 in vector
b as the bandwidth allocated to VP evw ∈ Er of SR r ∈ R from
slot λ ∈ Dl of link l ∈ Lpqi, where Lpqi denotes the set of links

on PP e(i)pq ∈ EP.

C. NF and RU Mapping Constraints

1) Mapping Uniqueness: To ensure each NF and RU is
precisely mapped to a single PS and NR-BS, respectively, we
enforce, ∑

p∈VP,S

xpv = 1, ∀v ∈ VS
r , r ∈ R, (1)

∑
q∈VP,R

∑
σ∈Sq

KREQ
w∑
k=1

yq,σ,kw = 1, ∀w ∈ VR
r , r ∈ R (2)

where KREQ
w ∈ Z>0 denotes the number of PRBs requested by

RUw ∈ VR
r of SR r ∈ R. For RUs, a single frequency slot can be

selected in the mapped NR-BS to maintain spectral contiguity.
The summation over k prevents selecting multiple values for the
assigned PRBs. Note that for pre-embedded HP SRs, we reuse
the previous NF and RU mappings, since migration can lead to
service degradation.

2) Complete Isolation Mapping: For ease of exposition, we
first define fp̂(V̂ , R̂,ap̂) as the function that checks how many
L2 SRs have at least one virtual entity, i.e., NF, RU, or VP, in
set V̂ �

⋃γr=2

r∈R̂ V̂r that are mapped to physical entity p̂, i.e., a

PS, NR-BS, or PP, based on the mapping decision vector ap̂ �
(ap̂v̂)v̂∈V̂ . Thus,

fp̂(V̂ , R̂,ap̂) �
γr=2∑
r∈R̂

max
v̂∈V̂r

ap̂v̂ (3)

For L2, a PS or NR-BS must be mapped to at most one NF or
RU, respectively. Accordingly, we need to enforce the following
L2 constraints for each PS and NR-BS, respectively.

fp(VS,R,xp) ≤ 1, ∀p ∈ VP,S (4)
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Fig. 2. The proposed isolation levels and resource overheads: For radio
resources, these include dedicated NR-BS, PRBs for the entire radio frame with
guard bands, and PRBs allocated via OFDMA. Transport isolation uses dedi-
cated fiber, subcarriers with WDM/EON, and shared subcarriers with tagging.
MEC/cloud employs servers, VMs, and containerized K8s pods.

where xp � (xpv)
r∈R
v∈VS

r
and VS �

⋃
r∈R VS

r .

fq(VR,R,yq) ≤ 1, ∀q ∈ VP,R (5)

where yq � (
∑
σ∈Sq

∑KREQ
w

k=1 yq,σ,kw )r∈Rw∈VR
r

and VR �
⋃
r∈R VR

r .
To prevent other slices from being mapped to the L2 slices’

PSs and NR-BSs,

xpv ≤ 1− fp(VS,R\{r},xp), ∀v ∈ VS
r , r ∈ R, p ∈ VP,S

(6)

∑
σ∈Sq

KREQ
w∑
k=1

yq,σ,kw ≤ 1− fq(VR,R\{r},yq),

∀w ∈ VR
r , r ∈ R, q ∈ VP,R (7)

3) Coordination and Overprovisioning Prevention: When an
NF is not mapped to a PS, the allocated capacity associated with
that mapping should also be zero, and vice versa. Additionally,
to prevent overprovisioning,

δxpv ≤ cpv ≤ CREQ
v xpv, ∀p ∈ VP,S, v ∈ VS

r , r ∈ R (8)

where CREQ
v ∈ R>0 and δ ∈ R>0 are MIPS requested by NF

v ∈ VS
r of SR r ∈ R and the smallest MIPS capacity that can be

allocated on PSs, respectively. Similarly, for radio resources,

∑
σ∈Sq

KREQ
w∑
k=1

kyq,σ,kw ≤ KREQ
w , ∀q ∈ VP,R, w ∈ VR

r , r ∈ R (9)

4) Maximum Capacity: The allocated MIPS to each PS
across all isolation levels should not exceed its capacity. As
mentioned earlier, isolation levels contribute to specific MIPS
overheads, either from the isolation itself or are required for
operation at that isolation level. These overheads arise from
OpenStack, a host OS, hypervisor, and several guest OSs and
container orchestration tools, i.e., K8s, which scale with the
number of VMs.

To calculate these, we first need to derive the number of
VMs for L0 SRs. According to Fig. 2, this controls how much
overhead is imposed by the container orchestration tool (e.g.,
K8s) and guest OSs. This paper assumes containers are placed

in VMs to improve isolation from L1. This is also common in
creating K8s clusters, the substrate to run the containers. For
ease of exposition, we first define hL0,0,U

p , hL0,0,S
p as the number

of VMs of L0 SRs using PS p ∈ VP,S with isolation sub-level
of 0 for two types of VNFs: 1) unsharable and 2) sharable,
respectively as follows,

hL0,0,U
p �

γr=κr=0∑
r∈R∪RHP

t

∑
v∈VS

r

ΞREQ
v∑
ξ=1

χREQ
v,ξ=χ

U

x̃pv
Ξmax
p,0

(10)

hL0,0,S
p �

χmax
S∑
χ=0

max
v∈VS

r,1≤ξ≤ΞREQ
v ,

γr=κr=0,r∈R∪RHP
t

1{χREQ
v,ξ=χ}x̃

p
v

Ξmax
p,0

(11)

where

x̃pv �
{
xpv, ∀v ∈ VS

r , r ∈ R
Xp
v , ∀v ∈ VS

r , r ∈ RHP
t

with Xp
v ∈ {0, 1} denoting the existing NF mapping values

for pre-embedded HP SRs. In addition, 1{·} is the indicator
function, and Ξmax

p,0 ∈ Z>0 represents the maximum number
of containers recommended by the orchestration tool to avoid
resource contention. Here, χREQ

v,ξ denotes the type of VNF in-
stance ξ ∈ [1,ΞREQ

v ] of NF v ∈ VS
r requested by SR r ∈ R, with

ΞREQ
v ∈ Z>0 denoting the number of requested VNF instances.

In addition, χU ∈ Z≥0 and χS
max ∈ Z>0 denote the unsharable

VNF type and the maximum number of sharable types, respec-
tively. The max function used in (11) ensures that one container
is instantiated for an individual sharable type at most. Then, by
applying a division by Ξmax

p,0 , the number of VMs is derived.
Similarly, we define hL0,1

p as the number of VMs of L0 SRs
with isolation sub-level of 1, where no VNF sharing is allowed,
as follows.

hL0,1
p �

γr=0,κr=1∑
r∈R∪RHP

t

∑
v∈VS

r

ΞREQ
v x̃pv
Ξmax
p,0

, (12)

Here, a container is instantiated for each requested instance,
similar to (10).

Accordingly, we can derive the overall number of VMs for
L0 SRs, denoted by hL0

p , as follows.

hL0
p =

⌈
hL0,0,U
p + hL0,0,S

p + hL0,1
p

⌉
, (13)

where �·� avoids deriving a fractional number.
By utilizing (13), we can derive the total MIPS overhead

of deploying the isolation levels for PS p ∈ VP,S, denoted by
COVH
p,TOT, as follows.

COVH
p,TOT = (CK8S + CGOS)h

L0
p + CHHO max

v∈VS
r,γr≤1,

r∈R∪RHP
t

x̃pv

+ CGOS

γr=1∑
r∈R∪RHP

t

∑
v∈VS

r

ΞREQ
v x̃pv (14)

where CK8S ∈ R>0, CGOS ∈ R>0, and CHHO ∈ R>0 are the
maximum MIPS overhead of the container orchestration tool
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(i.e., K8s), guest OS, and hypervisor, host OS, and OpenStack,
respectively. Note that the MIPS required for making radio
resource allocation decisions is assumed to run on separate man-
agement servers and does not consume slice-assigned resources.
In contrast, RAN-related MIPS, e.g., for distributed units (DUs),
is included in the SR and accounted for in the consumed MIPS
vector c, and not as an overhead.

Now that we have derived the total MIPS overhead, by utiliz-
ing (14), the constraint can be determined as follows.∑

r∈R∪RHP
t

∑
v∈VS

r

c̃pv ≤ Cmax
p − COVH

p,TOT, ∀p ∈ VP,S (15)

where

c̃pv �
{
cpv, ∀v ∈ VS

r , r ∈ R
Cpv , ∀v ∈ VS

r , r ∈ RHP
t

with Cpv ∈ R≥0 denoting the existing allocated MIPS capacity
to v ∈ VS

r for pre-embedded HP SR r ∈ RHP
t and Cmax

p is the
MIPS capacity of PS p ∈ VP,S.

Considering the VMs instantiated for slices at L1 and for
hosting containers at L0, there should be a limit on the number
of VMs on PS p ∈ VP,S, denoted byΞmax

p,1 ∈ Z>0. Otherwise, the
MIPS capacity overhead of the hypervisor can grow significantly
by constantly adding VMs. Therefore,

hL0
p +

γr=1∑
r∈R∪RHP

t

∑
v∈VS

r

ΞREQ
v x̃pv ≤ Ξmax

p,1 , ∀p ∈ VP,S (16)

For each NR-BS, we should not surpass its maximum radio
resources at each frequency slot, considering the coexistence
of L0 and L1 and the frequency guard bands’ overhead. First,
let ΠOVH

FGB denote the radio overhead imposed by each frequency
guard band at L1. We can then derive the total utilized radio and
radio overhead for frequency slot σ ∈ Sq of NR-BS q ∈ VP,R,
denoted by Πσ,UTL

q,TOT and Πσ,OVH
q,TOT , respectively, as follows.

Πσ,UTL
q,TOT = ΠPRB

⎛
⎝ γr 	=1∑
r∈R∪RHP

t

∑
w∈VR

r

KREQ
w∑
k=1

kỹq,σ,kw

+NFRM
γr=1∑

r∈R∪RHP
t

∑
w∈VR

r

KREQ
w∑
k=1

⌈
kỹq,σ,kw

NFRM

⌉⎞⎠ (17)

Πσ,OVH
q,TOT =

γr=1∑
r∈R∪RHP

t

∑
w∈VR

r

KREQ
w∑
k=1

ỹq,σ,kw ΠOVH
FGB (18)

where

ỹq,σ,kw �
{
yq,σ,kw , ∀w ∈ VR

r , r ∈ R
Y q,σ,kw , ∀w ∈ VR

r , r ∈ RHP
t

with Y q,σ,kw ∈ {0, 1} denoting the existing RU mapping val-
ues for pre-embedded HP SRs. In addition, NFRM ∈ Z>0, and
ΠPRB ∈ R>0 denote the number of PRBs in a radio frame and the
radio resources occupied by a single PRB, respectively. Overall,
the ceiling function �·� restricts L1 RUs only to be assigned to
full radio frames and not the fraction of the frame that may be
unused by L0.

Thus, using (17) and (18), we should enforce the following
constraint.

Πσ,UTL
q,TOT ≤ Πmax

q,σ −Πσ,OVH
q,TOT , ∀σ ∈ Sq, q ∈ VP,R (19)

where Πmax
q,σ denote the maximum radio resources at frequency

slot σ ∈ Sq of NR-BS q ∈ VP,R.

D. VP Mapping Constraints

1) Mapping Uniqueness: In this paper, we assume each VP
is mapped to at most one PP to maintain spectral contiguity
by ensuring a contiguous bandwidth allocation and preventing
fragmentation. This approach also reduces overhead for L1 SRs,
as bandwidth splitting would require dedicated guardbands and
subcarrier for each VP. Thus,∑

e
(i)
pq ∈EP

min
l∈Lpqi

∑
λ∈Dl

zl,λvw ≤ 1, ∀evw ∈ Er, r ∈ R (20)

where the inequality accounts for the fact that no mapping is
required for revisited VPs. In addition, min(·) selects the paths
with all the constituent links being mapped. The summation over
the set of wavelength slots of link l ∈ LP ensures the spectral
contiguity by selecting at most a single slot λ ∈ Dl on l for VP
evw ∈ Er of SR r ∈ R.

2) Complete Isolation Mapping: At L2, a link is only mapped
to at most a single SR. Thus,

fl(E ,R, zl) ≤ 1, ∀l ∈ LP (21)∑
λ∈Dl

zl,λvw ≤ 1− fl(E ,R\{r}, zl),

∀l ∈ LP, evw ∈ Er, r ∈ R (22)

where zl � (
∑

λ∈Dl
zl,λvw)

r∈R
evw∈Er .

3) Coordination and Overprovisioning Prevention: As pre-
viously mentioned, we employ tagging for L0 service differ-
entiation, with a fixed-sized header in packets to distinguish
slices. Thus, they consume a specific percentage of the allocated
bandwidth, denoted by ψOVH

HDR ∈ R>0, which is essential for L0
operation. Given this overhead, we must ensure coordinated
bandwidth allocations and mapping decisions. In addition, we
should prevent overprovisioning. Thus,

εzl,λvw ≤
∑
e
(i)
pq ∈EP

l

bpqi,l,λvw ≤ BREQ
vw z

l,λ
vw

1−ψOVH
HDR1{γr=0}

,

∀l ∈ LP, λ ∈ Dl, evw ∈ Er, r ∈ R (23)

where ε ∈ R>0 is the smallest allocatable bandwidth. A PP’s
bandwidth is limited by its bottleneck link. Therefore, to effi-
ciently consume bandwidth resources, we ensure that links on
a PP receive the same bandwidth, considering their potentially
different bandwidth fragmentation as follows.∑

λ∈Dl′

bpqi,l
′,λ

vw =
∑

λ∈Dl′′

bpqi,l
′′,λ

vw ,

∀l′, l′′ ∈ Lpqi, l′ 	= l′′, e(i)pq ∈ EP, evw ∈ Er, r ∈ R (24)
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It is essential that if a VP is mapped to a PP, its end nodes are
also mapped. Accordingly,

∑
e
(i)
pq ∈EP

∑
λ∈Dl1

bpqi,l1,λvw ≤ BREQ
vw

1− ψOVH
HDR1{γr=0}

xpv,

∀evw ∈ Er, p ∈ VP,S, v ∈ VS
r , r ∈ R (25)

∑
e
(i)
pq ∈EP

∑
λ∈Dl1

bpqi,l1,λvw ≤ BREQ
vw

1− ψOVH
HDR1{γr=0}

∑
σ∈Sq

KREQ
w∑
k=1

yq,σ,kw ,

∀evw ∈ Er, q ∈ VP,R, w ∈ VR
r , r ∈ R (26)

where l1 ∈ Lpqi is the link 1 on PP e(i)pq ∈ EP. According to (24),
it is unnecessary to repeat (25) and (26) for all the links.

When revisiting the end nodes of a VP, there will not be a PP
needed to connect those nodes. We first define hREV

vw which is 0
when revisitation occurs for the end nodes of VP evw ∈ Er, i.e.,
nodes are not mapped to the same PS or NR-BS, and 1 otherwise,
as follows.

h̃REV
vw � 1−

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

∑
p∈VP,S min(xpv, x

p
w) v,w ∈ VS

r∑
q∈VP,R min

(∑
σ∈Sq

∑KREQ
v

k=1 yq,σ,kv ,

×∑σ∈Sq

∑KREQ
w

k=1 yq,σ,kw

)
v,w ∈ VR

r

0 otherwise

Thus, for VP evw ∈ Er of SR r ∈ R, we define the effective
difference of the required and allocated bandwidth as

ĥB
vw � BREQ

vw hREV
vw − (

1− ψOVH
HDR1{γr=0}

) ∑
e
(i)
pq ∈EP

∑
λ∈Sl1

bpqi,l,λvw

(27)
To coordinate bandwidth allocation with revisitation,

ĥB
vw ≥ 0, ∀evw ∈ Er, r ∈ R (28)

4) Maximum Capacity: For each wavelength slot of each
link, the total bandwidth usage must remain within the maximum
capacity. Let BOVH

WGB denote the overhead of each wavelength
guard band at L1. Accordingly, the total utilized bandwidth and
bandwidth overhead on wavelength slot λ ∈ Dl of link l ∈ LP,
denoted by Bλ,UTL

l,TOT and Bλ,OVH
l,TOT , respectively, can be derived as

follows.

Bλ,UTL
l,TOT =

γr 	=1∑
r∈R∪RHP

t

∑
evw∈Er

∑
e
(i)
pq ∈EP

l

b̃pqi,l,λvw

+BWSC
γr=1∑

r∈R∪RHP
t

∑
evw∈Er

∑
e
(i)
pq ∈EP

l

⌈
b̃pqi,l,λvw

BWSC

⌉
(29)

Bλ,OVH
l,TOT =

γr=1∑
r∈R∪RHP

t

∑
evw∈Er

∑
e
(i)
pq ∈EP

l

z̃l,λvwB
OVH
WGB (30)

where

b̃pqi,l,λvw �
{
bpqi,l,λvw , ∀evw ∈ Er, r ∈ R
Bpqi,l,λvw , ∀evw ∈ Er, r ∈ RHP

t

z̃l,λvw �
{
zl,λvw, ∀evw ∈ Er, r ∈ R
Zl,λvw, ∀evw ∈ Er, r ∈ RHP

t

withBpqi,l,λvw ∈ R≥0 andZl,λvw ∈ {0, 1} denoting the existing VP
bandwidth values and mappings for pre-embedded HP SRs,
respectively. In addition, EP

l , BWSC ∈ R>0 and BOVH
WGB ∈ R>0

denotes the set of PPs using link l ∈ LP, wavelength subcarri-
ers’ bandwidth and the overhead of wavelength guard bands,
respectively. In (29), for L1 SRs, the ceiling function �·� is used
to round up the bandwidth to the subcarriers’ bandwidth and
avoid L0 SRs to get access to the possibly remaining bandwidth
of those subcarriers. For L0, in the first term of (29), we allocate
subcarriers for the cumulative bandwidth of all SRs, as they
share subcarriers. We reuse this term for L2 SRs as well.

Therefore, by utilizing (29) and (30), we should enforce

Bλ,UTL
l,TOT ≤ Bmax

l,λ −Bλ,OVH
l,TOT , ∀λ ∈ Dl, l ∈ LP (31)

where Bmax
l,λ denote the maximum bandwidth capacity of link l

on wavelength slot λ.

E. Profit Constraints

Incorporating isolation levels introduces additional complex-
ity, potentially leading to underutilization of network resources.
To mitigate this, in addition to revisitation and migration, one
strategy involves permitting controlled QoS violation for LP SRs
with a finite-cost penalty in exchange for accepting HP SRs. We
need to calculate various costs incurred in the proposed system
to derive the profit. These include slice deployment, isolation
overheads, migration, and QoS violation costs.

We start by deriving the bandwidth violation cost, denoted by
gB
r . For SR r ∈ R, we have

gB
r � ρB

r

∑
evw∈Er

ĥB
vw (32)

where ρB
r ∈ R≥0 is the cost of a unit of bandwidth violation.

Regarding each VP evw ∈ Er of SR r ∈ R’s RTT delay violation
cost, we need to consider that delay is determined by the links
and not allocated like bandwidth. Therefore, it can either be
greater or smaller than the requested delay. Considering this,
we derive the effective difference between the requested and
experienced delay, denoted by ĥD

vw, as

ĥD
vw �

⎡
⎢⎣ ∑
e
(i)
pq ∈EP

(
DRTT
pqi min

l∈Lpqi

∑
λ∈Dl

zl,λvw

)
− hD

vw

⎤
⎥⎦
+

(33)

where DRTT
pqi ∈ R>0 is the RTT delay of PP e

(i)
pq ∈ EP and

hD
vw � DREQ

vw +M(1− h̃REV
vw ) with M ∈ R>0 as a sufficiently

large number to cover the case of revisitation. [·]+ � max(0, ·)
ensures that only positive delay violations are considered. Thus,
we can derive the delay violation cost of SR r ∈ R, denoted by
gD
r , as

gD
r � ρD

r

∑
evw∈Er

ĥD
vw (34)
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Let ρC
r ∈ R≥0 and ρK

r ∈ R≥0 denote the cost of a unit of MIPS
and radio resource violation, respectively. We can then derive the
MIPS and radio violation costs of r ∈ R, denoted by gC

r and gK
r ,

respectively, as

gC
r � ρC

r

∑
v∈VS

r

⎛
⎝CREQ

v −
∑
p∈VP,S

cpv

⎞
⎠ (35)

gK
r � ρK

r

∑
w∈VR

r

⎛
⎝KREQ

w −
∑
q∈VP,R

∑
σ∈Sq

KREQ
w∑
k=1

kyq,σ,kw

⎞
⎠ (36)

Now, by adding (32) and (34)–(36), we can derive SR r ∈ R’s
total QoS violation cost, denoted by gVIO

r , as

gVIO
r � gC

r + gK
r + gB

r + gD
r (37)

The next cost is on deployment and the associated overheads.
First, letΩ,Φ, andΘ denote the cost of a unit of MIPS, PRB, and
bandwidth. Thus, the deployment cost of L0 and L1 SR r ∈ R,
denoted by gDEP,L0

r and gDEP,L1
r , respectively, is

gDEP, L0
r � Φ

γr=0∑
w∈VR

r

∑
q∈VP,R

∑
σ∈Sq

KREQ
w∑
k=1

kyq,σ,kw +Ω

γr=0∑
v∈VS

r

∑
p∈VP,S

cpv

+Θ

γr=0∑
evw∈Er

∑
e
(i)
pq ∈EP

∑
l∈Lpqi

∑
λ∈Dl

bpqi,l,λvw

gDEP, L1
r � ΦNFRM

γr=1∑
w∈VR

r

∑
q∈VP,R

∑
σ∈Sq

KREQ
w∑
k=1

⌈
kyq,σ,kw

NFRM

⌉

+Ω

γr=1∑
v∈VS

r

∑
p∈VP,S

cpv+ΘBWSC
γr=1∑
evw∈Er

∑
e
(i)
pq ∈EP

∑
l∈Lpqi

∑
λ∈Dl

⌈
bpqi,l,λvw

BWSC

⌉

For L2 SRs, the deployment cost should consider the allo-
cation of all resources in the mapped PS, NR-BS, and PP. In
addition, this should account for when multiple virtual nodes
of the same L2 SR are using the same physical entity and avoid
overstating the deployment cost. Therefore, the deployment cost,
denoted by gDEP,L2

r , can be derived as follows.

gDEP, L2
r � Φ

∑
q∈VP,R

Πmax
q,0

ΠPRB
max
w∈VR

r
γr=2

KREQ
w∑
k=1

yq,0,kw

+Ω
∑
p∈VP,S

Cmax
p max

v∈VS
r

γr=2

xpv +Θ
∑
l∈L

Bmax
l,0 max

evw∈Er
γr=2

zl,0vw

According to Fig. 2, overheads are not necessarily specific
to individual SRs, e.g., hypervisor or host OS. Therefore, we
derive the total overhead costs, denoted by gOVH

TOT , as follows.

gOVH
TOT � Φ

∑
q∈VP,R

∑
σ∈Sq

Πσ,OVH
q,TOT +Ω

∑
p∈VP,S

COVH
p,TOT

+Θ
∑
l∈LP

∑
λ∈Dl

Bλ,OVH
l,TOT

Migration of RU and NF nodes of pre-embedded slices must
be associated with a cost, denoted by gMIG

r̂ for SR r̂ ∈ Rt, that
depends on the slice priority. Thus,

gMIG
r̂ � βr̂

∑
v∈VS

r̂

∑
p∈VP,S

xpv(1−Xp
v )

+ βr̂
∑
w∈VR

r̂

∑
q∈VP,R

⎛
⎝∑
σ∈Sq

KREQ
w∑
k=1

yq,σ,kw

⎞
⎠
⎛
⎝1−

∑
σ∈Sq

KREQ
w∑
k=1

Y q,σ,kw

⎞
⎠

where Y q,σ,kw ∈ {0, 1} denote the existing mapping decisions of
RU w ∈ VR

r̂ of SR r̂ ∈ Rt, respectively.
The InP wants to ensure that the added profit after admitting

rt at time step t is higher than a minimum Pmin. With gDEP
r �

gDEP, L0
r + gDEP, L1

r + gDEP, L2
r , we first define the InP’s obtained

profit at time step t as follows.

Pt �
∑

r∈R∪RHP
t

Rr −
∑
r∈R

(
gDEP
r − gVIO

r

)− ∑
r̂∈Rt

gMIG
r̂ − gOVH

TOT

− gDEP
HP,t

where gDEP
HP,t ∈ R≥0 is the total deployment cost of pre-embedded

HP SRs at time step t.

Pt − Pt−1 ≥ Pmin (38)

where Pt−1 ∈ R≥0 is given from time step t− 1.

F. 5G Isolation-Aware Network Slicing (5G-INS) Problem

We consider the objective to be the cumulative profit the InP
expects to generate if it admits rt. Therefore, we can define the
5G-INS problem as follows.

maximizex,y,z,c,b Pt (39a)

subject to (1), (2), (4) − (9), (15, (16), (19) − (26), (39b)

(28), (31), (38) (39c)

G. Analysis and Simplification

5G-INS is a mixed-integer programming (MIP) problem that
contains non-linear, discontinuous functions such as the indica-
tor function. This alone does not mean that 5G-INS is intractable.
However, the following theorem applies.

Theorem 1. 5G-INS is an NP-hard problem.
Proof. Refer to Appendix A of the supplemental material,

available online. �
Therefore, 5G-INS is intractable, and we cannot trivially

tackle 5G-INS due to NP-hardness. However, we present the
Theorem below, which makes the reduction of 5G-INS to a
tractable form possible.

Theorem 2. We reduce 5G-INS into a linear program by
relaxing the binary input variables to the range [0,1].

Proof. Refer to Appendix B of the supplemental material,
available online. �

Another aspect of 5G-INS to analyze is its integrality gap, i.e.,
the maximum ratio of the original problem’s optimal solution to
the relaxed problem’s, which can reveal how rounding the binary
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Algorithm 1: 5Guard Framework.

variables affects the optimal solution. We present the following
Theorem.

Theorem 3. The integrality gap of 5G-INS is unbounded.
Proof. Refer to Appendix C of the supplemental material,

available online. �
In the following section, we will leverage Theorems 2 and 3 to

propose a framework that effectively addresses the complexity
of 5G-INS.

V. 5GUARD FRAMEWORK

In this section, we propose 5Guard, a framework to address
5G-INS. We then introduce four algorithms with distinct char-
acteristics for use within 5Guard and analyze the complexity.

A. Proposed Framework and Algorithms

According to Theorem 2, as 5G-INS can be reduced to an LP
for relaxed binary variables, a range of algorithms can be chosen.
While state-of-the-art algorithms sometimes offer guarantees for
worst-case scenarios, this does not ensure superior performance
in all situations. Specifically, algorithms with better worst-case
guarantees may not always outperform others in average cases,
where performance can vary based on the context. Moreover,
modern integer LP (ILP) solvers, such as Gurobi, leverage
advanced techniques like branch-and-cut combined with the
barrier method [38] to exploit multiple cores, enhancing compu-
tational efficiency while guaranteeing optimality. This implies
that optimal solutions may be achievable for slices with lenient
resource allocation deadlines. Thus, individual algorithms have
tradeoffs in execution time or optimality.

As illustrated in Fig. 3, to address this issue, we propose
5Guard, a framework that leverages an ensemble of optimization
algorithms and exploits parallel processing to identify the best
solution within the resource allocation deadline. The pseudo-
code of 5Guard for each time step t is provided in Algorithm
1. Here, time steps represent the iterations of 5Guard, which
is distinct from execution time. In Line 1, we define the set A
as the ensemble of optimization algorithms. We first measure
the start time in Line 2 with the function time(). In Line 3,

Fig. 3. Flow diagram of the 5Guard framework for a 5G-INS instance. The
ensemble algorithms, e.g., IAR, DTR, RNR, and OPT, operate concurrently on
separate threads, processing shared input data. If the resource allocation deadline
is reached, all algorithm executions are halted, and the best feasible solution is
selected.

we instantiate |A| processing threads to run the algorithms in
parallel. In Lines 4 and 5, “cobegin Ai” indicates the parallel
block of code parameterized with algorithm Ai. In Lines 6 and
7, 5Guard waits until all the algorithms complete execution
or the elapsed time exceeds the resource allocation deadline
Trt of SR rt. In Line 8, we store the algorithms that return a
feasible solution in set ARET. If ARET is empty, it implies that
no algorithm could reach a feasible solution or finish in time.
Thus, 5Guard returns infeasible, hence rejecting rt. Otherwise,
it chooses the index i∗ that has achieved the maximum profit. It
finally returns ARET

i∗ ’s decisions.
For this work, as a proof-of-concept, we design set A from

four custom algorithms: 1) Isolation-aware ranking (IAR), 2)
deterministic rounding (DTR), 3) randomized rounding (RNR),
and 4) exact (OPT), where OPT uses Gurobi’s solver based on
branch-and-cut and barrier method. These algorithms present a
wide range of complexity and approximation ratios. Based on
the unbounded integrality gap of 5G-INS proven in Theorem 3,
only relying on rounding techniques can be limiting.

The IAR algorithm is outlined in Algorithm 2. We first define
x∗, y∗, and z∗ as placeholder vectors for optimal values of x,
y, and z. Next, we keep the mappings of the pre-embedded HP
SRs in Line 2 based on time step t− 1. In Line 5, we iteratively
rank the remaining SRs, defined as RM, by profit, isolation
level, and priority. In Line 6 and 7, considering the complete
isolation required by L2, we keep track of the remaining RUs
of selected SR r∗ and NR-BSs, defined as VR,M

r∗ and VP,R,M,
respectively. In Line 10, to avoid bottlenecks, we select RUs and
non-isolated NR-BSs with the highest radio resource demand
and remaining radio resources, respectively. In addition, the
selected RU receives the maximum possible PRBs. Accordingly,
the selected RU, NR-BS, frequency slot, and number of PRBs,
denoted by w∗, q∗, f ∗, k∗, respectively, will be obtained as
follows.

w∗ = argmaxw∈VR,M
r∗

(KREQ
w )

q∗ = argmaxq∈VP,R,M(max
f∈Fq

ΠREM
q,f )

f ∗ = argmaxf∈Fq∗ (Π
REM
q∗,f )

k∗ = min(KREQ
w∗ ,ΠREM

q∗,f ∗) (40)
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Algorithm 2: 5Guard Framework.

where

ΠREM
q,f � Πmax

q,f −
∑
r∈R

∑
w∈VR

r

∑
q∈VP,R

∑
f∈Fq

(yq,f,kw )∗

denotes the remaining radio resource on frequency slot f of
NR-BS q at each iteration.

If L2 isolation is required, we mark the selected NR-BS from
the remaining set V P,R,M in Line 13 to be excluded from the next
iteration in Line 7. We similarly repeat these steps for PSs in
Line 15, assuming a fully connected 5G network. We select VPs
based on bandwidth demand, similar to RUs and NFs in Line
17. However, we first have to check whether revisitation has
occurred for the end nodes of the selected VP. The revisitation
of end nodes results in skipping the VP. Otherwise, we choose
greedily the PP, links, and wavelength slots as outlined in Lines
20–23. In case of infeasibility, the algorithm rejects rt as pre-
admitted slices cannot be dismissed. Otherwise, IAR solves the
5G-INS problem with the obtained mappings and outputs the
solution.

Finally, for rounding algorithms, i.e., DTR and RNR, we first
use Theorem 2 to solve 5G-INS with relaxed binary variables
in polynomial time. For deterministic rounding, we utilize a
fixed limit to round the potentially fractional values for binary
mapping variables, keeping in mind that rounded values should
not violate any constraint. For randomized rounding, we treat
the solution of the relaxed problem for binary variables as

probabilities for rounding, which again should adhere to the
constraints.

B. Complexity Analysis

Since 5Guard is a parallel algorithm, we should analyze
both depth and work for its complexity [39]. Depth is defined
as the time complexity of the longest series of computations
executed sequentially. Work denotes the total number of prim-
itive works executed by the parallel processor. As the alloca-
tion time is limited to Trt for SR rt, depth is of the order
O(Trt). If Trt is unrestricted, the depth is limited by the slowest
performing algorithm. If A includes an exact algorithm such
as branch-and-cut, 5Guard will continue executing until the
optimal solution is found. Let Tmax denote the highest time
complexity among the algorithms in set A. In the worst case, all
the algorithms in A finish their execution. Therefore, the depth
complexity will be of O(Tmax), and work complexity will be
of O(

∑
Ai∈A T

max) = O(Tmax). This means that having lower
complexity algorithms to support challenging requirements does
not significantly impact the overall processing work done by the
decision-making processor. Although this can be of exponential
order depending on the algorithms in A, we must note that
the depth and work complexity are fully controllable by Trt
to achieve the best solution in time.

When 5Guard contains DTR, RNR, and IAR as heuristics in
the ensemble, their complexities can be analyzed as follows.
Both DTR and RNR involve a rounding phase with worst-
case complexity O(L · S · E), proportional to the number of
binary variables in the link mapping z, where L � |LP|, S �
maxl∈LP Dl, E � maxr∈R Er. For IAR, the mapping process
(i.e., Lines 4–25in Algorithm 2) includes three phases: 1) NR-BS
mapping, 2) PS mapping, and 3) VP mapping. Assuming linear-
time “argmax” operations and defining R � |R|, VR � |VP,R|,
and VS � |VP,S|, the complexities are: O(V 2

R) for NR-BS map-
ping, O(V 2

S ) for PS mapping, and O(E · EP · L · S) for VP
mapping. Considering the outer while loop iterates over all
R SRs, the total complexity is O(R · (V 2

R + V 2
S + E · EP · L ·

S)). Nonetheless, the dominant time cost arises from solving
the optimization problems rather than these steps.

The three algorithms discussed above rely on solving LP
forms of the 5G-INS problem. This paper uses barrier methods,
a subset of interior-point methods characterized by a logarithmic
barrier function, to solve the problem. This method exhibits a
computational time complexity ofO(M1.5 ·N2) [40], whereM
and N denote the number of constraints and variables, respec-
tively. This complexity also depends on parameters controlling
input and solution precision. According to constraint (23) and
considering that the 5G substrate network is often a complete
graph, i.e., number of edges larger than the nodes,M andN will
both be in the order of O(L · S · E ·R). This means that these
three algorithms are of polynomial-time complexity, making
them scalable with the size of the substrate network and SR
load. Note that the reductions made in Theorem 2 and the max
operations in (40) do not change the time complexity. Although
the order of complexity is the same for these algorithms, the
isolation-aware ranking algorithm proves to be the fastest in
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TABLE IV
KEY PARAMETERS SETTING

general, due to having considerably fewer constraints and vari-
ables (i.e., b and c) in the relaxed problem. This makes it suitable
for SRs requiring a fast resource allocation time, such as MC
services.

VI. EVALUATION

In this section, we evaluate the performance of 5Guard1 by
analyzing various metrics across different isolation levels. We
also examine the overheads of integrating isolation into 5G NS
across different resource domains. Finally, we discuss the key
remarks and limitations of this study.

A. Simulation Setup

For the 5G system, we follow the values used in the spec-
ifications [36], [37], [41], as listed in Table IV. These values
are derived based on the following assumptions. PRBs have 12
subcarriers, 15 KHz spacing, and 1 ms interval [36]. Radio frame
intervals are set to 10 ms [36], and NR-BS bandwidth to 50
MHz [36]. MEC servers use AMD EPYC 9684X, and 10 such
servers are deployed in the cloud. Based on their benchmark
results, each server outputs 834,797 MIPS [42]. The wavelength
range is 191.3 THz-196.1 THz as used in the industry [37]. The
MPLS protocol employs 32-bit headers [41] and a maximum
IPv4 packet size of 65535 bits. Our resource allocator testbed
utilizes a server-grade Intel Xeon Silver 4314 CPU with 64
threads and 1 TB of RAM to simulate a 5G InP setup.

In our simulation, we evaluate 5Guard’s performance and
analyze the impact of isolation on 5G NS in resource-critical
scenarios and large-scale topologies. For the first goal, as shown
in Fig. 4(a), we design a synthetic topology resembling a small
MEC/telco cloud network, fully connected to NR-BSs, with a
small amount of resources. For large-scale evaluation, as shown
in Fig. 4(b), we use a scaled version of the Berlin Research Area
Information Network (BRAIN) [43] as a real-world network
topology for our 5G MEC/telco cloud network, featuring 51
PSs, 48 NR-BSs, and 152 PPs. The BRAIN’s 5G topology
follows the resource values in Table III, while the synthetic
topology assumes only 20% of these resources to model a more
resource-critical scenario.

We consider four types of slices: an L2 MC slice, an L1
uRLLC slice, an L0 mMTC slice without VNF sharing, and an
L0 eMBB streaming slice with VNF sharing. To model a more

15Guard’s repository is available at github.com/mehdibolourian/5Guard ,
allowing for result reproduction and experiment extensions.

Fig. 4. 5G infrastructure topologies used in the evaluation.

Fig. 5. The average SR’s isolation level fed to isolation-aware approaches, the
approach with no isolation, and complete isolation at each time step, with the
shaded area showing the range of absolute isolation levels across the iterations.

realistic arrival process, SRs of these slices arrive randomly at
each time step with probabilities of 0.7, 0.15, 0.1, and 0.05 for
eMBB, uRLLC, mMTC, and MC slices, respectively. The results
are averaged over multiple runs.

Fig. 5 shows the average isolation levels selected for arriving
SRs at each time step t, with the shaded area indicating the
range of selected isolation levels. Regarding resource allocation
deadlines, since provisioning resources (e.g., K8s pods or VMs)
typically takes at least seconds, deadlines should remain within
the same order to avoid altering service access times. For our
simulation, we set deadlines to 2sec. for MC slices, 4sec. for
mMTC slices, 6sec. for uRLLC slices, and 10sec. for eMBB
slices.

Inspired by [44], we adopt a pay-as-you-go revenue collection
scheme, commonly used by InPs for service pricing. In our
approach, pricing is based on deployment costs, which are
significantly influenced by the isolation level imposed on the
InP. These costs are then scaled by a coefficient that adjusts the
profit, considering other factors, e.g., maintenance expenses.

B. Simulation Results

1) 5Guard Evaluation: Throughout the simulation runs, we
modeled SR arrivals at each time step t. Fig. 6(a)–(d) present the
SR admission percentages and profit, alongside the cumulative
number of migrations and violation costs using the synthetic
topology shown in Fig. 4(a). Migration and violation costs cor-
respond to the two previously introduced techniques to increase
admission.
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Fig. 6. Evaluation of SR admission percentage for each isolation level, profit, cumulative number of migrations, and violation cost over time steps by incrementally
adding a new SR with different isolation levels at each time step for small-scale (i.e., a–d) and large-scale (i.e., e–h) 5G topologies.

As mentioned earlier, 5G-INS is the first isolation-aware
formulation of 5G NS that integrates isolation levels according
to standards. Consequently, comparing 5Guard with existing
baselines that lack support for these levels may lead to an
unfair evaluation due to differing SR inputs and, hence, different
revenues under the pay-as-you-go scheme. According to The-
orem 2, we proved that 5G-INS can be accurately transformed
into a linear program with relaxed binary variables. Thus, OPT
represents the optimal solution to 5G-INS, assuming all SRs are
admitted whenever constraints allow it.

As shown in Fig. 6(a)–(d), 5Guard matches the performance
of OPT. This is because the topology is small, allowing OPT to
meet the deadlines for all SRs, including the L2 MC service
for incoming SR rt ∈ R at each time step t. Consequently,
5Guard achieved up to 10.4% higher profit than DTR, the
best-performing individual algorithm, and matched OPT. Since
this topology includes only two NR-BS nodes, accepting more
than one additional L2 SR is impossible after admitting one SR,
as rejecting SRs post-admission is not allowed.

As depicted in Fig. 6(a), 5Guard successfully admitted an L2
SR, achieving a non-zero admission rate, while allocating the
remaining NR-BS/PS resources to L0/L1 SRs. Fig. 6(c), (d), (g),
and (h) illustrate how QoS violation and service migration strate-
gies maximize profit. As stated earlier, the synthetic topology
is designed to simulate a resource-constrained scenario. This
demonstrates that controlled violation costs can significantly
increase the admission of LP SRs in such conditions, where
admission would otherwise be impossible.

In Fig. 6(e)–(h), we extended our investigation to the large-
scale BRAIN’s 5G topology shown in Fig. 4(b). 5Guard achieved

Fig. 7. Resource allocation times with the BRAIN’s 5G topology at each time
step, with the dashed line indicating the average resource allocation deadlines
of SRs alongside the error bars showing the range.

up to 15.1% more average profit than the best-performing algo-
rithm in the ensemble and up to 46.7% more average profit than
OPT. It also achieved up to 33.5% more admissions compared
to the best-performing algorithm. The significant increase in
input parameters caused a notable rise in OPT’s execution time,
occasionally leading to failures in meeting the resource alloca-
tion deadlines for MC and uRLLC SRs. However, we observed
that running OPT for L0 SRs helped guide the allocation to
superior solutions for later time steps, positively influencing the
results even when switching to other algorithms. Without loss of
generality, we assumed resource allocation deadlines of 2 sec.,
4 sec., 6 sec., and 10 sec. for MC, uRLLC, eMBB, and mMTC
SRs, respectively. Note that these values differ from the delay
requirements of SRs, which can be on the order of microseconds.

According to Fig. 7, from t = 70, OPT failed to meet the MC
SR requirements, and for t > 128, it also could not meet the
uRLLC SR requirements. Additionally, error bars of 5Guard’s

Authorized licensed use limited to: University of Waterloo. Downloaded on April 18,2026 at 16:05:29 UTC from IEEE Xplore.  Restrictions apply. 



4992 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 25, NO. 4, APRIL 2026

Fig. 8. Running average percentage of usage for each non-OPT algorithm in
5Guard’s ensemble while running on the BRAIN’s 5G topology.

allocation time for t > 70 demonstrate ranges with minimum
and maximum values set to 2sec. and 4sec., respectively. This
behavior is due to 5Guard continuing the execution of algorithms
up to the SR’s deadline, as outlined in Algorithm 1. Furthermore,
while OPT operates in a large-scale topology with many SRs,
its allocation time does not show a drastic increase compared
to other algorithms in the ensemble. However, based on our ob-
servations during the simulations, OPT can exhibit unreliability
in specific scenarios, resulting in considerably larger allocation
times. This is evidenced by the increasing allocation times and
error bar spike in Fig. 7, where OPT’s runtime reaches over
15sec. for some instances at t = 148. This does not suggest that
OPT is consistently unreliable or slow, primarily due to the use
of advanced techniques such as branch-and-cut, especially in
testbeds with many CPU cores allocated to the algorithms.

Fig. 8 illustrates the running average of usage percentages
for non-OPT algorithms within the 5Guard framework. The
results indicate that DTR is the most frequently selected al-
gorithm, followed by IAR and RNR. Note that the percentage
is controlled by how many L1 and L2 SRs we feed to the
system, which have more stringent deadlines. This experiment
helps determine which algorithms to include in the ensemble to
minimize algorithm overhead while maximizing performance.
As depicted in Fig. 6(f), algorithms within the ensemble contin-
uously surpass each other in profit, stemming from their distinct
optimality-complexity trade-offs discussed earlier. As a result,
all algorithms have been utilized by 5Guard, achieving 100%
admissions across the isolation levels.

Executing multiple algorithms concurrently can introduce
additional overhead for the 5G InP. Based on our findings, in
scenarios where the OPT algorithm consistently meets dead-
lines, the ensemble can be streamlined to include only OPT,
thereby reducing computational complexity. Conversely, in en-
vironments characterized by expansive network topologies and
stringent deadlines, excluding OPT from the ensemble may
be advantageous due to its computational demands. In other
situations, performance may vary over time, with different algo-
rithms outperforming others depending on specific conditions.
Therefore, incorporating diverse algorithms within the ensemble
can enhance online performance by leveraging their comple-
mentary strengths. Developing adaptive strategies for ensemble
management, which dynamically adjust the algorithm set based
on real-time network conditions, presents a promising direction
for future research.

Fig. 6(g) demonstrates that IAR caused significantly more
migrations than the other algorithms. This is because it selects
NR-BSs, PSs, and PPs with the maximum remaining resources
such that when a new SR with higher revenue, isolation level,
and priority than one or more pre-embedded SRs arrives, it can
trigger the migration of all SRs with lower values.

2) Isolation Overhead Analysis: In Fig. 9(a)–(h), we present
the overhead costs for different algorithms, with the two
rows corresponding to the synthetic and BRAIN topologies,
respectively. Additionally, we introduce two new baselines rep-
resenting extreme cases of isolation-aware NS: NIS, which ap-
plies no isolation for all SRs, and CIS, which enforces complete
isolation for all SRs. To compute overheads, we consider the
resource portions highlighted in red in Fig. 2.

A key takeaway from these results is that, under NIS, the
5G InP experiences no overhead on radio resources and mini-
mal overhead on bandwidth, but significantly higher overhead
on MIPS resources. This is due to the absence of additional
isolation guard bands for bandwidth and radio resources at L0.
However, proper operation at L0 still requires extra headers for
data transmission on VPs and additional infrastructure, such as
OpenStack, a hypervisor, host and guest OSs, and a container
orchestration tool for NFs.

Another observation is that overhead generally increases with
the number of admitted SRs. However, MIPS overhead is also
influenced by the placement of these SRs. OPT and 5Guard,
which admit more SRs, also incur higher overhead costs. No-
tably, MIPS overhead spikes whenever a new VM or PS is used
for the first time, which can significantly impact the 5G InP’s
profit at those time steps. Therefore, the InP should carefully set
Pmin in (38) to account for these fluctuations.

Additionally, IAR demonstrates significantly higher MIPS
overhead in the BRAIN’s 5G topology. This stems from IAR’s
strategy of selecting NR-BS and PS nodes with the highest
remaining resources, allocating a new, previously unused PS
at each time step until all PSs are assigned at least one SR. The
results show that the MIPS overhead has the steepest increase
up to t = 51, corresponding to the number of PSs in the BRAIN
topology.

Another insight is that radio overhead cost is the primary con-
tributor to total overhead cost. This is particularly evident when
the NR-BS bandwidth is 50 MHz, translating to approximately
2778 PRBs. Given the resource requirements, this can become
a bottleneck, leading to a higher cost per resource unit and,
consequently, a higher overall overhead cost.

The other aspect of isolation we study is its impact on resource
usage patterns, as discussed earlier. Fig. 9(i)–(p) illustrate the
average and domain-specific resource efficiency for the synthetic
and the BRAIN’s 5G topologies. These figures account for
the overhead costs and the resource usage patterns mentioned
previously.

As expected, enforcing complete isolation results in the lowest
possible resource efficiency, whereas the absence of isolation
yields the highest efficiency. For MIPS resources, efficiency
starts at a low value and gradually increases as more SRs are
admitted. This is because, initially, a significant portion of the
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Fig. 9. Comparison of total overhead costs and domain-specific overhead costs along with average resource efficiency and domain-specific resource efficiency
considering the isolation overheads and resource usage patterns at each time step for the synthetic (i.e., a–d and i–l) and BRAIN’s 5G (i.e., e–h and m–p) topologies.

consumed MIPS is allocated to overheads such as the hypervisor,
OpenStack, and host and guest OSs, rather than the actual
hosting of NFs. However, under NIS, MIPS efficiency recovers
more rapidly due to the ability to share NFs and instantiate
fewer containers or VM instances, ultimately leading to higher
resource efficiency.

Importantly, isolation-aware approaches enable us to meet
SLA requirements while achieving significantly greater effi-
ciency than CIS, particularly for bandwidth and MIPS resources.
The difference between isolation-aware methods and CIS for ra-
dio resources becomes more evident in scenarios where NR-BS
bandwidth is higher.
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In contrast to the synthetic topology, where a maximum of
only two L2 SRs could be admitted, the BRAIN’s 5G topology
allows for a significantly higher number of L2 SR admissions.
This leads to resource efficiency percentages converging more
closely to CIS, especially for radio resources.

To provide a quantitative comparison with existing works,
we consider the configuration presented in [16], which assumes
two types of slices, MC and non-MC. The setup proposed
in [16] assumes both MC and non-MC slices’ NFs are de-
ployed with L1 isolation using dedicated VMs. This design
incurs a guest OS overhead of CGOS

OVH = 25,000 MIPS per slice.
With Ξmax

p,1 = 60, the total overhead for 60 slices becomes
25,000× 60 = 1,500,000 MIPS per PS. In contrast, 5Guard
assigns L0 isolation to non-MC slices and allows container-level
deployment. With Ξmax

p,0 = 110 [45] and each slice comprising
5 containers (e.g., corresponding to DU, CU, AMF, UPF, and
SMF), the 60 slices require 60× 5 = 300 containers, which can
be hosted on just 3 VMs. This results in a total overhead of
3× (25,000 + 25,000) = 150,000 MIPS, considering CK8S

OVH =
25,000, reducing the overhead to only 10% of that in [16]. This
also limits the maximum number of non-MC slices per PS to
60 in [16], while 5Guard supports up to 60× 110/5 = 1, 320
slices under the same configuration.

Additionally, while [16] assumes L2 isolation for transport
resources, Fig. 9(k) demonstrates that such isolation can reduce
efficiency by up to 97% compared to L0, further highlighting
poor scalability for utilizing complete isolation approaches for
all slices, similar to what we studied for CIS. Furthermore, the
system in [16] relies solely on PRB allocation for controlling
performance and considers security in its isolation strategy for
future work. Their best-effort non-MC slice experiences a 50%
degradation in bandwidth, from 50 MHz to 25 MHz, when an
MC slice is added. In contrast, our system enables performance
guarantees even for slices using L0 isolation, while maintaining
significantly lower overhead, utilizing priority-controlled QoS
violation costs.

C. Key Remarks and Limitations

As this work aims to study the impact of incorporating isola-
tion levels into 5G NS, 5Guard operates under the assumption
that the InP admits all SRs whenever the constraints permit.
Consequently, 5Guard does not include a proactive admission
control mechanism. Admitting all SRs can influence the over-
all admission percentage and the long-term profit of the 5G
InP. However, a critical remark about 5Guard is that, since it
maximizes online profit at each time step, it can be well inte-
grated with reward-based admission control schemes, where the
5Guard output serves as a reward signal. To handle tight resource
constraints, especially when L2 isolation is requested, 5Guard
exploits priority-controlled migration and QoS violation, as well
as revisitation mechanisms. Specifically, it allows for controlled
QoS violations of LP SRs when necessary to prioritize HP SRs
within the link budget. This adaptation makes the provisioning
of L2 isolation more feasible in constrained environments. For
tight deadlines, as shown in Fig. 8, 5Guard switches to faster
algorithms in the ensemble.

To assess the practicality of 5Guard, we address its integration
and scalability in real-world deployments. 5Guard operates at
the management and orchestration (MANO) layer and can inter-
face with existing MANO platforms, such as ONAP’s Service
Orchestrator [46], via RESTful APIs. In terms of scalability,
the number of algorithms in the ensemble, i.e., |A|, is fixed
(e.g., |A| = 4 in this work) and can be distributed across ded-
icated CPU cores, which are readily available in server-grade
processors (e.g., AMD EPYC 9684X [42] with 96 physical
cores). As described in Algorithm 1, this results in minimal
coordination overhead, allowing the framework to remain scal-
able even under strict deadline constraints. Moreover, Python
tools such as “psutil” [47] can be used to pin processes to
specific cores, and modern solvers, e.g., Gurobi [38], natively
support multi-threaded execution to accelerate computations
further.

Another remark is that optimization solvers usually aim to
utilize the available CPU cores fully to minimize execution
time. As a result, we studied execution times rather than CPU
utilization, which may not be a meaningful measure of overhead
or scalability.

VII. CONCLUSION AND FUTURE WORK

This paper explored the theoretical and practical implica-
tions of incorporating isolation into 5G network slicing. We
formulated the isolation-aware 5G network slicing problem
and studied its complexity. We then proposed a novel adaptive
framework, 5Guard, which solves the problem by leveraging
an ensemble of algorithms ranging from fast to exact methods,
selected based on resource allocation deadlines. Next, we evalu-
ated 5Guard’s efficacy in challenging scenarios and large-scale
networks through simulation. Finally, we analyzed the impact
of isolation on resource overhead and efficiency for different
algorithms.

For future work, we will investigate the impact of sequential
learning-based admission control on the long-term performance
of 5Guard. Another direction is to design a block that intelli-
gently selects the appropriate set of algorithms for the ensemble
in 5Guard. Finally, we aim to develop solutions for translating
security requirements into isolation levels.
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