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Abstract—The ever-increasing global population has caused
rapid urbanization in recent decades. Many cities around the
world are trying to leverage information and communication
technologies to resolve the resulting problems, such as traffic
congestion and high-energy consumption. This trend is part of
the movement toward the development of the so-called smart
cities that provide efficient, comfortable, and happy lives to their
residents. In this respect, smart cities are indeed promising but
have significant underlying complexity due to the number of
variety of domains involved, including living, economy, mobility,
governance, etc. However, in recent years, numerous cyber
attacks and privacy leaks have been major obstacles to the
widespread adoption and deployment of smart city applications.
In general, smart city domains can be classified into user-
centric applications and nonuser-centric applications, such as
critical infrastructures. This article examines the key security and
privacy challenges associated with recently trending user-centric
smart city applications. First, we study the leading technologies
along with superior security methods and privacy enhancing
technologie in smart cities. We also provide a critical survey
of the security and privacy of novel user-centric smart city
applications, namely, smart parking, smart charging, and smart
home. Our survey provides a detailed review of recent, relevant,
and state-of-the-art research works to assist readers in gaining a
comprehensive understanding of security and privacy challenges
associated with smart cities. Finally, it outlines some research
directions worth investigating in the future. The ultimate goal
of this survey is to shed light on the pressing security and
privacy challenges in smart cities and to provide insights for the
development of secure and privacy-preserving smart cities.

Index Terms—Internet of Things (IoT), privacy, security, smart
city, survey, user-centric applications.

I. INTRODUCTION

OWADAYS, 55% of the global population resides in
Nurban regions, and this figure is projected to rise to
68% by 2050 [1]. Forecasts indicate that urbanization could
result in an additional 2.5 billion people living in urban areas
by 2050 [1]. Rapid urbanization is placing increasing pres-
sure on our climate, environment, and energy resources [2].
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Governments attempt to utilize information and communi-
cation technologies to manage crowded cities through the
creation of smart cities. A smart city is a modern city
that connects physical, social, and information technology
infrastructures by establishing an intelligent system to improve
the performance of existing operations and services [2]. Their
purpose is to provide enhanced living conditions and welfare
for its inhabitants by leveraging advances in information and
communication technologies, with a particular emphasis on
the Internet of Things (IoT).

The quality of services in a smart city environment consid-
erably depends on the amount and quality of data collected.
The collected data is subsequently processed, analyzed, shared,
and stored for various technical, commercial, and societal pur-
poses. The collected data often include personal information,
such as identity, visited locations, travel time and duration, and
purchased items. They can reveal sensitive private information
regarding citizens, such as income level, health status, political
interests and affiliations, and lifestyle [3]. In recent years,
cyber attacks have also leaked citizens’ personal data, such as
the leakages of Facebook, Equifax, and Uber users’ data [4].
Moreover, they have made important services unavailable at
critical times, such as the shutdown of Ireland’s national
healthcare IT systems in 2021 [5].

Numerous survey papers have explored various aspects of
smart cities over the past decade [6], [7], [8], [9], [10],
[11], [12], [13], [14], [15], [16], [17], [18]. To the best
of our knowledge, none of them have focused on recently
trending user-centric applications in smart cities. There is a
lack of thorough surveys that examine the pressing security
and privacy challenges associated with novel user-centric
smart city applications. We are aware that the literature
already contains numerous studies emphasizing the security
of critical infrastructures, such as smart grids and smart
healthcare systems [19], [20], [21]. However, the security of
critical infrastructures in smart cities falls beyond the scope
of this survey. This article presents a comprehensive and
up-to-date investigation of security and privacy issues in
smart parking, smart charging, and smart home domains—
applications that have recently attracted a lot of attention. We
focus on applications that citizens frequently engage with in
their daily lives.

The contributions of this survey can be summarized as
follows.

1) We investigate the concept of the smart city, its lead-

ing technologies, and renowned security methods and
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TABLE I
LiST OF KEY ACRONYMS

Acronyms | Definitions

ABE Attribute-Based Encryption

AC Alternating Current

ACr Anonymous Credentials

AES Advanced Encryption Standard

AR Augmented Reality

BBS GS Boneh, Boyen, and Shacham Group Signature
BP Bilinear Pairing

CAGR Compound Annual Growth Rate

DC Direct Current

DDoS Distributed Denial of Service

DP Differential Privacy

DTN Delay/Disruption Tolerant Networking
ECC Elliptic Curve Cryptography

EV Electric Vehicle

FIPS Federal Information Processing Standard
FL Federated Learning

HE Homomorphic Encryption

HECC Hyper Elliptic Curve Cryptography
HMAC Hash-based Message Authentication code
IDS/IPS Intrusion Detection/Prevention System
IoDT Internet of Digital Twins

IMD International Institute for Management Development
KNN K-Nearest Neighbors

LoRaWAN | Long Range Wide Area Network

LSTM Long Short-Term Memory

MIMO Multiple-Input and Multiple-Output
MQTT Message Queuing Telemetry Transport
NDN Named Data Networking

NIST National Institute of Standards and Technology
NoD NDN-over-DTN

NTRU N-th degree Truncated polynomial Ring Units
020 Online-to-Offline

OAM Orbital Angular Momentum

OCPP Open Charge Point Protocol

PIR Private Information Retrieval

PSI Private Set Intersection

PUF Physical Unclonable Function

SDN Software-Defined Networking

SRS Short Randomizable Signature

TA Trusted Authority

\Y Volt

VR Virtual Reality

XR Extended Reality

ZKP Zero-Knowledge Proof

privacy enhancing technologies (PETs). We also exam-
ine the major security and privacy challenges of each
leading technology.

2) We perform an in-depth analysis of novel user-centric
categories of the smart city, namely, smart parking, smart
charging, and smart home. First, we present an overview
of each smart city application. Afterward, a specific
classification based on the properties of those smart
city applications is provided. Ultimately, we analyze
security and privacy issues for the smart city applications
mentioned.

3) We propose two taxonomies for each smart city appli-
cation, based on their inherent properties and known
security and privacy protection mechanisms.

4) We present a comprehensive section on future research
directions aimed at introducing promising methods
to shed light on this path toward resolving existing
challenges. It can assist policymakers, scholars, and
practitioners in conducting research in these domains.
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The remainder of this article is organized as follows.
Section II presents a review of relevant survey papers, along
with their strengths and weaknesses. Section III is dedicated
to the concept of leading technologies, as well as popular
security and privacy methods in smart cities. In Section IV,
we provide a comprehensive study of security and privacy
concerns in new user-centric smart city applications, namely,
smart parking, smart charging, and smart home. Section V
briefly highlights prosperous case studies and leading practical
deployments. Section VI explains the insights and lessons
learned from the literature. Section VII provides a discussion
highlighting the contributions as well as the limitations of
our survey. Section VIII outlines some open challenges and
potential research directions. Finally, Section IX concludes
this article. Table I presents a list of key acronyms used
in this article and their corresponding definitions, arranged
alphabetically.

II. RELATED WORK

Here, we present a detailed review of recent and relevant
survey papers. We also summarize these works in Table II
to provide a clear and concise comparison, highlighting their
contributions and limitations.

In [6], Gharaibeh et al. primarily selected a data-driven
perspective about the concept of the smart city. They examined
the smart city from the perspective of the data life cycle.
Indeed, data security and privacy are only a small portion of
this review study. In [7], Eckhoff and Wagner mainly focused
on privacy and provided taxonomies for threats, challenges,
and solutions in the smart city. Although privacy and secu-
rity are two accompanying phenomena, this survey lacks an
investigation of security issues. In another study, Braun et al.
defined five main research problems and holistically reviewed
the literature according to the designated problems [8]. This
survey cannot provide deep understanding of the smart city
and corresponding security and privacy challenges.

Cui et al. classified security issues, requirements, and
technologies in the context of smart cities [9]. Subsequently,
they investigated the literature in each category. Nonetheless,
their study does not take into account different applications
of the smart city. It is important to study several smart city
applications because each application has its own characteris-
tics, requirements, threats, and countermeasures. This gives a
deeper and more accurate understanding of smart cities.

Curzon et al. performed a comprehensive survey of PETs
in the area of the smart city [10]. Although this is a thorough
review regarding privacy issues in the smart city, it does
not consider security problems and attacks. Shookhak et al.
presented a survey study to investigate security and privacy
issues in smart cities [11]. In this study [11], they reviewed
the literature based on the IoT and cloud technologies.
Nevertheless, similar to Curzon et al.’s study, they did not
examine security and privacy issues with respect to some
applications of the smart city.

In [12], Andrade et al. performed a systematic literature
review considering [oT security issues in the context of the
smart city. They also proposed a risk level-based model
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TABLE I

SUMMARY OF COMPARING OUR PAPER WITH THE STATE-OF-THE-ART RELATED REVIEW PAPERS

Ref. Year Contributions Limitations
A thorough review of data management techniques in the smart city considering  Limited exploration of security and privacy is-
[6] 2017 data life cycle, which includes collection, processing, and dissemination. sues and corresponding solutions, along with a
Networking and computing technologies are also presented. lack of investigating leading technologies.
A comprehensive study regarding privacy issues in the smart city including . . ..
. . L . Fail s h
strategies, techniques, and building blocks. There is also an accurate taxonomy a e(_i to cover security approach, comprising
[7] 2018 . . . . . security requirements, relevant attacks, and po-
about different types of privacy, privacy protection methods, and privacy- .
enhancing technologies. tential countermeasures
A short survey on five different challenges of the smart city consists of data  Lacks an in-depth and detailed review of existing
[8] 2018 privacy, network security, trustworthy data sharing, the role of Al, and the security and privacy challenges together with
reduction of cascading failures. effective measures
A review of the security and privacy issues in the context of the smart city. . . . L
. . . L . . > Fail 1 1
9] 2018 along with security requirements such as confidentiality and integrity. Current alACd o include smart city applications .and
. X . . . R their related challenges, advances, and solutions
security and privacy-enhancing mechanisms are also classified and studied.
A tho_rough study on the smart city and its 1mplerpented examples with respect o ks coverage of security vulnerabilities, at-
[10] 2019 to privacy-related issues, including potential privacy breaches and existing
. . tacks, and countermeasures
protection technologies.
A comprehensive review of security and privacy in the smart city with an . .
emphasis on a classification of security challenges based on IoT and cloud. Overlooked some leading technologlesi, such as
[11] 2019 . . . . . . AT and blockchain, as well as smart city appli-
Privacy challenges, along with detailed security requirements, are explained, cations
and a taxonomy of solutions is also proposed.
A systematic literature review with an emphasis on IoT cybersecurity issues fl?éfdatsoé{lgjsn‘%s;? ?:gir erﬁg&ﬁfﬁ;ﬁlhngizgﬁ?
[12] 2020 based on a top-down approach in the realm of the smart city. A cybersecurity alone with their VLE)]HCI‘ aﬁ;ili ties and rini i atior;
maturity model based on risk levels is also presented and validated. € &
techniques
. . . . . Limited revi f it d pri i
An overview of the smart city with a focus on the smart grid, smart building, inm;nea rtri\i/tl evs; N li:ZtCil(l)rrisy a?llzi lg;(‘;acc};\z;:ez
[13] 2021 smart transportation, and smart healthcare areas with respect to cybersecurity _ city applicat . &
and deep learnin of enabling technologies, their challenges, and
P e potential solutions
A systematic study of the security and privacy requirements, challenges, ;i(;l:‘:?t szqfsgggilsvfoezggivni?]? e?(fisrtrilr?d?z
[14] 2022 technologies, and solutions for designing a smart and resilient city, along with . Y app S g
open research problems and issues curity and privacy problems and corresponding
: measures
. . .. Failed t i ther leading technologi
A thorough survey on the security of the smart city from the activity-network- asaemogerio?rgzﬁeci(t) zr l?gatlirz)%l s e;l;lo Oilifl-sl
[15] 2023 things (ANT) perspective, which consists of smart utility, smart transportation, . . ¥ app ns, along
smart homes, and smart healthcare applications their privacy challenges and mitigation tech-
’ ’ ‘ PP o niques
A c_omprehenm_ve review of crowdsensmg_, its a[_)phcatlons, gnd privacy pro- oo 4o integrate security perspective, includ-
[16] 2023 tection mechanisms in the realm of the digital city, along with quantitatively . o .
i B . . ing vulnerabilities, attacks, and solutions
analyzing the current protection technologies for crowdsensing.
A short survey on the smart city with an emphasis on the role of the IoT, Limited investigation of security and privacy
[17] 2024 considering its concept, components, and characteristics, along with promising  challenges and relevant solutions, as well as a
technologies for future smart cities. lack of study of other leading technologies.
A thorough review of smart systems that considers smart cities as a specific Lacks prov1d1ng new insights fgr readers,‘ par-
o . . . . ticularly regarding recent security and privacy
[18] 2025 application, with an emphasis on control, perception, knowledge, communica-

tion, and security as the primary components of smart systems.

challenges and potential solutions to develop
secure smart systems.

to analyze the IoT cybersecurity maturity in a smart city.
Although IoT is the most prominent leading technology in
smart cities, they have not reviewed other leading technologies,
such as cloud computing, artificial intelligence (Al), and
blockchain.

In another work [13], Ma studied the smart city and
cybersecurity issues along with technologies, challenges, and
recommendations. In this article [13], Ma focused on a
data-driven approach via the deep learning method and its
impacts on smart cities. However, they did not consider
other enabling technologies and their effects on smart city
security.

In [14], Panahi Rizi and Hosseini Seno thoroughly reviewed
security and privacy challenges, issues, and gaps in the realm
of the smart city. They also studied several solutions and
technologies to employ in security and privacy protection
frameworks. In addition, they generally investigated some
common applications of the smart city, such as smart health-
care and smart transportation. Nevertheless, modern areas, for

example, smart charging of electric vehicles have not been
considered.

Fan et al. performed a comprehensive security study through
a new perspective called activity-network-things (ANTs), with
an emphasis on the IoT [15]. Nonetheless, the authors did
not review other leading technologies and provided a holistic
survey on privacy issues. In another work [16], Cheng et al.
primarily focused on crowdsensing and its applications in the
digital city. Although it is a thorough study in the selected area,
it does not include enabling technologies, their challenges, and
relevant security issues.

Houssein et al. reviewed the application of the IoT in smart
cities [17]. They also studied three successful case studies
of smart cities, namely, Zurich, Amsterdam, and Masdar, in
detail. However, the authors did not explore other enabling
technologies, such as blockchain and Al, along with their
challenges and opportunities. In addition, this study lacks an
in-depth security and privacy investigation of smart cities,
including emerging applications, for example, smart charging.
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Ultimately, Alsadi et al. conducted a comprehensive study
on smart systems, covering their theoretical foundations, appli-
cations, and recent advancements [18]. They discussed smart
cities as a specific application area of smart systems. However,
their study fails to provide new insights about rising security
and privacy challenges. They provided general information
about attacks on smart systems, categorized by physical,
network, and application layers. The authors also studied
various types of malware, including viruses and worms.

Based on our comprehensive study, several works focus
only on specific aspects [12], [13]. Hence, researchers cannot
obtain an in-depth view by studying them. Moreover, some
papers were published years ago and do not cover the latest
advancements, problems, and solutions [6], [7]. Thus, it is
necessary to provide an up-to-date reference in the context
of the smart city. Several papers fail to thoroughly examine
leading technologies along with security and privacy concerns.
In Table II, we categorize these shortcomings with descriptors,
such as “Limited exploration of security and privacy” and
“Overlooked leading technologies” [11], [17]. Thus, we pro-
vide a comprehensive and up-to-date survey of critical security
and privacy challenges in the area of user-centric smart city
applications to address the aforementioned problems.

III. OVERVIEW OF SMART CITY

In this section, we provide an overview of the smart
city, including a brief review of leading technologies along
with superior security methods and PETs. It helps readers
gain a better understanding of smart cities before exploring
their security vulnerabilities, privacy issues, and potential
solutions. For brevity, we provide only a brief introduction
here; interested readers are referred to the following references
for further details [2], [22], [23].

A. Leading Technologies

The IoT, cloud computing, blockchain, and Al are four
underlying technologies that establish and support smart city
environments. In this context, IoT is the major leading tech-
nology because it accomplishes substantial operations, such as
data collection, connectivity, and mobility. There is a growing
inclination toward the adoption of IoT across various sectors of
the smart city because it has extensive and undeniable abilities
to increase efficiency, productivity, monitoring, tracking, and
quality [40]. The IoT market size is projected to grow from
U.S. $457.29 billion in 2020 to U.S. $11680.1 billion by
2030, presenting a compound annual growth rate (CAGR) of
38% [41].

Nonetheless, IoT has evolved rapidly without adequate
consideration of assessing potential risks, addressing existing
vulnerabilities, and implementing appropriate security frame-
works. As a result, there has been an increase in threats,
intrusions, and vulnerable attack surfaces targeting infrastruc-
tures utilizing IoT devices. An IoT botnet, which comprises
numerous IoT devices compromised by malware, is a serious
threat to the security of IoT systems. Thus, it is not difficult
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for an attacker controlling an IoT botnet to launch devastating
Distributed Denial of Service (DDoS) attacks.

In addition, using cloud computing technology raises dif-
ferent types of security and privacy concerns. In this regard,
users are concerned about their data that are stored on cloud
servers [42]. Thus, resilient security mechanisms are necessary
to protect data privacy and prevent various types of attacks,
such as privileged-insider and Denial-of-Service (DoS) attacks.
These mechanisms include various encryption algorithms,
intrusion detection and prevention systems (IDS/IPS), secure
multiparty computation methods, and hashing.

Blockchain is also widely employed to design and imple-
ment cryptocurrencies, for example, Bitcoin and Ethereum.
There are numerous payment-related studies for smart cities
utilizing different types of cryptocurrencies [43], [44]. It is
worth noting that Bitcoin and Ethereum are based on pseudo-
anonymity. Thus, proposals relying on these methods cannot
protect anonymity, which is a prominent feature in most
smart city applications. Ultimately, using Al methods imposes
the possibility of several security attacks, such as evasion,
poisoning, and model inference attacks. In this respect, privacy
violation problems, for example, information leakage, are a
serious concern that requires close consideration.

B. Security and Privacy

Over the past decade, there has been a significant increase
in cyber threats, raising concerns about security and privacy
problems in smart cities. Consequently, it has led to a rise
in threats, intrusions, and vulnerable attack surfaces targeting
different services and applications. Providing a secure and
resilient smart city leads to broader acceptance and increased
utilization of smart city applications. Nonetheless, security
provisioning in smart cities is a complicated procedure because
it is a heterogeneous and physically extensive architecture.
Privacy preservation on smart city platforms is also an intricate
process because these platforms work based on collecting,
processing, analyzing, storing, and sharing massive amounts
of data. Citizens’ private data constitute a large part of the
gathered data. In Tables III and IV, we reviewed several
renowned security methods and PETs in smart cities.

IV. USER-CENTRIC SMART CITY APPLICATIONS

In this section, we first explain the methodology used in
our research. Subsequently, we examine the critical security
and privacy challenges faced by recently trending user-centric
smart city applications, namely, smart parking, smart charging,
and smart homes. These applications form a major part of cit-
izens’ daily interactions. We also review recent advancements
and analyze proposed solutions aimed at enhancing security
and privacy in these domains. We divide each smart city
application according to its inherent characteristics. Afterward,
we review recent and relevant research studies in each smart
city application based on a security and privacy analysis
approach. We also present a comparison of known security
and privacy protection mechanisms for the selected smart city
applications.
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TABLE III
SOME POPULAR SECURITY METHODS

Method

Description

Application

Identity-based encryption

A variant of public-key encryption where the public key can be any
arbitrary string, for example, a user name or email address.

Smart grid [24], smart healthcare [25],
smart industry [26]

Attribute-based encryption

An extension of public-key encryption in which both private keys and
cipher texts rely on user attributes.

Smart healthcare [27], smart trans-
portation [28], smart industry [29]

Homomorphic encryption

A cryptographic technique that enables calculations on encrypted data,
ensuring confidentiality throughout data processing.

Smart transportation [30], smart grid
[31], smart home [32]

Secret sharing scheme

A scheme in which a secret is split into fragments and distributed to some
entities.

Smart grid [33], smart healthcare [34],
smart transportation [35]

Proxy Re-encryption

A public-key cryptography method where a proxy can re-encrypt cipher-
texts for a different key without accessing the plaintext.

Smart Parking [36], remote sensing
[37]

Message authentication code

A short fixed-length cryptographic checksum generated from a message
and a secret key to ensure data integrity and authenticity.

Smart transportation [38], telecommu-
nication [39]

TABLE IV
SOME POPULAR PETS

PET

Description

Application

Data anonymization

Using a variety of techniques, including perturbation, masking, generalization,
etc., to eliminate the ability to identify attributes.

Smart charging [45], smart home
[46], smart healthcare [47]

Differential privacy

A statistical anonymity model to ensure data privacy by using a selected amount
of randomized noise via different mathematical algorithms.

Smart grid [48], smart transportation
[49], smart building [50]

Zero knowledge proof

A method that allows a prover to demonstrate a statement to a verifier without
disclosing the statement or any additional information about it.

Smart grid [51], smart healthcare
[52], smart home [53]

Multi-party computation

It allows multiple parties to jointly perform a computation without disclosing
each other’s private inputs. There is no reliance on a trusted third party.

Smart grid [54], smart home [55]

Anonymous credentials

A mechanism that enables users to verify their identity, group membership, or
any other attribute without compromising their privacy.

Smart transportation [56], smart
charging [57], smart industry [58]

Blind Signature

It allows a signer to sign a message without learning what the message contains.

Smart grid [59], crowdsensing [60]

A. Research Methodology

We carried out a series of steps based on the PRISMA

method [61], as described in the following.

1) Defining the Scope of Research: Initially, we determined
the scope of our survey to explore security and privacy
problems, corresponding solutions, and recent advances
in novel user-centric smart city applications, namely,
smart parking, smart charging, and smart homes. In our
study, we considered research works that are mainly
based on cryptographic schemes. We decided to focus on
studies published in 2020 and beyond to include recent
developments.

2) Defining Search Strategy: We determined several key
words, such as “smart city,” “IoT,” “security,” and
“privacy” to search for papers. Subsequently, we per-
formed an extensive search in prestigious databases, for
example, IEEE Xplore, ACM Digital Library, Science
Direct, and Springer. We collected 4300 papers in this
step.

3) Screening: In this step, we meticulously studied 4200
recent studies on the security and privacy of smart
cities. Initially, we carried out a review of the “title,”
“abstract,” “introduction,” and ‘“conclusion” for each

paper. Afterward, we excluded irrelevant and duplicate

studies. We also refined the search strategy based on the
outcomes of our screening.

4) Complete Review: In this step, we first thoroughly
reviewed the remaining +130 papers using a security
and privacy analysis approach. Subsequently, we catego-
rized them based on two criteria, the properties of each
smart city application, along with security and privacy
protection mechanisms.

B. Smart Parking

In this section, we review the concept of smart parking
and related security and privacy issues. We also classify
this application into public parking, private parking, and
autonomous valet parking based on the existing research works
for better investigation.

1) Overview: A significant growth in the number of vehi-
cles and the world population has led to intolerable traffic
volume in most cities across the world. Nowadays, finding
an appropriate parking spot is a difficult process in congested
cities throughout the globe. Drivers should cruise around the
desired location and visit multiple places to find a suitable
parking lot. It results in wasting time, extra fuel consumption,
air pollution, traffic congestion, and noise [62]. Therefore,
finding parking lots is a major reason for traffic congestion,
which influences the world economy.

Smart parking intends to manage the situation and mitigate
the problems by adopting cutting-edge technologies, such
as IoT and cloud computing. It results in reducing stress
and anger in drivers, enhancing traffic flow, and less fuel
consumption [63]. In this regard, the city council of Girona,
Spain, intends to implement a new LoRaWAN-based smart
parking system as part of its policy for developing and
deploying a smart city [64]. Security and privacy are two
important issues when developing smart parking management
systems. Preventing unauthorized access to parking spots and
preserving citizens’ private information are two fundamental
measures in this context.

2) Smart Parking Methodologies: Here, we accurately
investigate the security and privacy issues related to each smart
parking methodology, i.e., public parking, private parking, and
autonomous valet parking.
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a) Public parking: City managers and governments are
often expanding public parking lots to create new spaces and
reduce traffic volume. Public parking lots play a significant
role because they have a large capacity to accommodate
vehicles. In the following, we review some recent and relevant
research works with an emphasis on security and privacy.

Badr et al. [65] proposed a secure and privacy-preserving
smart parking system. They applied short randomizable sig-
nature and private information retrieval methods to perform
anonymous authentication and protect drivers’ location pri-
vacy. They also used the commitment technique to guarantee
fair parking rates. This technique can retain the integrity of
parking rates against the attacks of competitors. This proposal
includes a blockchain-based reputation management system in
which drivers can anonymously rate the parking service.

In [66], Singh et al. proposed a blockchain-based
privacy-preserving smart parking system. An elliptic curve
cryptography (ECC)-based ring signature technique is used to
protect users’ data security. To provide location privacy, they
applied an improved private information retrieval approach.
The Redis cache and the B+ tree algorithm are employed
to construct the private information retrieval solution. The
Redis cache is a high-performance key-value memory system
primarily utilized to address data processing timeliness issues
during high concurrency situations in relational databases.
The B+ tree is combined with the Redis cache to mitigate
computational overhead because the computational complexity
of private information retrieval using the Redis cache can
grow with an increase in the number of users and their
transactions. In addition, it secretly retrieves parking offers
from a multitransaction mode consortium blockchain. Various
parking space owners cooperate to build the multitransaction
mode consortium blockchain.

Lai et al. proposed a reliable and secure smart parking
system that provides dual privacy protection [67]. Differential
privacy and mix zone methods are employed to conceal
drivers’ mobility patterns. To provide anonymous authentica-
tion among vehicles, the parking server, and the fog node,
they used a novel group signature scheme. The authors also
designed a trust model to compute the reliability of the
vehicles. The trust model applies both direct trust and rec-
ommendation trust to evaluate the reliability. In this scheme,
the fog node detects and removes duplicate reports using the
message-lock encryption technique. Thus, it can significantly
decrease the computation overhead of the server. The authors
also proposed an incentive mechanism to reward participating
vehicles. It can effectively prevent the same vehicle from
obtaining multiple rewards.

In another study [68], Li et al. designed a privacy-aware and
decentralized parking recommendation system. They utilized
several cryptographic techniques, such as zero-knowledge
proof, private set intersection, and an anonymous creden-
tial system. In this paper [68], existing parking spots are
recommended obliviously. The scheme provides a real-time
solution for parking reservation, navigation, and payment. The
authors also used a private blockchain and smart contract in
their proposal. Ultimately, the proposed scheme comprises an
anonymous payment method for the cost of the parking space.
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Khaliq et al. [69] proposed a parking recommender system
using ECC and local differential privacy. To ensure anonymity
and integrity, they applied anonymous credentials and a hash-
based message authentication code (HMAC), respectively.
They also leveraged the Laplace mechanism, a differential
privacy method, to add random noise and remove the necessity
for a trusted third party to perturb data. Moreover, the IOTA
distributed ledger technology is used to provide immutability
and scalability.

In another scheme [70], Singh et al. designed a secure
and privacy-preserving smart parking framework for a sus-
tainable city environment. They applied blockchain, Al, and
virtualization as three enabling technologies in their scheme.
They also divided their framework into six layers as follows:
physical, parking, transaction, security, storage and analysis,
and driver. The authors implemented the ECC algorithm to
provide security by encrypting and decrypting the data, which
corresponds to parking zones. They analyze the data using
deep learning (deep LSTM networks) to recommend the best
parking lot to drivers.

In [71], Hakeem et al. proposed a distributed mobile system
to handle parking assignments. The scheme employs users’
smartphones to perform computations on parking requests.
This offloading technique, along with a distributed dispatcher,
maintains the scalability of the system. An entropy-based
cloaking method is used to protect the drivers’ privacy.
Furthermore, the phones of parked drivers are organized
into a K-D tree to manage parking requests in a distributed
manner. Sun et al. designed a decentralized parking assistance
scheme [72]. The consortium blockchain, smart contract, and
a double auction pricing algorithm are employed in this
proposal. Parking spots are allocated based on user preferences
to increase the quality of the user experience. Various analyzes
demonstrate that transaction confirmation time and allocation
ratio are improved compared to some recent and analogous
studies.

In another paper [73], Duji¢ Rodi¢ et al. investigated how
LoRaWAN can result in privacy leakage in smart parking
systems. LoRaWAN is a media access control (MAC) layer
protocol developed on top of LoRa modulation. LoRaWAN
is extensively employed as a communication protocol in
smart parking projects because IoT is the primary technology
for designing and implementing smart parking systems. It
achieves two main advantages, according to the following:
First, it is compatible with power-constrained devices; second,
it supports coverage over several kilometers [74]. The variation
in signal strength of LoRaWAN-enabled parking systems can
disclose information about parking lot occupancy. It allows for
passive side-channel attacks from long distances. Adversaries
can use supervised machine learning techniques to perceive
the status of parking spots.

b) Private parking: Despite the development of public
parking lots, they alone cannot significantly address the
existing issues. High investment, maintenance costs, rapid
growth in the number of vehicles, and limited availability of
spaces are serious challenges for building new public parking
lots [79]. Academic researchers and industry professionals
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have presented different proposals, utilizing the concept of
private parking.

Zhu et al. proposed an anonymous smart parking and
payment system in vehicular networks (ASAP) [75]. They
leveraged the short randomizable signature to achieve
anonymity and conditional privacy. Moreover, their proposal
supports quick result matching and anonymous payment using
the hashmap and E-cash, respectively. ASAP is robust against
several attacks, such as replay, impersonation, and modifica-
tion attacks. However, it cannot provide unlinkability in the
payment phase and is not immune against man-in-the-middle
attacks [71], [79]. In [44], Zhang et al. proposed a decen-
tralized and privacy-aware smart parking system that achieves
fairness and reliability. They utilized the BBS group signature,
a form of short group signatures, along with the bloom
filter, pseudo-random function, and vector-based encryption
to guarantee users’ privacy. In this scheme [44], reliability is
achieved by using a decentralization approach. Additionally,
the blockchain smart contract provides fairness. Location,
time, and parking price are three factors for allocating parking
lots. Nevertheless, the proposed method excludes a parking
reservation solution.

Wang et al. proposed a privacy-aware private parking-
sharing system based on blockchain technology [76]. The
authors employed the market design concept for sharing
vacant parking spaces. The protocol provides both anonymous
authentication and anonymous payment at the same time.
Their scheme relies on multiple cryptographic techniques, for
example, bilinear pairing, signatures of knowledge (a variant
of noninteractive zero-knowledge proof), distributed anony-
mous credentials, and a one-way accumulator. Nonetheless, the
protocol cannot prevent attackers from gaining unauthorized
access to parking spots [88]. In addition, the payment phase
cannot provide unlinkability since each coin has a unique
serial number and each payment transaction holds a unique
transaction ID. It is of utmost importance to preserve the
payer’s anonymity and untraceability, as well as the unlinkabil-
ity between various transactions made by the same payer [89].

In another scheme [77], Ibrahim et al. proposed a
blockchain-based parking sharing system using the online-to-
offline (O20) model. The principal goal of the O20 model
is to raise the awareness of online services. Subsequently,
potential users can review various offers and visit local
physical locations to make purchases. The proposed scheme
provides reliable parking finding and reservation services. The
authors applied hash-based data verification and role-based
access control to achieve security. In this proposal [77], an off-
chain model is also designed to support scalability. However,
the protocol lacks a specific and clear payment solution.

Baza et al. designed a decentralized smart parking system
using blockchain technology [78]. In this article, both drivers
and parking owners send their requests and offers in an
encrypted format to achieve privacy. The blockchain can
perform matching operations without decrypting the submitted
information. The authors also implemented an overlapping and
partitioning method to improve the accuracy of the matching
results. Therefore, it results in maximizing the benefit for
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private parking owners. However, the proposed protocol does
not consider a privacy-aware payment phase.

In [79], Limbasiya et al. designed a lightweight and secure
communication protocol (SAMPARK) for private parking
systems. It provides information about available parking lots
and parking reservations. The proposed scheme mainly relies
on lightweight cryptographic methods, such as hash functions
and XOR operations. It is robust against several attacks, includ-
ing replay, sybil, and password-guessing attacks. Nonetheless,
storing some sensitive information and using preshared keys
leads to stolen verifier attacks. It also facilitates background
knowledge for adversaries, which causes inference attacks. In
addition, it can provide background knowledge for privileged
insiders, which makes the protocol vulnerable to insider
attacks. It will allow privileged insiders to trace vehicle users
and link their activities.

In another scheme [80], An et al. proposed an incentive-
based parking spot sharing platform. This proposal protects
the privacy of users’ destinations. In this regard, the Laplace
mechanism is used as a differential privacy method to achieve
location privacy. The authors defined online parking sharing
as a social welfare maximization problem within a two-
sided market. They also designed novel threshold value-based
rules to identify winners, payments, and reimbursements. The
scheme determines winners by solving a mixed-integer nonlin-
ear programming problem. The problem intends to minimize
the distance between the user’s destination and the assigned
parking lot.

In [81], Brenner et al. present a decentralized private parking
system based on blockchain technology. They implemented
their scheme on two different blockchain platforms: Ethereum
and Hyperledger Fabric. They designed several experiments
at a variety of transaction send rates to evaluate latency and
throughput. Nonetheless, their proposal does not include any
particular security or privacy solutions.

c) Autonomous valet parking: The considerable devel-
opment in sensor networks, communication protocols, and
control systems has revolutionized the automotive industry. It
has accelerated the leap toward autonomous driving. Following
the current trend, autonomous valet parking is a novel context
that intends to mitigate parking problems in smart cities. In
this area, the parking process initiates when a driver leaves
their own vehicle. The vehicle can discover a vacant spot and
accomplish the process. The driver can monitor the process via
their smartphone. In the following, we investigate the state-of-
the-art research works, considering security and privacy issues
in this area.

Huang et al. designed a secure and privacy-aware
reservation protocol in the context of autonomous valet
parking [82]. The authors utilized different methods, such
as zero-knowledge proof, proxy resignature, anonymous cre-
dential, and bloom filter, in their scheme. The proposed
protocol achieves identity privacy, location privacy, and
unlinkability simultaneously. In addition, it can withstand
double-reservation attacks by using the tokenization mech-
anism. However, using location obfuscation affects optimal
parking scheduling in the presented protocol.
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In [83], Ni et al. proposed a robust and privacy-preserving
automated valet parking scheme for self-driving vehicles. The
scheme consists of a two-factor authentication protocol relying
on a one-time password and smart devices to prevent unau-
thorized access to autonomous vehicles. In this article [83],
the BBS+ signature, an improved variant of BBS signature,
and Cuckoo filter, a probabilistic data structure, are applied to
protect location privacy against malicious parking spot owners.
The scheme also allows a trusted authority to trace anonymous
drivers for localizing a stolen vehicle.

In another paper [84], Pokhrel et al. proposed a secure and
privacy-aware parking reservation framework for autonomous
vehicles. They used the zero-knowledge proof to provide
identity privacy and the Laplace mechanism to guarantee
location privacy. They also adopted reinforcement learning for
inference and actions within the system to maximize rewards,
leveraging an experience-based approach. The scheme suc-
cessfully prevents multiple-reservation and collusion attacks.
Xu et al. proposed a lattice-based ring signature protocol
to ensure security and privacy for autonomous valet parking
approaches [85]. The correctness, unforgeability, authenticity,
and integrity of messages are accomplished in this scheme.
Moreover, it is robust against potential quantum computer
attacks. The authors also employed the Cuckoo filter for
adding and removing parking service entries.

In [86], Hua et al. proposed a cross-domain self-
authentication protocol for autonomous valet parking systems
based on consortium blockchain. They exploited the pseudony-
mous mechanism and edge computing to resolve privacy
leakage problems. The authors classified users into two groups
to enhance the performance of the authentication opera-
tion. Furthermore, they used smart contracts for registration,
management, and cross-domain authentication. Additionally,
the proposed scheme attempts to solve information-isolated
islands and redundant registration challenges in this area.
Wang et al. designed a secure reservation service in the
realm of long-range autonomous valet parking [87]. The
proposed scheme consists of a three-factor authentication and
key agreement protocol based on smart cards, passwords, and
biometrics. The authors employed bilinear pairing, ECC, and
fuzzy extractor methods to construct their protocol. It can
successfully thwart data forgery, eavesdropping, and hijacking
the control of vehicles. The scheme is also robust against
replay, multiple-reservation, and offline dictionary-guessing
attacks.

3) Security and Privacy Analysis: In this section, we com-
pare the reviewed papers in terms of security and privacy
protection methods in Table V. Subsequently, we examine
serious security and privacy challenges in this area.

Identity privacy protection is an important issue because
most privacy-preserving schemes depend on pseudonymous
mechanisms. It is possible to de-anonymize users in these
schemes and provide traceability through graph analysis and
address clustering methods [90], [91]. Furthermore, providing
anonymity and accountability at the same time is a big
challenge in the proposed schemes. Group signatures are
a suitable candidate to achieve anonymity-yet-accountability.
The ability to de-anonymize misbehaving users is a great
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advantage of group signature schemes [92]. It is worth noting
that relying on a trusted third party can reduce the efficiency
and reliability of the scheme, such as [44], [75]. Unauthorized
access to parking lots is also a critical security vulnerability
that future research should address.

C. Smart Charging

We review the smart charging context along with multiple
research studies, focusing on security and privacy issues. We
also divide this smart city application into charging stations,
wired charging, and wireless charging to provide a more
accurate study and deeper understanding.

1) Overview: Policymakers in most countries are diligently
endeavoring to motivate individuals to transition from com-
bustion engines to electric vehicles. Air pollution and the
constraints of fossil fuels are the most outstanding criteria
for replacing combustion engines. In line with the current
trend, electric vehicles have gained significant attention in
recent years [93]. According to a study published by the
International Energy Agency (IEA), the global fleet of electric
vehicles (excluding two- and three-wheelers) is projected to
reach 230 million by 2030, representing 12% of the global
vehicle market [94]. Nevertheless, the proliferation of electric
vehicles poses some challenges in terms of electricity supply
and the development of charging stations.

Providing a convenient charging process through the devel-
opment of charging stations on streets and roads is a
momentous component of the widespread embrace of electric
vehicles. In this regard, another study demonstrates that the
electric vehicle charging station market is estimated to grow
from U.S. $11.9 billion in 2022 to U.S. $76.9 billion by 2027,
registering a CAGR of 45.0% [95]. The positive trend of the
electric vehicle charging station market is driven by various
factors, including the global surge in electric vehicle sales,
governmental support, and policies encouraging mass electric
vehicle adoption.

2) Smart Charging Methodologies: In this part, we present
a detailed review of relevant security and privacy issues in the
context of smart charging. We divide the current area into the
following three domains: charging stations, wired charging,
and wireless charging.

a) Charging stations: The main function of a charging
station is to feed electricity to EV batteries. In recent years,
the IoT has modernized the operation of charging stations
by providing several capabilities, such as remote monitoring,
management, scheduling, and driver billing [96]. Charging
stations can be categorized either based on location (e.g.,
public and private) or the maximum amount of electricity they
transfer to EV batteries (e.g., Level-1, Level-2, and Level-
3). Level-1, Level-2, and Level-3 charging stations primarily
supply power at 120V, 240V, and 480V, respectively [96].
It is worth mentioning that Level-3 can also provide up to
800V energy for several plug-in vehicles. This category is
also known as direct current (DC) fast charging. In addition,
the Level-1 charging stations are limited to North America
because other countries support a 220V power supply for plug-
in EVs [97].

Authorized licensed use limited to: University of Waterloo. Downloaded on April 18,2026 at 16:03:20 UTC from IEEE Xplore. Restrictions apply.



46400

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 22, 15 NOVEMBER 2025

TABLE V
COMPARISON OF KNOWN SECURITY AND PRIVACY PROTECTION MECHANISMS IN THE CONTEXT OF SMART PARKING SYSTEMS
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Open charge point protocol (OCPP) is a widely imple-
mented de facto standard protocol to provide sustainable
communication in the smart charging process. It is an integral
part of reservation and management of charging operations
for achieving the quality of service. Hence, communication
security is an important approach for preserving the security
of smart charging. In this regard, Garofalaki et al. investigated
the EV charging operation, considering the security problems
and challenges of OCPP [98]. They presented a compre-
hensive review of physical attacks on OCPP-based charging
platforms and their countermeasures. Initially, they studied the
participants in an OCPP-based charging system. Afterward,
they explained the security issues and pertinent measures.
Eventually, their survey concluded with open security prob-
lems and future research proposals.

In another study, the authors conducted a survey to analyze
OCPP-v2.0.1, the most recent version, and its new function-
alities, threats, and security countermeasures in the realm

of industry 4.0 [99]. They utilized STRIDE, which is a
popular threat analysis methodology, to recognize and grade
threats based on control and energy criteria. Subsequently, they
combined STRIDE with DREAD, a risk evaluation model,
to assess the impacts of each attack on control and energy.
Finally, the authors identified a set of mitigation solutions
according to the results of the risk assessment.

Finding a nearby charging station is an indispensable
requisite for EV drivers. It brings some advantages, from
reducing EV drivers’ anxiety to increasing the acceptance of
EVs in societies. Nonetheless, it is imperative to use PETs to
preserve EV drivers’ sensitive information, such as home and
work addresses, mileage, and political affiliations. A privacy
breach in this context will reveal the users’ lifestyle. In this
regard, Danish et al. proposed an efficient charging selection
scheme for EV drivers using blockchain technology [100].
They designed a decentralized-based framework to provide
secure charging services and trusted reservations by using
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smart contracts. In this scheme, the selection of charging
stations is performed locally without disclosing sensitive per-
sonal information. The protocol is robust against some attacks,
for instance, repudiation, tampering, and false reservation
attacks.

In another study, Teimoori et al. proposed a blockchain-
based intelligent recommendation system to find a suitable
charging station for EV drivers [101]. They applied a dis-
tributed vertical federated learning (FL) method to protect data
privacy among data holders, while a shared model is training.
In addition, they used a decentralized cloudlet framework
to decrease the communication overhead. In this scheme,
cloudlet-based aggregators are responsible for summarizing
and sending training parameters in an encrypted format using
homomorphic encryption (HE).

In another scheme, Islam et al. proposed a data-oriented
security management solution [102]. They adopted differential
privacy and FL techniques to design a collaborative network
intrusion detection system (NIDS) for EV charging stations.
The authors also employed the reinforcement learning method
to design an intelligent privacy allocation mechanism at charg-
ing stations. The proposed model can dynamically optimize
the privacy budget and utility, which eliminates the need
for human interventions, for example, inputs from domain
knowledge experts. It can also withstand inference attacks
on model parameters by leveraging utility-optimized local
differential privacy.

An abundant increase in the number of electric vehicles
in recent years has led to a burden for EV drivers to
charge their EVs. The number of daily charging requests has
increased exponentially, while the charging stations have not
expanded sufficiently. To confront the problem mentioned,
designing optimal charging reservation mechanisms is an
effective solution. Hou et al. proposed a secure and privacy-
aware authentication protocol for charging reservations of
EVs [103]. To provide a reasonable performance, the authors
moved computation overhead from EVs to the smart grid
center. They utilized the MASK function to conceal private
data and the reverse fuzzy extractor to ensure the reliability of
the physical unclonable function (PUF) responses. The results
of the analyzes demonstrate that the scheme can accommodate
a flexible number of users while ensuring the confidentiality
and privacy of sensitive reservation data.

Authentication is a drastic defense mechanism against
adversaries by providing services for legitimate users. In the
realm of smart charging, it is essential to design a fast authen-
tication protocol to achieve users’ satisfaction. Wang et al.
proposed an ultrafast and lightweight authentication protocol
based on extended chaotic maps [104]. Their protocol pro-
vides mutual authentication and mitigates internal attacks.
Nevertheless, it is vulnerable to single point of failure prob-
lems since it is designed based on a centralized server
approach. Later, Chen et al. [105] proved that Wang et al.’s
scheme is also susceptible to session key leakage. Furthermore,
it is indicated that there are inaccuracies in both the EV-owner
registration and authentication phases. In [106], Liang et al.
proposed an authentication framework for the charging process
that ensures both privacy protection and physical security. The
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framework consists of two schemes: the first is a fully anony-
mous authentication protocol based on random signatures, and
the second is a privacy-preserving data aggregation scheme
for the overall electricity consumption of charging stations.
b) Wired charging: Currently, wired charging is the most
prevalent method for charging EVs. Stationary charging sta-
tions, along with their belongings, are distributed in various
areas of cities all over the world. Wired charging can be
divided into alternating current (AC) and DC charging modes.
There are three levels for both AC and DC chargers accord-
ing to the maximum voltage, current, and power. Though
common power grids are based on AC power, researchers
have demonstrated that DC chargers considerably increase the
performance of the charging process [107]. In this regard, DC
chargers provide time savings for EV drivers by decreasing
the charging time. As a result, existing charging stations are
primarily DC-type and operate based on a three-phase, four-
wire system [108]. It is worth noting that DC fast-charging
stations require larger charging cables because they convey a
higher value of current than AC charging stations [109].

Zhang et al. proposed a power exchange system based
on blockchain to enable EV drivers to securely trade their
surplus electricity [110]. They proposed a Proof-of-Benefit
consensus to handle massive amounts of trading transactions.
It successfully provides high scalability and low variance.
Plain transactions can lead to widespread information leakage
and analysis of EV drivers’ behavior since they encom-
pass sensitive information. Payment details, mileage, and
visited locations are some examples of personal and private
information. Thus, the authors also designed an authentication
protocol using ECC and a data encryption method through a
symmetric encryption algorithm.

In another paper [111], Li et al. designed a robust and
decentralized charging scheme based on blockchain and fog
computing for EVs. A consortium blockchain based on
Hyperledger Fabric is designed to provide a secure storage
platform and preserve privacy. In this study [111], fog com-
puting is used to reduce communication overhead by enabling
local processing. It can effectively decrease the heavy load on
cloud servers. The authors also developed a mutual authen-
tication protocol to guarantee the security of communication
between EV drivers and fog nodes. They employed the ECC
and bilinear pairing as two underlying cryptographic methods.

In [112], Zhang et al. proposed a lightweight and privacy-
aware scheme for charging and discharging of electric
vehicles. They employed a consortium blockchain to maintain
data integrity and prevent single point of failure problems. To
preserve the identity privacy of EV drivers, a pseudo-identity
algorithm is designed. The authors also used a certificate-
less signcryption algorithm to protect the confidentiality of
real-time power information. This algorithm performs both
information signature and encryption in one operation. The
proposed algorithm consists of batch aggregation and verifi-
cation to achieve operational efficiency.

Preserving identity privacy is a critical approach while
charging electric vehicles at charging stations. In this regard,
Parameswarath et al. proposed a decentralized and privacy-
preserving authentication protocol [57]. They applied several
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methods, including a decentralized identifier, verifiable creden-
tials, and zero-knowledge proof, to construct the scheme. In
this study [57], EV drivers will remain anonymous throughout
the charging process at any charging station. However, other
participants can verify the EV drivers and investigate their
authenticity by using verifiable credentials.

Finally, Li et al. proposed a secure and blockchain-based
model to improve the security of EV smart charging [113]. In
this scheme, they utilized Hyperledger Fabric to perform key
management and trust evaluation. It provides nonrepudiation,
authenticity, and tamper-proofness of keys and events. The
authors adopted the idea of “never trust, always verify”
using the zero-trust architecture (ZTA) to secure data and
other worthwhile assets throughout their life cycle. It pro-
vides dynamic authorization by implementing dynamic trust
assessments of entities. They also used ShangMi cryptographic
algorithms and compared them with popular encryption algo-
rithms, such as AES, DES, and RSA.

c) Wireless charging: Although wired charging is the
most common method to charge EVs, several difficulties, such
as vandalism and safety issues, arise from open contacts and
dangling charging cables in cities [123]. Therefore, wireless
charging is a suitable supplement and even a conceivable
alternative to wired charging. The global market size of
wireless charging for electric vehicles is estimated to grow
from U.S. $80 million in 2023 to U.S. $1279 million by 2030,
presenting a CAGR of 48.4% [124]. The strategy of wireless
charging for electric vehicles can be classified into the follow-
ing three categories: static, quasi-dynamic, and dynamic [125].
Although there are several technical barriers, economic issues,
and security concerns, dynamic wireless charging of elec-
tric vehicles is a promising technology. It fulfills numerous
advantages, for example, mobility and extending driving range,
which alleviate range anxiety. Furthermore, it significantly
decreases long charging times, which results in time savings
for EV drivers. In addition, the battery will be smaller and
lighter, which will reduce the cost of producing EVs [126].

Wu et al. proposed a secure and privacy-aware man-
agement protocol for energy harvesting dynamic wireless
systems [114]. In this article, the authors considered three
different system states as follows: high-power state, medium-
power state, and low-power state. In all working states, the
system executes effective, secure, and reliable operations. In
the medium-power state, the system uses a bargaining game
theory based on reputation to disseminate power. However,
when the system works in the low-power state, it operates
according to an incentive model to attract the desire of EVs
to sell electric energy. Moreover, the protocol employs a
blockchain smart contract to implement the payment phase.
Ultimately, the security and integrity of the proposed scheme
depend on the ECC and an RSA-based signature, respectively.

In [115], Roman and Gondim designed a secure authen-
tication and key distribution protocol for dynamic wireless
charging of EVs. They utilized cloud computing to achieve
reliability, scalability, and flexibility. Furthermore, they applied
fog computing to provide low latency and pervasive mobility.
In this scheme, EV drivers purchase a ticket before sending
a charging request. The proposed protocol adopts a prepaid
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approach for the payment of charging costs based on blind
signatures. It ensures the anonymity of EV drivers throughout
the charging process. The authors claimed that the protocol
is robust against some attacks, for example, impersonation,
privileged insiders, and known key attacks.

In another scheme [116], Babu et al. proposed a secure
authentication protocol in the context of dynamic wireless
charging of EVs. They used lightweight cryptographic tech-
niques, such as ECC, hash functions, and hash chains. This
proposal achieves mutual authentication between EVs and the
fog server, and between EVs and roadside units. Thus, it can
withstand man-in-the-middle and impersonation attacks.

Wang et al. proposed a secure and decentralized scheme for
EVs, adopting the concept of charge-while-on-the-road [117].
They designed a fine-grained access control method based
on blockchain, which supports traceability and auditability.
In this study, EV drivers have full control over their data
during trust management because they can store data and issue
access tokens to decentralized ledgers. They also designed
a scheduling algorithm based on game theory. It optimizes
the strategies of three defined energy parties (i.e., the energy
nodes, charging EVs, and discharging EVs). Ultimately, they
designed a distributed trust model to detect dishonest energy
nodes.

In [118], Abouyoussef and Ismail designed a privacy-
preserving and scalable networking strategy for dynamic
wireless charging of EVs. The proposed networking strategy
consists of the following three parts: power coordination, fast
authentication, and billing. The scheme relies on a private
blockchain where a charging service provider takes decisions.
It applies both back-channel and blockchain transactions
to achieve the efficiency of communications. The authors
also used a group signature method to ensure EV drivers’
anonymity and data unlinkability. Additionally, the charging
service provider can identify the identity of a malicious EV
driver. Finally, a unique distributed random number generator
is designed to guarantee the zero-collision probability among
all EV drivers over time using HMAC.

In another scheme [119], Babu et al. proposed a secure and
lightweight authentication protocol suitable for dynamic wire-
less charging environments. The proposed scheme includes
a prominent feature called seamless handover. It enables EV
drivers to conveniently move among numerous roadside units
with quick validation. In addition, the authors employed a
pseudonymous mechanism to provide identity privacy. The
proposed protocol also achieves untraceability and forward
secrecy. In terms of performance, the proposed scheme is
lightweight since it is mainly designed based on hash functions
and XOR operations. Nevertheless, Nguyen et al. [127] claimed
that Babu et al.’s protocol is vulnerable to eavesdropping and
interception when authentication messages transform into bits
at the physical layer.

In another paper [120], Babu et al. proposed a PUF-
based and lightweight security protocol for dynamic charging
of EVs. The authors used the PUF mechanism to resist
machine learning-based attacks. The proposed protocol can
also withstand impersonation, privileged insider, and man-in-
the-middle attacks. However, in [128], the authors claimed
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that Babu et al.’s scheme cannot guarantee unlinkability and
perfect forward secrecy. Similar to the preceding research
work, this protocol is also lightweight because it is built upon
hash functions and XOR operations. This proposal provides
pervasive handover for EV drivers both within and among
region charging servers.

To withstand potential quantum computer attacks, the
authors designed a secure and privacy-preserving authenti-
cation protocol based on post-quantum cryptosystems [121].
They applied identity-based encryption with NTRU lattices,
a public-key cryptosystem, in the ring learning with error
framework. They proved their proposed scheme is also robust
against known attacks in the area of EVs. The proposed pro-
tocol successfully prevents adversaries from identity spoofing
and location tracking.

Eventually, Razmjouei et al. proposed a secure and
lightweight charging framework for dynamic wireless charging
of EVs [122]. In this regard, they designed a directed acyclic
graph (DAG)-based smart contract leveraging cloud computing
and edge computing technologies. Moreover, they proposed
a collaborative computing resource allocation scheme that
assists each access system in choosing a customized service
strategy. The authors considered a key distribution center to
establish a shared secret key among entities. A certificate
authority is also included, which encompasses a registration
server and an authentication server.

3) Security and Privacy Analysis: Here, we investigate
substantial security and privacy challenges in this context. In
addition to identity and location privacy, protecting financial
information remains a significant challenge in the smart
charging domain. If adversaries are able to correlate citizens’
financial details with their locations during each payment,
they could infer their entire lifestyle patterns. Developing
anonymous payment protocols specifically tailored for the
charging process is an important gap that needs further
research. Moreover, the broad development of electric vehicles
and charging stations has extended the attack surface of
smart grids because a charging station acts as an intermediary
between the smart grid (as a critical infrastructure) and electric
vehicles. Cyber attacks in this domain have caused widespread
power outages and blackouts, posing serious threats to national
security and public safety [129], [130]. In this section, we
also performed a comparison of the studied papers in terms
of security and privacy protection methods in Table VI.

D. Smart Home

In this section, we aim to study the concept of smart
homes and investigate the top security and privacy challenges.
We classified this section into authentication, access control,
and digital forensics from the perspective of major security
services because the smart home is a complex area. In
addition, smart homes cover a wide range of applications, each
deserving focused and dedicated study.

1) Overview: The smart home is one of the most important
domains of the smart city, in which numerous IoT and non-IoT
devices are connected to the Internet. Since Lutolf introduced
the concept of the smart home in 1992, there have been a lot
of advancements until today [131]. In the last decade, smart
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home systems have gained tremendous attention, both from
academia and industry. It is anticipated that the smart home
market will reach U.S. $237.07 billion in 2032 from U.S.
$101.79 billion in 2024 at a CAGR of 11.1% [132]. In line
with the current trend, several tech giants, such as Amazon,
Google, Apple, and Samsung, have developed their own smart
home platforms. Nowadays, citizens can easily monitor and
control various devices at home, which has notably raised
life satisfaction. Nevertheless, serious security and privacy
concerns have emerged from a technology-oriented life. Smart
home environments require robust and resilient defense mech-
anisms because any security vulnerability or privacy breach
will directly result in the private information disclosure of
inhabitants.

2) Smart Home Methodologies: Here, we extensively
investigate major defense solutions implemented in various
smart home systems, with an emphasis on authentication,
access control, and digital forensics.

a) Authentication: Authentication is an inevitable mech-
anism to protect users, devices, and services in the realm of
smart homes. The design of authentication protocols in this
area is vastly different from that in other domains. Smart
home systems predominantly consist of resource-constrained
IoT devices, which cannot execute resource-intensive cryp-
tographic operations. In the following, we review some
cutting-edge authentication schemes developed for smart home
systems.

In [133], Lin et al. proposed a decentralized mutual
authentication protocol between users and a home gateway
in the context of smart homes. They used blockchain tech-
nology to provide immutability and transparency. In addition,
they designed a short group signature to be able to trace
a misbehaving user. In this scheme [133], access control
is provided through a revocation list rather than a policy
table.

Poh et al. proposed an efficient scheme for security and
privacy provisioning in smart homes [134]. The scheme is
divided into the following two protocols: a lightweight authen-
tication and key establishment protocol, and an interactive
searchable encryption protocol. The presented authentication
protocol achieves entity and data authentication together with
data confidentiality. Furthermore, the searchable encryption
protocol guarantees security and privacy for queries in smart
homes. Therefore, no one, including service providers and
gateway nodes, can infer anything from the data. It is important
to note that the authors of this research considered both data-
in-transit and data-at-rest security and privacy.

In [135], Yu et al. proposed a three-factor and lightweight
authentication protocol for IoT-enabled smart homes. Initially,
they proved that Kaur and Kumar’s authentication scheme
is vulnerable to impersonation and session key disclosure
attacks [136]. Subsequently, they presented their privacy-aware
authentication protocol, followed by a comprehensive security
analysis. In the security analysis section, they investigated the
robustness against several known attacks, such as imperson-
ation, session key disclosure, and offline password-guessing
attacks. The proposed scheme primarily relies on a fuzzy
extractor method and a hash function. Thus, it is lightweight
and suitable for resource-limited smart home devices.
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Using passwords or smart cards for authentication imposes
an extra encumbrance regarding memorizing or carrying
them, respectively. Hence, Nimmy et al. [137] proposed a
lightweight and privacy-preserving remote user authentication
protocol based on geometric secret sharing for smart home
systems. Geometric secret sharing is a suitable method that
provides security against fake gateway and device imper-
sonation attacks. The proposed scheme also utilizes photo
response nonuniformity (PRNU), a mechanism to identify
an individual camera [138], to uniquely identify the user’s
smartphone. Using PRNU and biometrics prevents spoofing,
smartphone capture, and phishing attacks. In addition, the
proposed protocol relies on both public-key and symmetric-
key cryptography.

In [139], Igbal et al. designed a secure and SDN-enabled
architecture for smart home systems, considering two different
scenarios. In this architecture, a controller is responsible for
processing complex operations throughout the network rather
than resource-restricted smart home devices. The proposed
scheme encompasses a lightweight and privacy-preserving
authentication protocol. It supports both secure interactions
with smart devices and changing the user’s smart mobile. In
the second scenario of this proposal [139], the authentication

must be repeated because it is assumed that the user holds a
new smart mobile device.

Demir et al. proposed a zero-knowledge mutual verification
and authentication model for smart home systems [140]. The
proposed scheme consists of the following four participants:
IoT devices, home gateway, vendor, and home management
system. In this proposal, entities authenticate each other by
generating proofs utilizing their credentials. To protect privacy,
the authors applied fake proofs in a communication model
to conceal the identity of IoT devices. They also used AES
to secretly share keys and the Camenisch-Shoup encryption
method to generate public and private key pairs. The home
management system obfuscates MQTT communications to
achieve untraceability and prevent any intrusion. Finally, the
proposed scheme is mainly based on Idemix verifiable encryp-
tion, which is an anonymous credential system developed by
IBM [141].

In another scheme [142], Pirayesh et al. designed a secure
device authentication and key agreement protocol for smart
home networks. They combined physical layer security with
hyperelliptic curve cryptography (HECC) to provide stronger
security. In other words, they used the inherent randomness of
wireless channels to resist eavesdropping attacks. Additionally,
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in this protocol [142], both entities participate in the session
key generation using dynamic parameters of the wireless chan-
nel. Ultimately, they employed a fuzzy extractor to minimize
the impact of noise on wireless channels during the extraction
of channel-based nonces.

In another paper [143], Igbal et al. present a secure and
privacy-preserving communication protocol for SDN-based
smart homes. This proposal intends to achieve smart device
authentication, data privacy (both data-at-rest and data-in-
transit), and user queries. The proposed protocol includes the
following two sections: authentication and key establishment,
and user-encrypted searchable queries. The authentication and
key establishment scheme aims to provide the authenticity
of entities and security for in-transit data. Furthermore, the
searchable encryption protocol ensures the privacy of user
queries on smart home devices.

In [144], Kane et al. designed a secure network architecture
and authentication scheme for LoRa 2.4 GHz-based home
area networks. It encompasses appropriate mechanisms for
secure data transmission, initial key distribution, and evolving
key management. It is worth mentioning that the proposed
scheme follows a practical implementation instead of simula-
tion. To provide security, integrity, and authenticity, it applies
ChaCha20-Poly1305, an authenticated cipher with associated
data (AEAD), which is suitable for resource-constrained smart
home devices.

In another study [55], Uppuluri and Lakshmeeswari intend
to provide secure multiparty access to different services in
smart homes while blocking intrusions caused by attackers.
Thus, the authors designed a secure multiparty access and
authentication protocol using a fuzzy extractor method. In
this scheme [55], a fixed number of biometrics is required to
authenticate a user. In other words, a minimum number of
participants must authenticate a user. Afterward, a secret string
will be generated based on the personal strings of participating
users. Hence, an adversary cannot successfully perform a
penetration if they obtain the secret credential of only one
user. In this proposal [55], KNN is employed to accurately
calculate the distance between the registered biometric and the
data presented during the authentication.

In another scheme [145], Xu et al. proposed a secure
authentication protocol for smart home environments based
on blockchain and fog computing. The presented protocol
includes TA (trusted authority), end-user, smart contract, smart
device, and fog node as participants. The authors adopted
a private blockchain because it provides an authorization
mechanism and restricts admissions. To address privacy con-
cerns, they applied a fuzzy extractor in the proposed method.
It is worth highlighting that authentication is carried out
collaboratively by smart contracts on the blockchain and off-
chain operations.

Ultimately, Yang et al. proposed a secure authentication
protocol in the context of smart homes using blockchain
technology [146]. They adopted fog computing to mitigate the
latency problem of cloud computing and provide cross-domain
authentication. Fog computing is also the main component
of the designed federated blockchain, in which fog nodes
process the computing tasks of resource-constrained smart
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home devices. In this scheme [146], users’ and smart home
data are stored on the blockchain to preserve data integrity. The
proposed decentralized authentication protocol can address the
single point of failure problem, which is common in central-
ized approaches. The proposed scheme achieves anonymity
and untraceability, and is robust against impersonation, de-
synchronization, and offline password-guessing attacks.

b) Access control: Access control is a prominent defense
method for security and privacy provisioning. It is often
combined with authentication to create a robust defense
mechanism. In other words, access control and authentication
are two accompanying approaches that provide safety against
both internal malicious users and external adversaries. Access
control intends to protect various resources (e.g., devices, data,
and information flow) against unauthorized access. Qiu et al.
considered access control as the backbone method to achieve
information security [147].

In [148], Stolojescu-Crisan et al. presented two IoT-based
systems for smart home environments. qToggle for home
automation scenarios and MotionEyeOS, which is a video
surveillance operating system for single-board computers. In
this scheme [148], qToggle is applied to provide security and
access control. It is a simple and flexible solution that can
be used to control devices in homes or buildings. Moreover,
qToggle simplifies firmware updates in a standardized man-
ner for different types and models of devices. It manages
programmable systems with a TCP/IP stack via HTTP
requests.

Li et al. proposed a decentralized and fine-grained
data access control protocol for IoT-enabled smart home
systems [149]. They designed four different smart con-
tracts and a consortium blockchain network to construct
and implement their protocol. They also presented a policy
customization method to easily add access policies to the
blockchain through smart contracts. The proposed scheme
can successfully remove the coding strain. This proposal also
builds trust and achieves security and privacy through the
adoption of bilinear pairing, ECC, and pseudonym methods.

Zhang et al. presented a dual-auditing protocol for fine-
grained access control in smart home systems [150]. The
authors employed an attribute-based encryption (ABE) method
to preserve the security of data sharing. Moreover, they
outsourced encryption computing by leveraging edge servers,
which can reduce the heavy burden imposed by ABE on
resource-constrained smart home devices. Data integrity in
an edge server is investigated by designing a zero-knowledge
proof mechanism. In addition, the correctness of data in cloud
servers is checked by using the aggregation of data blocks
and signatures. In this protocol [150], Zhang et al. employed
the following two measures to withstand collusion attacks.
First, they proposed a hybrid encryption using both AES,
a symmetric encryption algorithm, and ABE, an asymmetric
encryption algorithm. Second, they leveraged a smart contract
with the counting bloom filter.

Ameer et al. proposed two different access control mod-
els for smart home 10T, HyBACgrc and HyBACusc [151].
First, they explained why it is essential to develop a hybrid
approach, combining both attribute-based access control and
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role-based access control. HyBACgc is a role-oriented hybrid
model, while HyBACy¢ is an attribute-oriented hybrid model.
HyBACpgc includes relatively static attributes that corre-
spond to access decisions within user and device roles.
It leverages the dynamic attributes of users and devices
to capture rapidly changing characteristics. Subsequently, it
restricts the permissions accessible to each user. In HyBACyc,
the user role is one of the multiple user attributes they
possess.

In [152], Qashlan et al. designed a three-layer and privacy-
preserving architecture in the realm of smart homes. The
primary goal of the proposed architecture is to restrict what
can be deduced about individual training data from the
model. To do so, the authors proposed an access control
smart contract on the private Ethereum blockchain to guar-
antee security among clients, IoT devices, and the cloud. It
authenticates various access requests to smart home devices.
To preserve privacy, they also utilized TensorFlow machine
learning and Renyi differential privacy. Ultimately, Sun et al.
proposed an efficient hierarchical delegable signature scheme
that ensures forward security [153]. It offers fine-grained,
privacy-preserving authorization for citizens in smart home
environments and guarantees the integrity of communication
content. The authors used bilinear pairing to construct their
scheme.

¢) Digital forensics: Due to the vast number of cyber
attacks in recent years, digital forensics has become a sub-
stantial category of data and information security. It intends
to provide high-quality and reliable forensic data from attack
scenarios and determine the amount of damage [154]. Digital
forensics has the following standard procedures to achieve
evidence: identification, collection, examination, analysis, and
reporting. The results of this process play a crucial role
in increasing the robustness of smart home systems against
various attacks [155]. In fact, the outputs will be applied
as a variety of commands and configurations to defense
mechanisms, for example, IDSs/IPSs and firewalls. It is
worth mentioning that traditional digital forensics methods
cannot provide worthwhile results in modern areas, such as
IoT-enabled smart homes [156]. Smart city applications, in
particular smart homes, rely on several technologies simulta-
neously, which leads to the creation of ground-breaking and
broad attack scenarios.

Igbal et al. investigated the feasibility of performing a
forensic analysis on a variety of smart plugs [157]. The authors
leveraged five IoT devices, along with their related Android
apps. They carried out their experiments with various network
setups to obtain forensic data. They also determined the exist-
ing challenges in the current experiments for forensic analysis.
In addition, this article encompasses a review of numerous
research studies in the corresponding context. In [158], Barral
et al. explained different steps to reverse engineer a Google
Home device to extract its firmware and data. Subsequently,
they described the data analysis process, which results from the
dump. In this regard, they proposed a novel technique to repair
corrupted SquashFS file systems based on the assumption of
a single or double bit-flip per fragment. They also presented
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another new technique to manage several potential repairs
utilizing a three-valued logic.

Nowadays, IoT cameras are a low-cost and prevalent method
to provide physical security. Hence, security provisioning
in this domain is imperative since the attack surface has
expanded significantly [159]. Following the current trend,
firmware security is an important branch of device security.
Bhardwaj et al. proposed a firmware security analysis model
for IoT-based camera devices [160]. Their comprehensive
model consists of twelve steps to carry out firmware analysis
and security evaluation. In this regard, the authors quantified
the entropy of different types of camera firmware. To do so,
they measured the complexity and randomness of data-in-
transit, the complication of the firmware code, and the amount
of randomness in firmware inputs. They also extracted the
compressed file systems and performed a search for some
keywords within them.

In another scheme [161], Tok and Chattopadhyay provided
a threat model template that can be employed by enthusiasts to
discover potential threats in their own research studies. First,
they used the STRIDE threat modeling methodology and the
Microsoft threat modeling tool to detect threats. Subsequently,
they designed a threat model that consists of four layers.
Eventually, they converted the identified threats into potential
offenses and relevant evidence sources and types.

In another paper [162], Liu et al. proposed a Forensics-as-a-
Service (FaaS) model for smart home systems. The proposed
model independently operates and makes no change to IoT
devices, apps, or platforms because it utilizes a nonintrusive
solution. It employs network side-channel analysis for moni-
toring IoT devices and collecting data. Afterward, it generates
provenance graphs by segmenting and clustering the gathered
data for smart home modeling. Because nonintrusive solutions
cannot efficiently collect data and model a smart home, the
authors utilized ML techniques. Finally, they developed a
policy-based forensic analysis method using graph-based smart
home modeling.

3) Security and Privacy Analysis: Here, we examine key
security and privacy challenges in this domain. Any security
vulnerability or privacy breach in smart home systems can
be life-threatening because it directly impacts citizens’ safety.
In general, protecting citizens’ privacy in the smart home
ecosystem is a challenging issue since various smart appli-
ances continuously collect data from inhabitants. A significant
portion of this collected data consists of sensitive personal
information, which requires robust protection mechanisms.
Dragos, an industrial cybersecurity company, reported a cyber
attack that resulted in the disruption of central heating to more
than 600 apartment buildings in Lviv, Ukraine, during cold
weather [163]. The adversaries issued Modbus protocol com-
mands to ENCO controllers used for process control in district
heating, hot water, and ventilation systems. Subsequently, it
led to incorrect measurements and system failures. Here, we
also compared the studied papers in terms of security and
privacy protection mechanisms in Table VII. In this table, we
excluded digital forensics studies because they employ distinct
methods.
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V. CASE STUDIES technological and nontechnological themes. However,

In this section, we explore the practical advancements and
prosperous deployments of smart cities around the world.
Most cities around the world have started to design, develop,
and implement their smart city projects in the last decade.
There are a multitude of worldwide case studies that assist
city managers in moving toward smart city implementations.
In line with the current trend, the International Institute for
Management Development (IMD) published a thorough report
and examined the smart city index [164]. They investigated
146 cities all over the world and ranked them based on
structures and technologies under five primary areas, namely,
health and safety, mobility, activities, opportunities (work and
school), and governance. According to the report, the cities
of Zurich, Oslo, and Geneva ranked first to third, respectively.
The cities of Al-Khobar, Bucharest, Chengdu, and Zagreb also
experienced the most substantial improvements in this ranking,
as reflected by the analyzed indicators.

VI. INSIGHTS AND LESSONS LEARNED

In this section, we discuss the insights and lessons learned
from the literature reviewed. As mentioned earlier, the
smart city is a multidisciplinary research domain covering

nontechnological subjects, such as social, cultural, and
environmental issues, are beyond the scope of this research.
It is worth mentioning that user-centric smart city applica-
tions (i.e., smart parking, smart charging, and smart home)
have some common security and privacy challenges. For
instance, preserving the privacy of identity, location, and finan-
cial information are critical concerns in both smart parking and
smart home environments, indicating that privacy preservation
remains a primary issue in these domains. While these privacy
challenges also exist in smart charging, an additional and
significant concern is the security of EV charging stations.
Any vulnerability in this area can impact smart grids, which
are critical infrastructures. It may threaten national security
and public safety. Consequently, the nature of threats and the
corresponding protection mechanisms in smart charging differ
from those in smart parking and smart home ecosystems.
Our survey demonstrates that security and privacy are
integral portions of smart cities. In accordance with the
current trajectory, new smart city projects must implement the
following strategies: 1) smart cities integrate a plethora of
interconnected devices. Hence, security and privacy measures
must prioritize a unified defense strategy rather than a series
of isolated solutions; 2) the exchange and analysis of cyber
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threat intelligence files across security organizations in smart
cities is essential for staying aware of ground-breaking vulner-
abilities [165]; 3) it is compulsory to utilize the concepts of
security and privacy by design; 4) using novel advancements,
in particular post-quantum cryptosystems, is indispensable;
5) security protocols in this context should be lightweight to
achieve shorter execution times. It will result in improving
citizens’ experience, convenience, and contentment; and 6)
some user-centric smart city applications, such as smart
charging, link citizens to critical infrastructures. This can be a
point where most forthcoming attacks and damages can occur.
Thus, implementing resilient defense measures, such as ZTA,
is necessary. We will comprehensively examine the last three
strategies mentioned above in Section VIII.

Although we focused on technological issues, nontech-
nological themes are important to strengthen smart city
deployments. In this regard, increasing citizens’ security
awareness about the risks of cyber attacks and privacy disclo-
sure, as well as methods for augmenting cybersecurity in daily
activities, is an undeniable necessity [166].

VII. DISCUSSIONS ON THIS SURVEY

In this section, we provide a brief review of the contributions
and limitations of this study. Our survey is a detailed and
up-to-date study that investigates key security and privacy
challenges in recently trending smart city applications from a
new perspective. This survey emphasizes user-centric applica-
tions, reflecting the core mission of smart cities to enhance
citizens’ quality of life. We examine applications that are
frequently used by citizens in their daily lives, such as smart
parking, smart charging, and smart homes. Contrary to current
studies, our survey initially attempts to accurately define the
concept of a smart city. It assists in providing a better and
deeper understanding for readers to conduct future research
works in this area. It is carried out by presenting the definition
and leading technologies of the smart city, along with superior
methods to protect security and privacy. Our survey also
provides a comprehensive discussion of open challenges and
future research directions to support the development of secure
and privacy-preserving smart cities. Ultimately, this article
distinguishes itself by focusing on research that employs
cryptographic schemes.

Nonetheless, further research should be performed both in
academia and industry. This will result in enhanced security
and privacy preservation for citizens, which in turn paves the
way for the development and deployment of smart cities. In
future work, we will thoroughly investigate how Al-based
methods can strengthen the security of smart city services and
protect citizens’ privacy.

VIII. OPEN CHALLENGES AND FUTURE RESEARCH
DIRECTIONS

Although remarkable studies have been conducted in
academia and industry, there is a need to develop several solu-
tions to address existing security vulnerabilities and privacy
violations, as well as to provide higher efficiency. Here, we
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clarify the research gaps in this context to motivate researchers
in academia and industry to conduct future research studies.

A. Post-Quantum Cryptography

The security of smart cities, including their critical
infrastructures, services, and applications, depends heav-
ily on public-key cryptosystems, such as ECC. Moreover,
public-key cryptosystems constitute a significant component
of privacy-preserving protocols within smart city environ-
ments. Nonetheless, quantum computers will soon pose a
significant threat to public-key cryptosystems. A power-
ful quantum computer, equipped with a sufficient number
of qubits and high-quality quantum gates, can not only
break numerous asymmetric encryption algorithms but also
weaken the security of symmetric encryption algorithms [167].
Therefore, designing post-quantum cryptosystems is a crucial
step toward achieving privacy-preserving and secure smart
cities.

Lohachab et al. [168] and Ferndndez-Caramés et al. [169]
conducted a comprehensive survey to secure IoT networks.
They investigated IoT characteristics, various types of post-
quantum cryptosystems, and challenges for applying these
cryptosystems in an IoT network. In [170], Sharma et al.
proposed a post-quantum secure ant colony optimization pro-
tocol for 5G smart cities. It uses ring learning with error-based
key exchange, which provides robustness against quantum
computer attacks. The proposed protocol can manage Internet
of Vehicles (IoV) environments with dynamic changes in
network topology based on controllers, destination, vehicle
mobility, and road structure. Although post-quantum cryp-
tosystems can provide essential security in the era of quantum
computers, there are two important challenges, as described
below.

1) Meeting the Requirements of Users: The major goal
of researchers in the area of cryptography is to present the
highest security achievable under different restrictions in real-
world scenarios. As an example, a novel implementation of
McEliece’s code-based system takes less computation time
than ECC [171]. Nonetheless, the large key size is the
main barrier to its wide development. Future works of post-
quantum cryptography (PQC) in the context of the smart
city should consider compatibility with resource-constrained
IoT devices [168], [169]. Computation time, communication
overhead, and energy consumption are three paramount prop-
erties that should be considered to meet the limitations of IoT
devices.

2) Standardization: Standardization is a prerequisite for
the broad deployment and acceptance of post-quantum cryp-
tosystems. Although de facto standards sometimes emerge
without studies in standard organizations, official standardiza-
tion is more accepted. It also significantly decreases relevant
risks. In this regard, Kumar [172] and Kan et al. [173]
performed an in-depth study on the research, development,
and standardization of post-quantum cryptosystems. Following
the current trend, the NIST opened a call and is standardizing
the selected post-quantum cryptosystems. The NIST selected
three candidates in the section of digital signature algorithms
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and one candidate for the section of public-key encryption and
key-establishment algorithms in 2022 [174].

Eventually, the NIST released the first three finalized stan-
dards for PQC, titled federal information processing standards
(FIPSs) 203, FIPS 204, and FIPS 205 [175]. FIPS 203 is a
cryptographic scheme, while FIPS 204 and FIPS 205 belong to
digital signature schemes. This significant milestone marks the
beginning of a new era of security. Nonetheless, it is essential
to develop standardized post-quantum cryptosystems tailored
to various domains, such as IoT, to address their specific
requirements.

B. Zero-Trust Architecture

Though there are some flaws in the existing conventional
security mechanisms, they provide a reasonable level of pro-
tection. It is worth highlighting that, in most cases, technology
itself does not inherently cause security problems. Instead,
human errors in technology implementation create opportu-
nities for attackers. However, traditional mechanisms cannot
achieve strong protection for security-sensitive applications.
Several smart city applications connect citizens with critical
infrastructure systems. As explained earlier, smart charging is
an example in this context.

ZTA is a novel paradigm that can provide drastic defense
and resilient safety. The first systematic model of this concept
dates back to 2010 by Kindervag et al. [176]. He explained
that ZTA aims to optimize current security architectures and
technologies to achieve future flexibility. Based on the report
of the NIST, ZTA is not a straightforward concept that can be
realized by only one technology [177]. It will be built based
on different elements, including continuous and context-aware
authentication, risk-aware access control, micro-segmentation,
encryption, and threat intelligence, as described in [178].

In [179], Xagoraris et al. performed a study about the
role of a zero-trust security framework for sustainable and
resilient smart cities. Initially, they investigated the threats
and vulnerabilities in an IoT and cloud-based smart city.
They also reviewed potential cyber attacks in the area of
smart grids. Ultimately, they studied the importance of a
zero-trust security framework based on blockchain to mitigate
the existing vulnerabilities and risks. Wang et al. proposed
an accurate and privacy-preserving traffic flow prediction
scheme based on zero trust in the smart city [180]. They
leveraged the locality-sensitive hashing technique to convert
multiparty sensor data to related indices in offline mode. In
another scheme [181], Zhao et al. designed a zero trust-
based security architecture for charging stations. The proposed
scheme comprises an ECC-based authentication protocol and
zero trust-based access control. It preserves the confidential-
ity of messages transmitted between vehicles and charging
stations.

Although zero-trust models can provide resilient security
protection, preserving users’ privacy while designing zero-trust
schemes is challenging. Aligning with the current issue, most
authentication and access control protocols in this context use
behavior events during the access process [113]. It can result
in citizens’ privacy leakages by creating users’ profiles. Hence,
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future works in this context should propose privacy-preserving
schemes based on the zero-trust concept.

C. Wireless Technology (6G)

Connectivity is one of the indispensable elements of estab-
lishing smart cities since it realizes ubiquitous computing [14].
Thus, the quality of various services in the smart city pre-
dominantly depends on communication technologies. Smart
city applications require broad coverage, low latency, high-data
rate, and reliable communication technologies. Nowadays, 5G
provides suitable performance and responds appropriately to
existing requirements. Nonetheless, it is necessary to take steps
toward 6G because, in the not-too-distant future, 5G cannot
provide satisfactory services in smart cities. The continuous
increase in the number of connected devices and, as a result,
the explosive growth of data are the paramount causes for
migrating to 6G. The 6G market is projected to grow from
U.S. $5.9 billion in 2023 to about U.S. $100 billion by 2033,
with a CAGR of 35.2% from 2023 to 2032 [182].

Nidhi et al. [183] explained that 6G technology is estimated
to reach almost complete geographical coverage, geo-location
update rates in milliseconds, and subcentimeter geo-location
accuracy. They also defined the following 6G use cases:
human digital twin, high-speed Internet access in the air,
modern smart cities, autonomous systems, and holographic
communication-based extended reality (XR).

In another study [184], Singh et al. described Al as
one of the enabling technologies of the 6G. Hence, 6G is
expected to train itself and learn through real-time feedback
from the environment. Nevertheless, Al algorithms impose
heavy computational overhead, which results in high power
consumption. Therefore, there is a great need to develop
optimal AI methods, new signal processing models, and
efficient power supply mechanisms. They also determined
blockchain-based spectrum, quantum communications, spatial
modulation-MIMO, and orbital angular momentum (OAM)
multiplexing as other enabling technologies of the 6G. Finally,
they introduced the following applications that are dependent
on the development of the 6G: tactile Internet, holographic
communication, industrial Internet, fully automated driving,
and the Internet of Bio-Nano-Things.

Quantum computing is a substantial driver for shaping the
future of the 6G. As an example, quantum key distribution
is a leading-edge topic in this area, which can augment the
security of communication networks. Quantum machine learn-
ing is another modern paradigm to increase the efficiency of
optimization algorithms. Akbar et al. [185] present a thorough
survey about the role of quantum computing in 6G technology.
Initially, they conducted a literature review and recognized
fifteen important applications of quantum computing in 6G.
Afterward, they carried out interviews with industry experts to
identify the best practices for the main applications of quantum
computing in the 6G. Eventually, the authors presented 49
best practices to effectively implement the identified important
quantum applications in the 6G.

In [186], the authors proposed an autonomous irrigation
system based on [oT, Al and 6G. In this scheme, providers
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or operators can develop auto-learning models to optimize
network parameters, resources, and architectures. Furthermore,
the 6G network provides consistent availability and supports
various QoS requirements for a vast number of devices.
The development and deployment of the 6G create new
challenges related to standardization, security, and privacy.
The significant increase in pervasive connectivity provided by
6G will expose smart cities to a new generation and ground-
breaking threats. Extended attack surface, data privacy and
integrity, Al-powered cyber attacks, and physical layer-based
attacks (e.g., jamming of terahertz signals [187]) are potential
threats in this context. Hence, 6G cellular networks require
further research, particularly in terms of security and privacy.

D. Lightweight Security Protocols

Researchers in the field of cryptography have always faced
the great challenge of balancing security and performance.
On the one hand, the consistency of service availability in
smart cities is an undeniable necessity. On the other hand, to
counter ever-increasing cyber attacks, it is vital to improve the
security and privacy of citizens. Thus, the development and
employment of lightweight security protocols is an indispens-
able solution because most citizens own resource-constrained
smartphones when using smart city applications. Furthermore,
various types of IoT equipment are also resource-restricted
devices that cannot tolerate heavy processing, which causes the
battery to deplete quickly. Over the past decade, researchers
have leveraged various cryptographic primitives, such as PUFs,
fuzzy extractors, and hash functions, to develop lightweight
security protocols [134], [135].

In [188], Thakor et al. performed a comprehensive review
of lightweight cryptography algorithms. Initially, they stud-
ied the performance of the selected algorithms. Afterward,
they performed an accurate cryptanalysis. Eventually, the
authors investigated several real-time use cases. In another
study [189], Thabit et al. studied lightweight block, stream,
and hybrid ciphers. Subsequently, they focused on the sym-
metric lightweight block ciphers. In this regard, they presented
a thorough security assessment, performance comparison, and
computational complexity analysis.

In 2018, the NIST opened a call to standardize lightweight
cryptography algorithms [190]. Ultimately, they announced the
selection of the Ascon family in February 2023. Therefore, the
NIST and the Ascon team have decided to start standardizing
it, which is in progress. Despite all the efforts [191], it is
necessary to enhance the security of the existing algorithms
and propose other novel algorithms to provide robustness
against growing threats. The newly presented algorithms
should be able to withstand potential quantum computer
attacks. Noura et al.’s research work is an example of how to
bridge this gap [192]. They proposed a new lightweight and
dynamic key-dependent stream cipher algorithm for emerging
systems. It consists of two functions: a typical round function
based on cryptographic primitives, and another function for
updating these primitives. The results demonstrate that it
is compatible with resource-restricted devices and real-time
applications.
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Robustness against quantum computer attacks and emerg-
ing attack vectors, such as machine learning-based attacks
or modern side-channel techniques, along with efficiency
improvements, are prime issues in future works of
lightweight cryptography. Minimizing key sizes, utilizing
more frequent dynamic keys, reducing block sizes, sim-
plifying rounds, and creating straightforward key schedules
are other open challenges that require attention from
researchers [193].

E. Metaverse

The concept of Metaverse has reached significant interest
in recent years, particularly after Facebook rebranded as
Meta in 2021. Metaverse can be considered an immersive 3-
D virtual world where people can interact using avatars to
perform their daily activities [194]. In addition, there is a
potential for communications, transactions, and new experi-
ences globally [195]. Metaverse consists of several advanced
technologies, for example, augmented reality (AR), virtual
reality (VR), Al, blockchain, digital twins, IoT, and 3-D
modeling.

An economic report indicates that the capital spent on the
Metaverse was more than U.S. $120 billion in 2022, which
is projected to create a maximum value of U.S. $5 trillion
by 2030 [196]. Another economic study by the European
Parliament estimates that the worldwide market size of the
Metaverse will reach €597.3 billion by 2030 [197]. In [198],
Yaqoob et al. investigated the application of Metaverse in the
context of smart cities, along with its enabling technologies.
Initially, they defined notable advantages of the Metaverse
for smart cities. Afterward, they studied several Metaverse-
based solutions for various smart city applications, such
as smart homes and smart transportation. This study also
consists of some evolving projects and use cases, for exam-
ple, Microsoft Mesh, Amazon AR view, Decenteraland, and
Nikeland.

In another study [199], Sarwatt et al. presented a thorough
review of the Metaverse application in smart transportation.
It includes real case studies and ongoing research projects
throughout the world. They also studied the economic, tech-
nological, and societal impacts of Metaverse incorporation
in smart transportation, along with corresponding challenges.
Furthermore, they explained, for example, how Metaverse can
improve safety in smart transportation by accident prevention,
road hazard warning, and intersection collision warning. The
development of Metaverse will cause security and privacy
challenges because it leverages novel technologies. As an
example, AR and VR are two cutting-edge technologies
propelling the Metaverse. They pose new security risks and
vulnerabilities as clarified in [200] and [201]. Concerning the
same issue, social engineering, DoS attacks, and identity theft
are common threats in this area [202].

F. Digital Twins

The digital twin is a promising technology for developing
and deploying future smart cities. It can be defined as a
virtual replica of a physical object, system, process, or concept,
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created through a software model or computer program that
interacts with and remains aligned with its physical coun-
terpart [203]. It allows us to perform simulations, testing,
monitoring, and analysis [204]. In addition, by generating a
digital twin of a physical entity, organizations can obtain useful
insights, leverage data-driven decisions, and optimize overall
performance. It has gained significant attention in the last
decade in academia and industry. Following the current trend,
some technology pioneers, for example, Nvidia and Meta,
have announced that they are investing in digital twins. The
global market of digital twins is estimated to reach U.S. $110.1
billion by 2028 from U.S. $10.1 billion in 2023, growing at a
CAGR of 61.3% between 2023 and 2028 [205].

In [206], Wang et al. presented a thorough review of digital
twins with an emphasis on architecture, enabling technologies,
as well as security and privacy challenges. They proposed
an accurate classification of security and privacy threats in
the Internet of Digital Twins (IoDT), which include but
are not limited to relevant threats to data, communication,
and privacy. Subsequently, they studied security and privacy
countermeasures in [oDT, such as data security, authenti-
cation, access control, and trust management. Here, IoDT
denotes a network of linked virtual twins and their corre-
sponding physical entities, along with their properties and
values. Although digital twin technology provides a lot of
advantages in smart cities, some barriers hinder its leverage.
In the following, we explore open security and privacy
challenges.

1) Data Security: Data plays a crucial role in the IoDT
because there is a great need to exchange data between
virtual twins and their relevant physical objects to
maintain synchronization. There is also another data
flow among virtual twins. Therefore, data tamper-
ing [207], data poisoning [208], and model inconsistency
attacks [209], along with the desynchronization of digital
twins [210], are serious threats to data in this part.

2) Privacy Protection: The collected data in the IoDT often
consist of citizens’ personal data. Subsequently, they
will be shared among different entities within the IoDT.
Hence, this continuous and ubiquitous data collection
and sharing exposes citizens’ private information to
various information disclosure risks. Privacy leakage in
model aggregations [211] and model deployments [212],
membership inference attacks [213], and model inver-
sion attacks [214] are potential threats in this area.
It is worth mentioning that data owners should be
able to determine data components for selective disclo-
sure [215]. Aligning with the current issue, blockchain
is a promising technology to safeguard data privacy in
this domain [216].

3) Communication Security: Intertwin (data exchange
among virtual twins) and intratwin (data exchange
between virtual twins and their related real-world entity)
communications require strong security mechanisms to
ensure confidentiality and integrity. Otherwise, it will
result in attacks, such as eavesdropping, message flood-
ing, interest flooding, DoS, and DDoS attacks. In this
regard, data encryption, access privilege, penetration
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testing, and automated code scanning are key protection
methods [217].

IX. CONCLUSION

In this article, we reviewed the pressing security and privacy
challenges in smart cities from a new lens. Initially, we
conducted a detailed overview of the smart city, comprising
leading technologies, along with renowned security and pri-
vacy schemes. Afterward, we investigated the security and
privacy issues of recently trending user-centric applications
of the smart city, namely, smart parking, smart charging,
and smart home. We classified each smart city application
according to its inherent attributes. Thereafter, we reviewed
the state-of-the-art research works in each smart city applica-
tion based on a security and privacy analysis approach. We
also provided a comparison of known security and privacy
protection mechanisms for the selected smart city applications.
Hence, we presented two different taxonomies for all smart
city applications to provide profound insights for readers.
Moreover, we investigated successful case studies and high-
lighted key insights and lessons learned from the literature.
Ultimately, we provided a thorough section on future research
directions, encompassing the most recent topics to illuminate
and pave the way toward secure and privacy-preserving smart
cities.
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