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Detecting Multi-Step Attacks: A Modular Approach
for Programmable Data Plane

Abir Laraba, Jérome Francois, Isabelle Chrisment
Université de Lorraine - Inria, France
firstname.lastname@loria.fr

Abstract—The increasing sophistication of attacks over the last
years such as the proliferation of complex multi-steps attacks,
calls for new monitoring models and methods for diagnosing the
attacks’ severity and mitigating them in a timely manner. In this
paper, we propose an in-network monitoring approach capable
of detecting a set of composed behaviors and consequently
triggering different levels of alerts and reactions. Our approach
is based on a Petri Net model capable of aggregating individual
attacks into a multi-step composition. To this end, we propose
a method for deriving a Match-Action Table (MAT) abstraction
from a Petri net model. MATs can be then deployed on a P4
programmable data plane, enabling flexible re-composition of
attack detection steps at runtime. We demonstrate the feasibility
of our proposal by modeling the detection of a multi-step DNS
cache poisoning attack and implementing the model on a P4
programmable data plane.

Index Terms—P4, Programmable data plane, Security, SDN,
Monitoring, EFSM, Petri Nets, DNS

I. INTRODUCTION

Network attacks are becoming more sophisticated and
evolving to become multi-step attacks that very often pass
through a set of steps and attackers before impacting the
final target [1]. Multi-step attacks improve the efficacy of
even common attacks such as DNS cache poisoning attacks
as illustrated by the authors in [2]. Both the DNS request
transaction ID and the source port are used to avoid brute-
forcing of DNS answers. However, the authors demonstrate
that the attacker can first guess the source port by performing
a port scan and then a brute force on the DNS Transaction ID,
which avoids a combinatorial explosion.

Stateful approaches have been shown to be efficient for
detecting and mitigating such attacks [3]-[5]. Stateful security
monitoring usually requires advanced software or hardware
appliances [6], [7], which are expensive and vertically in-
tegrated with little programmability. Recently, with the ad-
vent of the Software-Defined Networking (SDN) paradigm,
the softwarization of network functions has promoted higher
flexibility in configuring and monitoring networks from both,
control and data plane point of view. Especially, advances
in programmable data plane enabled by P4 programming
language [8] and Protocol Independent Switch Architecture
(PISA) [9] create new opportunities for performing line-rate
stateful security monitoring in the data plane.

P4-based security monitoring solutions have already been
proposed in the research literature [10]-[13]. The switches
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are usually deployed with a dedicated program to handle
the attack, since switches are attack-specific, they are very
efficient. However, they sacrifice the flexibility offered by
programmable switches.

Different multi-step attacks can have one or more com-
mon steps such as IP/TCP scanning, brute-forcing, etc. The
attacker can change or refine their behavior over time, so the
composition of steps of an attack can also evolve. For these
reasons, being able to compose and recompose a detection
and mitigation procedure would be beneficial for flexibility
and responsiveness.

In this paper, we address the challenge of efficiently
monitoring a compound attack and eventually react against
it. We propose to separate the decision module from the
detection modules, in this way enabling the network operators
to define an appropriate level of mitigation through different
compositions of these modules. The decision module can
be represented by an abstraction synchronizing the set of
detection modules. Therefore, the users can control decisions
and reactions on an attack progression at run-time using one
model abstraction. This approach is highly configurable, easy
to manage and helps in defining multiple security alert levels.

Our solution consists of a two-layer security monitoring
approach in P4 programmable data plane. In the first layer,
we adopt an Extended Finite State Machine (EFSM) abstrac-
tion [13] that we apply to define detection modules. This
approach allows to detect individual attacks and thus suppose
a perfect knowledge about the attacker behaviors or threats in
advance. Our new approach empowers the composition of a
set of an attack behaviors. The second layer corresponds to
the decision module that gathers information from the first
layer detection modules. The decision module is modeled
using a Petri net which gives the possibility to compose
behaviors of attacks at runtime and to define a set of alert
levels based on the composition of behaviors from the first
layer. J.P McDermott [14] was the first to introduce the
approach of using Petri net for attack modeling and called
it attack nets. Tokens moving from place to place indicate
the progress of the attack. As described at [14] a Petri based
model is efficient for modeling concurrency, attack progress,
intermediate and final objectives. These different abstractions,
EFSM and Petri nets can be programmed with P4 [8] and
instantiated on programmable PISA switches. Particularly, the
concept of Reconfigurable Match-action Table (RMT) [9]



allows us to recompose the second layer on the fly, ie.
redefine the Petri net. In a nutshell, this paper proposes a
modular and configurable approach based on EFSM and Petri
net for detecting multi-step attacks in the data plane. Our
contributions are threefold:

« A two-layer method for synchronizing individual detec-
tion modules based on EFSM in a recomposable model
using Petri nets;

o A systematic technique to map this method in the P4
data-plane enabling a switch to detect and mitigate attacks
within the network (in-network);

« An experimental validation of our technique on the DNS
multi-step cache poisoning attack.

The rest of the paper is structured as follows. We present
an overview of the proposed approach in Section II. We then
provide details of the proposed Petri net model in Section
III and the mapping into a P4 programmable data plane in
Section IV. We describe the DNS cache poisoning and our
application to this multi-step attack in Section V. We report
our findings from the experimental evaluation in Section VI.
Some deployment considerations are discussed in Section VIL.
After a summary of the related work in Section VIIIL, the paper
draws conclusions and points out future research perspectives
in Section IX.

II. PROPOSED APPROACH

Multi-step and sophisticated attacks are based on a combi-
nation of behaviors. Every individual step contributes to the
effectiveness of the attack. These steps can be sequential, par-
allel, optional or alternative. Detecting such attacks at an early
stage can be done by correlating observations representing the
different attack steps. In this paper, we assume that each attack
step aims a particular sub-goal or stage. Based on the attack
progression and on reached sub-goals, we can define different
levels of alerts and reactions.

The proposed approach illustrated in Figure 1 models the
relations between the attack sub-goals and their combinations.
It is based on a two-layer modeling. A first layer (low layer)
relies on a set of detectors in charge of monitoring individual
sub-goals or stages of an attack. A second layer (high, global
layer) represents a decision model which is synchronized with
the set of behaviors detected from the first layer modules
and defines possible decisions and alert levels. This high-level
module checks whether individual detectors have reached their
sub-goals to decide on the attack progression based on a user-
given attack representation. Indeed, our approach allows the
user to compose the different behaviors according to his own
needs.

Since our method is defined to be deployed on P4-based
programmable switches and run at line-rate, we have faced a
number of constraints. A P4 program [15] defines the packet
processing starting with the parsing phase. Once a packet is
parsed, the retrieved headers can be then used to apply the
processing logic and actions (drop, forward, etc.) with the
support of re-configurable Match-Actions tables (MAT). On
such platforms, complex processing is heavily limited [16].

Detection Module

Fig. 1. Approach overview

For instance, stochastic models should be prohibited, state
management is not supported for recursive functions, no loop
is allowed, etc. In our approach, we mainly rely on:

o Match-Actions tables (MAT): match lookup keys with
packet fields or computed metadata with actions.

o metadata: data generated and computed during P4 pro-
gram execution (e.g. switch queue size).

« registers: stateful constructs (across packets) read/written
by actions.

We combine a Petri net model with a set of EFSMs models
[13] to be able to detect sophisticated attacks. We explicitly
separate the attack decision (monitoring) module from the
attack detection modules.

o First layer (Detection modules). This layer includes
a set of individual EFSMs models. EFSMs have been
proved to be P4-compatible either within the pro-
grammable logic or using Match-Action tables [13].
However, representing an EFSM with only MATSs con-
sumes a lot of tables entries and is less efficient than a
compiled program running the EFSM model. Obviously,
compiled programs discard the possibility to modify the
EFSM model. Therefore, every detector has to represent
an EFSM of an individual and generic attack stage or
sub-goal (scan, connection attempt, etc.). It can be then
pre-deployed on the switch and leveraged by the user
through the combination of behaviors in the second layer.
It is worth mentioning that non EFSM models could also
be programmed and compiled with the P4 programmable
logic to define other types of attack detection modules
but this is out of the scope of this paper.

« Second layer (Decision module). In this layer a Petri
net models the possible reactions and alerts based on
the behavior combination information gathered from the
detection modules. The relations between the first layer
elements (composition, sequence, parallelism) are de-
fined. The main advantage of the Petri net model is
its simplicity, which can be implemented using Match-
Action Tables (MATs). The MATSs are reconfigurable at
runtime and so they are supporting the flexibility of our
approach. Therefore, a user can define and redefine the
composition of the behaviors on the fly.



The Petri net describes the semantics of an attack event
combination, synchronization, and composition during a
multi-step attack. Depending on the behavior detected at
each EFSM model, the tokens of the Petri Nets indicate
whether a certain sub-goal has been achieved.

As a summary, on a target P4 switch, EFSM models are
compiled to a set of conditional statement programs which
can not be modified at run-time but generate tokens in a Petri
net. The fundamental advantage of the proposed approach is
that a Petri net enables a modular monitoring by mapping it
into a MAT that is more configurable at run-time via a control
plane. The Match Action Table is configurable, based on the
attack risk levels and the composition of the set of an attack’s
sub-goals.

III. COMPOSITION MODEL
A. Petri Net to compose attacks

We suppose that a multi-step attack is composed of a set
of sub-goals SG = {sg1,592,..,59n} and stages AS =
{as1,asa, ..,asm}; each stage represents the composition of a
set of sub-goals to achieve an intermediate objective. The set
of sub-goals and stages are combined to reach a final attacker
objective. Therefore, an attack AT'K is defined as follows:
ATK = {SG}U{AS}

Figure 2 illustrates an example of our Petri net model, where
an attacker can reach three subgoals, SG = {1,2,3}, and 3
stages, AS = {A, B,C}.

We define a Petri Net PN by a 5-tuple PN =
(P,T,M,Mp, R) with:

o P, the set of places, represents the set of an attack’s sub-

goals SG and stages AS, such that, Vsg; € SG : dp; €
P,Vas; € AS : dp; € P.
A set of reaction actions, namely decision, can be
associated with the set of places representing an at-
tack stage, such that, Vp, € AS ddecision =
{0, drop, alert, ..,etc.}. The decision can be, for exam-
ple, doing nothing (empty), an alert, or a drop action. It is
worth mentioning that this set of actions is not fixed and
depends on the switch capabilities which can be leveraged
as actions in a MAT, e.g., placing packets in different
QoS queues or modifying them. However, this assumes
the reaction type is available to be used in MATs (either
native or implemented beforehand similar to EFSMs). In
our example P = {1,2,3, A, B,C'}

o A set of tokens M. The presence of one token in a place
indicates that an attack sub-goal sg; € SG or an attack
stage as; € AS has been achieved.

o A marking function Mr : P x M denotes the marking
of a place p with a token. This action is triggered by
a module of the first layer (e.g., EF'SM model) to
inject tokens into the Petri model when executed. This
is different to the usual Petri net models where tokens
are initiated with an initial marking. In our case, tokens
can be injected externally and the Petri net execution can
be changed based on external events (modeled by EFSM).

e A transition ¢ € T is connected to input and output
places with arcs. A transition is enabled if each input
place contains at least one token and it produces one
token in each output place. The transition represents a
conditional set of an attack’s sub-goals or stages to be
validated to reach another stage. In our model, unlike the
semantics of transitions in common Petri nets, a token
is not consumed from a place by a transition to another
place. Hence, when attacker reaches an attack sub-goal or
stage, this information is voluntary made persistent over
time. In the example in Figure 2, a token in place A will
be added if there is at least one token in places 1 and 3.

o The arc r €R if r connects places and transitions and is
formally defined as the couple (i,0) where i € P and
o€ Tort e T and o € P exclusively. Hence, places
cannot be connected directly.

Decision: {D, Decision: {D,
alert level, drop ...} alert level, drop ...}
. P -
i > » A > »
@ - x > c
'3
<d a
>
2 —> B
Decision: {Q,

alert level, drop ...}
Fig. 2. Petri Net Example

Once the Petri Net model PN is defined, the execution
of its transition system will change tokens through places.
The state of its execution can be represented by the pres-
ence of tokens in each place and is formally denoted as
PN’ = (pl(m)vp2(m)7"'vpn(m)~ By analogy, SG' =
{sq1(status), sga(status), ..., sgn(status)} represents the
different status of each sub-goal sg; where sg; = 1 <=
pi(m) > 0 (sg; is binary).

B. Attack sub-goals

The global model based on Petri net is independent of
detection modules because the marking function Mg can be
instantiated by any type of modules. However, in this paper,
we adopt the EFSM abstraction for modeling the detection of
each sub-goal related to an attack. This abstraction has been
proven to support the right level of expressiveness to capture
stateful attacks without the explosion of the number of states
and, most of all, it can be mapped into the P4 primitives as
proposed in [13]. An EFSM is formally defined as a 7-tuple
(S,E, A I,V,C,T), where : S is the set of states, E the set
of events, A the set of actions, I the set of initial states,
V' the set of variables, C the set of conditions and 7" the
set of transitions. At the switch level, packets are parsed and
the extracted information from headers is used to change the
current state of the EFSM (e.g. TCP flags) and/or apply actions
(e.g. update a variable like the last seen TCP sequence number,



modify packet header, etc.). To cope with the proposed layered
model, the decision module (Petri net) must synchronise with
the detection module (the set of EFSMs). Hence, the action set
is augmented with the marking function M to add a token
into the Petri net at a specific place.

IV. MAPPING PETRI NET MODEL INTO P4
A. Match-Action Table representation

To map and execute the Petri net model into a P4 pro-
grammable pipeline, the Petri model needs to its particular
constructs. As highlighted in Section III-A, a transition is trig-
gered when all input places are marked. It is worth mentioning
that a transition requires at least one token in the input places
and, in our case, tokens are maintained and made persistent
once set in a place. Therefore, keeping track of the number of
tokens can be omitted. For the same reason, the attack stages
do not need to be maintained because they can be recovered
from the persistent tokens in places representing sub-goals.

Hence, a single MAT is used to model the Petri net where
the lookup keys represent the places of the sub-goals p € SG,
one bit for each p € SG. For example, 8 places are represented
as a single byte and 10010000 is the match key when tokens
are present on py and ps. To keep in memory the state of
the Petri net, i.e. the token, we rely on P4 registers that are
stateful constructs written and read by P4 actions. However,
they cannot be used directly in MAT lookup keys. Note that
registers are extern functions, i.e. vendor specific, but they are
assumed to be present and usable as they are also a basic
functionality. When processing a packet, P4 allows the use of
metadata to get contextual information about the switch. For
example, queue occupancy can be retrieved in a metadata but
there is also user-defined metadata. It is thus possible to read
register values as metadata similarly to parse a packet into
header structure and save metadata in a register.

As a result, we define a set of metadata representing
the places p € SG and use the registers to maintain
them persistent over the processing of packets subsequently:
Meta = {meatadata;, metadatas, .., metadata,} where
Vsg; € SG : Im; € M P with m; = 1 when sg; has been
reached (a token is in the place), 0 otherwise.

Each entry in the MAT with match values (€ Meta) set to 1
represents the set of sub-goals composing a stage achievement
as; € AS, and so the action of this match is the reaction
defined for as;.

Table I corresponds to the Petri net depicted in Figure 2:

o The first line represents the achievement of the sub-goal

1 and 3, the applied action (e.g., alert level 4) is the one
associated with the stage A € AS.

o The second line represents the achievement of the stage
B composed of sub-goal 2 and 3.

« The third line represents the stage C' corresponding to the
achievement of the sub-goal 2 and stage 2, which in turn
corresponds to sub-goals 1 and 3. As highlighted, tokens
are persistent, so the attack stages are easily recovered
from sub-goals without maintaining the individual states
of each stage. As a result, it is more memory-efficient.

TABLE I
PETRI NET AS A MAT

[metal meta2 meta3 |

1 0 1
0 1 1
1 1 1

actions |

decision € A (e.g., alert level 4)
decision € B (e.g., alert level 3)
decision € C (e.g., drop)

B. Petri net execution

Algorithm 1 describes how the first and second layer are
synchronized in a minimal example, in particular without
the detection program. Lines 2-4 actually define only the
synchronization part of the first layer. If an attack sub-goal
sg; € SG is achieved (line 2), a token is set on a place p;
by the action setToken(p;) € EFSM, that uses the marking
function.

In the data plane, marking tokens on places is represented
by setting a metadata; € Meta to 1 to indicate the presence
of a token on a place p; (line 6).

The Petri net tuple is abstracted to a MAT in the data plane,
the set of match fields are the set of metadata € Meta and the
decision is a predefined action with respect to the achieved
attack stage (line 7).

Algorithm 1: EFSM and Petri net synchronization
algorithm

1 Definitions:

« n: number of the attack sub-goals SG

o setToken(p): function triggered by an external model
to set tokens
Synchronization between FF'SM and PN
if sg;(status) = achieved then

setToken(p;) => Mp : P x M

end if
Synchronization between PN and M AT
Mrp : P x M — metadata; = 1
PN : (p1(m), pa(m), ., pn(m)) —>
table(matchy (metadata, ), matchs(metadatas),
..., matchy, (metadatay,) | decision)

NN RN

V. APPLICATION TO MULTI-STAGE DNS CACHE
POISONING ATTACK

In this section, we demonstrate the viability of our proposed
layered approach to detect the recent DNS multi-stage cache
poisoning attack [2].

To poison the DNS cache, an attacker starts with a DNS
request sent to the victim DNS server as shown on left of
Figure 3 (step 1). This server is in charge of the recursive
resolution by requesting other DNS servers within the Internet
(step 2). The objective of the attacker is to reply first with a
valid answer to one of these requests. To be valid an answer
must match the domain initially requested but also the source
port and query ID used by the DNS server. In the past, the
source port was not randomized and it was feasible to brute


















