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Abstract—In this paper, we propose an approach for anomaly
detection in Internet of Medical Things based on the soft voting
between the most accurate machine learning algorithms. We
compare 12 machine learning and 5 deep learning algorithms
for anomaly detection to identify the top 3. We apply these
algorithms over public annotated dataset with network and
physiological parameters. The soft voting predicts the anomaly
based on the predicted probability by each individual model
from the selected 3. We also compare the performance of the
17 algorithms before and after dimensionality reduction using
two different techniques, and we found that soft voting using
CatBoost, XGBoost and LightGBM outperforms hard voting and
other algorithms, achieving a detection accuracy of 97.45% and
a false alarm rate of 2%.

Index Terms—HealthCare; IoMT; CyberSecurity; Anomaly
Detection, Machine Learning; Feature Selection.

I. INTRODUCTION

The widespread deployment of Internet of Medical Things
(IoMT) for remote patient monitoring was accelerated by
COVID-19 and confinement, as well as the advance of Ar-
tificial Intelligence (AI) that significantly improves diagnosis
accuracy from acquired vital signs, and also reduces the
lag time between disease detection and treatment. The use
of IoMT has significantly improved healthcare services for
early detection of diseases and patient’s emergency. Remote
monitoring releases beds in hospitals and allows healthcare
professionals to serve more patients. However, IoMTs attract
attackers because of the acquired private data, have constrained
resources and connectivity through the internet.

IoMTs currently constitute more than 30% of Internet of
Things (IoTs) devices used in the market. Most of ToMT
devices implement encryption to preserve confidentiality and
authentication of medical data. However, IoMT devices are
vulnerable to several attacks, such as data manipulation by
a Man in the Middle (MitM), session hijacking, spoofing,
misbehavior, reverse engineering, Advanced Persistent Threat
(APT [1]) and zero-day attacks that exploit vulnerabilities,
which makes the existing protection methods useless.

The attackers always try to find vulnerabilities and use ad-
vanced techniques to evade detection. Various attacks targeted
IoT devices, such as the bashlite botnets and their successors
Mirai botnets [2]. The constrained resources and energy of
IoMTs devices make the implementation of protection systems
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extremely difficult. Successful attacks on IoMT device may
threat the life of monitored patients and impact health care
operations. Therefore, anomaly detection should be a high
priority in remote health monitoring using IoMTs [3].

Several Machine Learning (ML) and its subset Deep Learn-
ing (DL) algorithms had been applied for intrusion detec-
tion [4]. However, the analysis of network traffic alone is not
enough for detecting attacks. In IToMTs, biometric parameters
of monitored patients give a view of the patients’ condition,
and there are correlations between these parameters. A heavy
change in the patient’s data may result from modification at-
tack to influence the Confidentiality, Integrity and Availability
(CIA) of healthcare data. Therefore, we use a dataset that
combines biometrics and network traffic to detect attacks and
to enhance the accuracy of the detection system when the
attacks occur.

Various IoMT devices are available in the market for real
time monitoring of patient and the acquisition of its vital signs.
Sensors can acquire several physiological parameters, such as
ECG, EEG, Pulse, SpO2, Heart Rate, etc., from the attached
body. These sensors communicate with the Local Processing
Unit (LPU) using wireless technology, such as, Bluetooth Low
Energy, Zigbee or other low energy wireless communication
protocols.

The LPU receives and analyze acquired data to make
decisions and send notifications to healthcare professionals
or control commands to other devices, such as automatic
medication for patients with chronic disease, i.e. the command
of drug infusion pumps to deliver the required treatment.
During COVID-19, a low SpO2 from the pulse oximeter will
instruct the ventilator to modify the oxygen level to prevent
asphyxia and maintain the patient alive.

In this paper, we use a model based on soft voting of
ensemble ML methods to enhance the detection accuracy
instead of using a single algorithm. The ensemble contains the
top 3 accurate algorithms and soft voting outperforms the hard
voting. To identify the top 3 supervised ML algorithms, we
conduct performance comparison between 12 classifiers from
ML and 5 from DL on a dataset that contains both IoMT
network and physiological parameters. We compare these
algorithms over the dataset from Washington University in
St. Louis Enhanced Healthcare Monitoring System (WUSTL

498

Authorized licensed use limited to: University of Waterloo. Downloaded on March 11,2025 at 16:59:00 UTC from IEEE Xplore. Restrictions apply.



2023 IEEE Global Communications Conference: Selected Areas in Communications: E-Health

EHMS) to identify the top 3. The WUSTL EHMS 2020
combines both flow metrics and patients’ biometrics from the
sensors attached to the body of the patient to the gateway. Our
experimental results show that the soft voting in the ensemble
classifier has higher accuracy than other algorithms. After-
ward, we study the impact of Recursive Feature Elimination
with Cross Validation (RFECV) and the Principal Component
Analysis (PCA) on the performance of these algorithms.

The remainder of this paper is organized as follows. Sec-
tion II presents recent related work. Section III describes our
proposed approach for anomaly detection in IoMTs based on
soft voting. Section IV shows experimental results on public
dataset with network and physiological parameters. Finally,
section V concludes the paper and presents our future work.

II. RELATED WORK

Several ML and DL algorithms have been applied for
anomaly detection in data collected by remote monitoring
systems. Rani et al. in [5] applied Support Vector Machine
(SVM) to forecast the state of the monitored patient, Zhang et
al. in [6] applied Random Forest (RF) over the Knowledge
Discovery and Data Mining 1999 (KDD’99) dataset and
obtained an accuracy of 95% with low false alarm rate.

Azimi ef al. in [7] applied 1D Convolutional Neural Net-
work with 3 layers to classify anomalies in ECG signal. Khan
et al. in [6] applied the DL Convolutional Neural Network
(CNN) and Long Short Term Memory (LSTM) algorithms for
anomaly detection in IoMT traffic. Meidan et al. in [8] applied
deep autoencoders used in DL on the IoT dataset (N-BaloT)
for the identification of compromised IoT devices that were
part of Mirai and BASHLITE. Rahmadika et al. in [9] applied
Recurrent Neural Network (RNN) from DL for misbehavior
detection in IoMTs devices.

Zolanvari et al. in [10] applied the Logistic Regression (LR),
K-Nearest Neighbor (KNN), SVM, Naive Bayes (NB), RF,
Decision Tree (DT), and Artificial Neural Network (ANN)
over the WUSTL-IIOT-2021 and found that RF outperforms
the other models. The dataset contains only flows information
with IoT related traffic, which limit its utility for IoT security
analysis. Meidan et al. in [8] applied AutoEncoders (AE)
on N-BaloT dataset and compared the result with SVM,
Local Outlier Factor (LOF) and Isolation Forest (IF) and
their comparison result showed that AE outperforms the other
models for the detection of 10 types of attacks from 2 botnets
(BASHLITE and Mirai).

Koroniotis ef al. in [11] compared the performance of RNN,
SVM and LSTM over the Bot-IoT dataset, which contains real
and simulated IoT traffic and found that SVM has the best
accuracy. Ferrage et al. in [12] applied the DT, RF, SVM,
KNN and Deep Neural Network (DNN) on the Edge-IloTset
Dataset. They found that DNN outperforms other models with
an accuracy of 99.98%.

Recently, Si-Ahmed er al. in [13] review ML methods
for intrusion detection in IoMTs, with the advantages and
disadvantages of each ML based method and the datasets
used. Hady er al. in [14] provides a dataset that combines

both the flow and biometrics of the monitored patient and
their experimental results proved that the combination of
network and biometrics data improves the accuracy. They
compared 4 ML algorithms on the dataset, namely RF, KNN,
SVM and ANN, and they found that ANN achieves the best
performance (92.98%) when compared to the 3 other methods.
This research is similar in spirit to our work, where we are
looking to identify the top 3 ML algorithms adequate for
remote healthcare monitoring.

Gupta et al. in [15] used a tree classifier in an attempt to
enhance the performance over the same dataset. Dhairya et
al. in [16] applied the LSTM model to detect the presence of
malicious wearable device and their model reach a precision
of 88%. Kumar et al. in [17] presented an ensemble classifier-
based intrusion detection (DT, RF and NB) in the first stage.
XGBoost was used in the second stage to distinguish normal
from abnormal records. Their model obtained 96.35% accu-
racy in classifying the attacks in IToMT. However, their results
are obtained over the industrial IoT dataset with weather
sensors and their reported accuracy may not be applicable for
detecting IoMT network attacks.

Kilincer et al. in [18] applied Recursive Feature Elimination
followed by Multi-Layer Perceptron (MLP) on the same
dataset used in this paper. They obtained an accuracy rate of
96.2%. Rashid et al. in [19] applied PCA and RFECV on large
dataset for diabetes disease detection. Their results showed
that these reductions techniques improve the classification
accuracy. Therefore, we want to study their impact on the
analysis accuracy and performance of ML and DL algorithms
over biometrics data.

To identify the top 3 models, we compare the performance
of 12 different classifiers from ML and 5 algorithms from DL
that have been widely used in the literature. The ML algo-
rithms are: NB, LR, KNN, SVM, DT, ExtraTrees (ET), RF,
AdaBoost (AB), GradientBoosting (GB), CatBoostClassifier
(CB), eXtreme GB (XGB), Light GB (LGB). The DL algo-
rithms are: Artificial Neural Network (ANN), Convolutional
Neural Network (CNN), Recurrent Neural Network (RNN),
Long Short-Term Memory (LSTM) and Deep Boltzmann
Machine (DBM). We found the boosting algorithms (CB, XGB
and LGB) outperforms all others algorithms including the DL
models.

The main objective of our work is to propose a lightweight
approach adequate for the constrained resources of portable
processing devices. Our approach is based on soft voting
between the top 3 accurate ML models, and aims is to achieve
the best performance without complex processing, a good
detection accuracy with low false alarm rate. We also study
the impact of dimensionality reduction techniques (PCA and
RFECV) and evaluate their impact on detection accuracy.
We evaluate our approach on a dataset having large number
of normal data and small ratio of anomaly with unbalanced
classes.
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III. PROPOSED APPROACH

In this section, we describe the overall architecture of
our proposed system. The deployment scenario is shown in
Figure 1, where IoMTs devices are deployed on the body of
the monitored patient to acquire biometrics parameters, and
transmit the measured data to a Local Processing Unit (LPU),
such as a tablet or a SmartPhone for data processing and health
emergency detection as shown in Figure 1.

O

ECG

)

Pulse

Fig. 1. IoMTs for remote monitoring

ML and DL have been applied for anomaly detection and
each model has its advantages when compared on a different
dataset as discussed in the related work section. To enhance
detection accuracy, we applied the soft majority voting, where
it’s important to consider several factors. Soft majority voting
involves combining the probabilistic predictions of multiple
models to reach a final prediction. Therefore, the best ML
algorithm for soft majority voting is the one that produces
highly accurate and reliable probabilistic predictions. It’s also
essential to select algorithms that complement each other,
as the combined predictions should cover a wide range of
possible outcomes.

Ensemble methods are often considered effective for soft
majority voting for anomaly detection in IoMT involving
a combination of multiple ML models to achieve a high
level of accuracy and reliability. The IoMT is a network of
interconnected medical devices that generate a large amount of
data, and accurate anomaly detection is critical for identifying
and mitigating potential risks to patient health.

First, a diverse set of ML algorithms will be selected, such
as RF, Gradient Boosting (GB), and several neural networks.
These algorithms will be trained on a dataset of IoMT sensor
data to generate probabilistic predictions for each data point.
The data will be pre-processed to remove noise, normalize
features, and handle missing values. However, the selection of
the best ML algorithms for soft majority voting will depend
on the specific problem and the available data, as different
algorithms may perform better in different scenarios.

We perform exploratory data analysis and derive the per-
formance metrics of 12 ML and 5 DL algorithms to identify
the top 3 models. To evaluate the effectiveness of the selected
models, performance metrics, such as precision, recall, and
F1 score will be calculated to determine the accuracy and
effectiveness of each model. Next, a soft majority voting
approach will be used to combine the predictions of the
top 3 individual models. Soft majority voting calculates the
probability of each possible class label for a given data point

and combines the probabilities from each model to determine
the final class.

The boosting algorithms, namely CatBoost, XGBoost and
LGBM were selected as members of the soft voting ensemble.
CatBoost is based on gradient boosting and uses decision trees
as the base models to achieve high accuracy by minimizing
the negative log-likehood in the loss function as given by
Equation 1:

Ly, f(x)) = —log(P(y|z)) ey

Where y is the class, f(z) is the predicted probability, and
P(y|z) is the probability of the true label given the input.
The XGBoost is based on decision trees and uses an ensemble
of weak learners to predict the class. The LGB is similar to
XGB but uses a different approach when building the decision
trees. Instead of building trees level-by-level, LGB uses a leaf-
wise approach that can result in faster training times and lower
memory usage. The objective function is given in Equation 2:

Ly, f(x)) = log(1 + exp(=2y f(x))) 2)

The decision function for the class ¢ using the soft voting is
given in Equation 3:

3

¢ = arg maz Y~ (wipi(. ) ®

i=1
where w; = 1/3 and p;(x,c) denotes the probability that
instance x is expected to belong to class ¢ using the model
number ¢. The output class is the class with the largest
summed probability from models. In summary, using soft
majority voting for anomaly detection in IoMT can improve
the accuracy and reliability of detecting potential risks to
patient health. By combining the predictions of multiple ML
models, the system can account for variations in the data and
achieve a higher level of confidence in its predictions.

We also analyze the impact of the dimensionality reductions
methods, namely the PCA and RFECV on the performance
of these models. Suppose we have a set of features F' =
{f1,-.-, fn}. To reduce the computational complexity, we
start by studying the impact of reducing the features through
PCA and RFECV on the performance of the ML algorithms
after deleting insignificant features F' = {fi,- -, fm} with
m < n in both cases (before and after soft voting).

IV. EXPERIMENTAL RESULTS

In this section, we will present our experimental results and
evaluate the performance of our proposed approach on the
Washington University in St. Louis Enhanced Healthcare Mon-
itoring System (WUSTL-EHMS-2020) dataset, which contains
biometrics and traffic flux from IoMT. The dataset is detailed
in [13], [14], where a Man in the Middle (MitM) spoofs/alters
the packets and redirects them to the server. In addition
to network data, the biometric data, namely the Heart Rate
(HR), the Respiration Rate (RR), the ST elevation in the
ElectroCardioGram (ECG), the SYStolic (SYS) and DIAStolic
(DIAS) blood pressure, the oxygenation rate (SPO2), the Pulse
Rate (PR) and the body temperature (TEMP).
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The dataset contains 16.318 records, and 44 fields where
35 features are network flows and 8 are patients’ biometric
features and the last field is the label (0 for normal and
1 for attack traffic). This is the only public dataset that
contains both traffic and physiological parameters. We start
the preprocessing stage, where we convert IP addresses into
numbers, and we remove the source Mac (SrcMac used to
label the data), destination MAC (DstMac), Direction (Dir)
and Flags (flgs). We remove the records where source port
contains the string fido and tfido in order to convert the whole
fields in the data frame into numbers. We also fill the missing
values by the last non null value. Afterward, the dataset is
standardized as follow:

= 2k )

where p is the mean of the feature x; and o is the standard
deviation. However, the distribution of classes is heavily
unbalanced: 14.272 normal records (87.5%) and 2.046 attack
records (12.5%), which makes the model biased towards the
normal data and may result in poor performance, reduced
accuracy, difficulty in identifying the attack and overfitting
to the majority class. Therefore, we applied uniform random
sampling to balance the minority and majority classes.

The preprocessed and balanced dataset is divided into 2
parts: train and test. The train-test split is 80-20, where 80%
of instances are used for deriving the 12 ML and 5 DL models,
and 20% are used as test for performance evaluation of these
models. The 12 ML classifiers are: LR, NB, KNN, DT, SVM,
AB, RF, ET, GB, CB, XGB, LGB. The 5 DL models are:
ANN, RNN, DBN, CNN and LSTM. The associated Receiver
Operating Characteristic (ROC) curves for each model in ML
are shown in Figure 2. The SV is used to denote the Soft
Voting between the top 3 classifiers from the previous figure:
CB, XGB and LGB. To compare with the 5 DL models, we
add the ROC for each DL model to the ROC of ML in Figure 3
for the sake of clarification and comparison.

To compare classification models, we derived 5 performance
metrics, namely: accuracy, precision, recall and Fl-score as
given in the following equations:

TP+ TN

A = 100 5
Y = TP Y FPYTN + FN ®)

. TP
Precision = TP—l—iFP (6)

TP
Recall = m (7)

9« Precisi

Pl seore — (2 % Precision * Recall) ®)

Precision + Recall

Where TP is the number of True Positives, FP is the number
of False Positives, FN is the number of False Negatives and
TN is the number of True Negatives. The accuracy is the
proportion of correctly classified instances, the precision is
the proportion of TP out of all positives predictions, the recall
is the proportion of TP out of all actual positives and the F1-
score is the mean of precision and recall. Finally, the AUC is
calculated using integration or various approximation methods

TABLE I
PERFORMANCE COMPARISON
Algorithm | AUC | Acc. (%) | Precision | Recall | Fl-Score
LR 0.82 74.24 0.779 0.742 0.728
SVM 0.83 76.55 0.789 0.765 0.757
DT 0.92 85.3 0.853 0.853 0.853
NB 0.76 64.28 0.759 0.643 0.582
KNN 0.9 90.04 0.906 0.9 0.9
AB 0.93 84.81 0.848 0.848 0.848
RF 0.94 86.27 0.863 0.863 0.862
ET 0.92 83.48 0.835 0.835 0.835
GB 0.96 88.7 0.887 0.887 0.887
CB 0.99 94.29 0.943 0.943 0.943
XGB 0.99 96.84 0.969 0.968 0.968
LGB 0.99 95.87 0.959 0.959 0.959
NY% 0.99 97.45 0.975 0.974 0.974
ANN 0.9 81.17 0.812 0.812 0.811
RNN 0.95 85.91 0.859 0.859 0.859
DBN 0.87 79.34 0.799 0.793 0.791
CNN 0.93 85.05 0.851 0.851 0.85
LSTM 0.77 77.89 0.797 0.779 0.773
TABLE II
TRAINING AND CLASSIFICATION TIME (S)
Algorithm | Train Test Algorithm Train Test
LR 0.05 4.21e-7 CB 4.74 3.44e-06
SVM 2.883 | 0.00033 XGB 1.11 4.11e-06
DT 0.08 5.96e-07 LGB 0.19 1.73e-05
NB 0.009 | 1.05e-06 SV 3.20 1.81e-05
KNN 0.001 0.0003 ANN 7.59 8.76e-07
AB 0.45 1.73e-05 RNN 18.94 1.5e-06
RF 0.94 2.2e-05 DBN 6.28 0.000222
ET 0.47 3.37e-05 CNN 11.226 0.00023
GB 1.8 2.63e-6 LSTM 84.14 0.00088

(trapezoidal in Equation 9), and used to show the ability of the
model to distinguish between positive and negative instances.

9)

N-1
AUC — Z (FPiy1 — FPy) ; (TP, +TP;11)

i=1
FP; and TP; are the false and the true positive rate respec-
tively at the ith threshold, and N is the total number of
thresholds considered.

The values of these 5 metrics (Accuracy, Precision, Recall,
Fl-score and AUC) are given in Table I and also compared
in Figures 4, 5, 6 and 7. To compare the computational
complexity of each model, the training and classification time
for each algorithm are given in Table II. As the dataset is
balanced, the values of accuracy and precision are near to
each other. We found that CB, LGB and XGB are the top
3 algorithms performing better across multiple metrics and
validation methods. The SV stands for Soft Voting of these
3 models and achieves good performance when compared to
others.

We also analyze the impact of dimensionality reduction
using PCA and RFECV on the performance of these algo-
rithms. In contrast to PCA, the number of features to be
chosen in RFECYV is not specified in advance, but is instead
determined through cross-validation. Thiss prevents overfitting
and ensures the selection of significant features by repeatedly
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fitting the model after removing a subset of features until
the performance of the model stops improving. However,
both dimensionality reduction techniques have an impact on
the performance of the classification algorithms as shown in
Figures 8 and 9. The ROC curves after the dimensionality
reduction are shown in Figures 10 and 11 for PCA and
RFECV, respectively.

These results prove that boosting algorithms are more
suitable for healthcare monitoring, where their performances
outperform the DL algorithms and have lowest prediction time
compared to other models. The computational complexity are

Fig. 8. PCA followed by ML algorithms

o
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Fig. 9. RFECYV followed by ML algorithms

O(TnD?), O(TnDlog(D)) and O(TnD?) for CB, XGB and
LGBM respectively. T is the number of trees, n is the number
of samples and D is the number of features. The use of soft
voting between the top 3 ML algorithms slightly enhances the
prediction accuracy of these boosting algorithms.

V. CONCLUSION

In this paper, we applied 12 ML and 5 DL models on
the dataset WUSTL-EHMS-2020, which contains both flow
and biometrics features to identity the top 3 algorithms for
anomaly detection in IoMT. We compared the performance
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Fig. 10. ROC with PCA

of these algorithms and we found that boosting algorithms,
namely CB, XGB and LGM achieve the best performance
on this dataset for healthcare monitoring. In contrast to what
we were expecting after reviewing the related work, boosting
algorithms outperform DL models. We applied a soft voting
between these 3 algorithms and compared the ROC before and
after dimensionality reduction using PCA and RFECV, where
both of them reduce the performance of all algorithms and
change the ranking of some algorithms.

In the future, we plan to compare our results with an AE
trained only on normal data and used for anomaly detection.
The AE falls under the category of unsupervised learning and
we only focused on supervised ML in this paper. AE can also
be used as a dimensionality reduction technique, by exploiting
the encoded data with reduced dimensionality as input for ML
algorithms. Other words, identifying a reduction technique to
reduce the temporal and spatial complexity of the ML models
for healthcare monitoring is what we plan to do in our future
work.
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