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Abstract— In this paper, we propose a robust secure com-
munication scheme for a two-Unmanned Aerial Vehicle (UAV)
scenario with the assistance of Intelligent Reflecting Surface
(IRS), in which one legitimate user and one eavesdropper are
considered. In the proposed scheme, the information is trans-
mitted from one UAV named information UAV to the user via
the assistance of the IRS, while the jamming information is
transmitted by the other UAV named jamming UAV equipped
with multi-antenna to interfere with the eavesdropper and
safeguard the communication between information UAV and
legitimate receiver. For the considered communication system,
we assume that the Channel State Information (CSI) of the
eavesdropping channels are imperfect. In this imperfect CSI
case, we formulate a robust non-convex optimization problem.
By jointly optimizing UAV transmit power, trajectory, and
IRS phase shifters, the suboptimal average secrecy rate of the
proposed scheme can be obtained. Specifically, Lagrangian dual
transform and quaduratic transform are introduced to convert
the objective function into more tractable form; S-Procedure
is used for handling CSI uncertainty; and a two-stage penalty
function algorithm is applied to obtain rank-one phase shifters
solution. Numerical simulation results validate some interesting
insights: (1) The IRS can bring strong robustness to the two-UAV
security communication system; (2) Deploying jamming UAV in
the IRS-UAV security communication system can greatly improve
security performance, especially employing more antennas at the
jamming UAV.

Index Terms— Secure communication, intelligent reflecting
surface, information UAV, jamming UAV, imperfect channel state
information.
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I. INTRODUCTION

WITH their attractive properties such as high mobil-
ity, strong Line-of-Sight (LoS) link, and low cost,

Unmanned Aerial Vehicle (UAV) as a solution of choice
in several wireless communication environments to improve
communication quality plays a significant role in future com-
munication systems. The authors in [1] listed the advantages
and the challenges of UAV based air-to-ground wireless com-
munications compared to terrestrial communications. It is
worth pointing out that the high-data rate communications
provided by strong LoS links also lead to information leakage
to eavesdroppers. Therefore, physical security layer (PLS)
improvement of UAV communications has drawn more atten-
tions in recent years. In [2], the authors first proposed a
scenario of passive eavesdropper in UAV communication, and
the Average Secrecy Rate (ASR) of the proposed system can
be maximized by jointly optimizing the UAV’s trajectory and
transmit power. A worse wireless environment including an
active eavesdropper under uplink transmission was proposed
in [3]. Obviously, since the active eavesdropper can transmit
artificial noise to the legitimate user, it is more threatening
than the case with only the passive eavesdropper. These
works considered several potential eavesdropping situations
and pointed out that the PLS improvement can be achieved
by optimizing UAV trajectory and power control.

Recently, Intelligent Reflecting Surface (IRS) is considered
as an emerging technology with significant potential for the
design of future wireless communication systems, due to its
low cost and low energy consumption. In particular, as a
passive meta-surface composed of large number of low-cost
passive reflecting elements, it can reconstruct the environment
of wireless electromagnetic wave. As a result, the throughput
enhancement of the wireless system is realized. To further
explore the performance of IRS, the authors in [4] consid-
ered an IRS-aided communication network with single-user
and multi-user. By jointly optimizing phase shifters, hybrid
beamforming and power allocation, the authors in [5] revealed
that the IRS has better performance for IRS-aided mmWave
communication systems as compared to the case without IRS.
Since IRS can provide more spatial diversity gain to desired
user with extremely low power consumption, the PLS of
integration of IRS and UAV networks has significant potential
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for improving ASR. In [6], [7], and [8], the authors studied
a simple scenario of an integrated IRS-aided UAV communi-
cation system with a single user and a single eavesdropper,
for which the results showed that the ASR of the scheme
with IRS outperforms the case without IRS. These works are
preliminary attempts at the PLS of the UAV-IRS communi-
cation system. For the extension investigation of PLS of the
UAV-IRS communication system, the authors in [9] considered
a robust aerial reflcetion and jamming scheme, in which the
aerial IRS might be deployed on the UAV platform to robustly
transmit information to a legitimate user with the help of a
fixed IRS in the presence of multiple eavesdroppers for the
harsh communication environment. The worst-case of secrecy
of the proposed scheme outperforms that of other benchmark
schemes, which indicates that IRS has great potential for
enhancing PLS of communication systems.

Not just the IRS, there have been several alternative tech-
nologies over past few years to improve the PLS of UAV
networks. The authors in [10] investigated the introduction
of an single-antenna jamming UAV for cooperatively jam an
single-antenna eavesdropper with an single-antenna informa-
tion UAV, and the single-antenna information UAV tends to
transmit confidential signal to an single-antenna user. In [11],
a two-UAV security communication system with a legitimate
user and multiple illegal users has been studied, and the work
in [12] and [13] maximized the minimum ASR of two-UAV
security communication system with multiple legitimate users
and multiple eavesdroppers. To maximize the energy efficiency
for secure UAV communication system, in [14], Cai et al.
introduced a multi-antenna jamming UAV to interfere with
multiple eavesdroppers on the ground. All these schemes
pointed out that the significant secrecy improvement can
be achieved by deploying an jamming UAV to the UAV
networks.

A. Motivations and Contributions
The aforementioned works demonstrated that: (1) The IRS

can be well deployed to the UAV network with negligible
low-energy consumption to provide passive beamforming at
the desired user by appropriately adjusting phase shifters;
(2) There have substantial performance improvement for
two-UAV secure communication as compared to typical single
UAV secure communication, which means that a single UAV
has limitations in such a scenario against wiretapping by eaves-
dropper. Thus, motivated by the aforementioned works on
benefits of IRS and two-UAV secure communication schemes,
we introduce an jamming UAV to better interfere with the
eavesdropper with the aid of an IRS. Specifically, since the IRS
is more likely to be deployed at certain altitudes to establish
strong LoS links between itself and receiver, we propose
to employ multiple antennas at the jamming UAV to focus
the interference signal on the eavesdropper with the aid of
passive beamforming achieved by a large number of reflecting
elements on the IRS [14]. Furthermore, the knowledge of the
channel state information (CSI) of the eavesdropping channels
is imperfect due to the challenging channel estimation for the
eavesdropping channels in practical scenario [7], [15], [16].
To the best of our knowledge, this is the first scheme of robust

two-UAV secure downlink communication assisted by IRS.
The contributions of this work are summarized below.

1) A novel robust cooperative jamming scheme in a
two-UAV communication system model with the aid
of IRS is proposed. In this model, the multi-antenna
jamming UAV transmits interference information to the
eavesdropper via the IRS for secure UAV communica-
tion by taking into account imperfect CSI.

2) The suboptimal ASR of the proposed system is solved
by Alternating Optimization (AO) approach based on
Lagrangian dual transform (LDT), quadratic transform
(QT), S-Procedure, successive convex approximation
(SCA), semi-definite programming (SDP), complex
value-based first order Taylor approximation (CFTA),
and two-stage penalty function (PenFun) algorithm.
Specifically, to handle strong coupling of variables,
we first divide the reformulated problem into three
sub-problems, and then introduce the LDT and QT meth-
ods to transform original objective function into more
tractable form. S-Procedure methods are used to convert
infinite number of constraints into the finite number of
constraints. SCA and CFTA are used for approximating
non-convex terms in constraints and the objective func-
tion. To address the unit-modulus constraints induced
by the IRS, we introduce PenFun algorithm to obtain a
rank-one solution. This is different from the Gaussian
randomization method, which is commonly used for
obtaining a rank-one solution, and it leads to signifi-
cant performance loss compared with proposed PenFun
algorithm, especially when the number of reflecting
elements increases, as verified in simulation results.

3) Numerical results validate the effectiveness of the pro-
posed robust scheme. Specifically, we find that the
introduction of IRS in the two-UAV security communi-
cation system can improve robustness, as compared with
the baseline without IRS, which will be verified in the
simulation results. Furthermore, numerical results show
that the multiple antennas employed at the jamming
UAV can focus more artificial noise on the eavesdropper,
by exploiting the spatial degrees of freedom brought by
the multiple antennas at the jamming UAV and passive
beamforming provided by the IRS.

B. Organization

The rest of the paper is organized as follows. In section II,
we present the system model and problem formulation.
In section III, we propose methods for solving non-convex sub-
problem divided by original problem. The simulation results
are given in section IV. Finally, the conclusions are given in
section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

As shown in Fig. 1, we consider a dual-UAV sys-
tem model on secure IRS-assisted wireless communication.
Without loss of generality, a three-dimensional Cartesian
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Fig. 1. Illustration of two-UAV communication system assisted by IRS.

coordinate system is considered, in which there are infor-
mation UAV and multi-antenna jamming UAV for transmit-
ting confidential information and artificial noise with the
assistance of the IRS to the user and the eavesdropper,
respectively.

We assume that all communication nodes are equipped with
single antenna except for the jamming UAV, and the locations
of ground nodes including the user and the eavesdropper
are qk = [xk, yk, 0]T and qj = [xj , yj , 0]T , respectively.
We suppose that the total flight time of the UAV is T, which
is composed of N identical time slots, i.e., T = Nδt, where δt

is the length of time slot. Accordingly, the coordinates of the
information UAV and the jamming UAV are set as q(1)[n] =
[x(1)[n], y(1)[n], H]T and q(2)[n] = [x(2)[n], y(2)[n], H]T ,
∀n ∈ N ≜ {1, . . . , N}, respectively, where H is the fixed
altitude of both the information UAV and the jamming UAV.
Then, the mobility constraints of the information UAV and the
jamming UAV are as follows

||q(u)[n + 1]− q(u)[n]|| ≤ Vmaxδt, ∀n ∈ N ,

q(u)[1] = q0, q(u)[N ] = qf , ∀u ∈ {1, 2}, (1)

where Vmax denotes the maximum speed of the UAV, the
initial and final locations of the UAVs are predetermined
as q0 and qf , respectively, u is the index of the UAVs,
and 1 stands for the information UAV (UAV(1)) while
2 stands for the jamming UAV (UAV(2)). We assume that
M reflecting elements of the IRS follow a uniform planar
array and corresponding phase-shift matrix in the n-th time
slot can be denoted by Θ[n] = diag{θ[n]} ∈ CM×M ,
where θ[n] = [ejθ1[n], . . . , ejθM [n]]T and in which θm[n] ∈
[0, 2π) ,∀m ∈ M ≜ {1, . . . ,M}. Then, we suppose that the
location of the IRS is fixed and placed in qi = [xi, yi, h]T ,
where ωi = [xi, yi]T ∈ R2 is the horizontal location
of the center of the first column elements on the IRS
which similar to [6], and h is the height of the center of
the IRS.

For the channel model, a typical quasi-static fading envi-
ronment is considered [17]. We assume that the user and
eavesdropper are surrounded by many scattering objects due
to various obstacles in urban environment such as buildings,
and thus the LoS communication links between UAVs and
ground nodes are blocked in unfavorable propagation environ-
ment. In this case, the practical Rayleigh channel model is

considered, for which the channel between UAVs and ground
nodes (i.e., the user k and the eavesdropper j) are modeled as
Rayleigh fading [8], [18]

huv(1)[n] =
√

β0(duv(1)[n])−βh̄uv(1)[n], (2)

huv(2)[n] =
√

β0(duv(2)[n])−βh̄uv(2)[n], ∀v ∈ Ψ, (3)

where Ψ ≜ {k, j}; duv(u)[n] = ||q(u)[n] − qv|| denotes the
distance of the U(u)-v link; β0 and β denote the channel gain at
the reference distance d0 = 1 m and pathloss exponent, respec-
tively; and h̄uk(1) ∼ CN (0, σ2) and h̄uk(2) ∼ CN (0, σ2INt)
represent the random Non-Line-of-Sight (NLoS) component
with each entry having mean zero and variance σ2. Note that
the NLoS component for eavesdropping links, h̄uj(1)[n] and
h̄uj(2)[n], will be discussed in Subsection II-B later.

Specifically, the IRS can be introduced to establish a
favorable propagation environment between information UAV
and the user. As a matter of fact, the IRS can be deployed to
a sufficiently high altitude surfaces such as walls of buildings,
so that the channel between IRS and UAVs as well as
ground nodes includes LoS component. Hence, we consider
the following practical channels which contains a mix of
deterministic LoS component and a random NLoS component
that is so-called Rician fading channel between ground nodes
and the IRS [8], [19]

hik =
√

β0(dik)−αh̄ik, (4)

hij [n] =
√

β0(dij)−αh̄ij [n], (5)

and the channels between UAVs and the IRS are charactered
by free-space path loss model due to a low scattering
environment caused by the IRS deployed to a certain height
[7], [20], which are shown as

hui(1)[n] =
√

β0(dui(1)[n])−2h̄ui(1)[n], (6)

Hui(2)[n] =
√

β0(dui(2)[n])−2H̄ui(2)[n]. (7)

In (2)-(7), dui(u)[n] = ||q(u)[n] − qi||, dik = ||qi − qk||,
dij = ||qi − qj || denote the distance between the IRS

and the UAV(u)/user/eavesdropper, respectively; h̄ik =√
ρ

1+ρgLoS
ik +

√
1

1+ρgNLoS
ik ∈ CM×1 denotes the small-scale

fading component according to Rician fading environment,
where ρ is the Rician factor, the LoS component gLoS

ik =
[1, . . . , e−j 2π

λ (M−1)dϕik ]T ∈ CM×1 with λ, d, and ϕik =
xi−xk

dik
being the carrier wavelength, the distance between

two adjacent reflecting elements, and the angle of arrival of
a signal at the IRS transmitted by UAV, respectively [7], [8],
and NLoS component gNLoS

ik ∈ CM×1 follows a distribution
gNLoS

ik ∼ CN (0, σ2). h̄ij [n] in (5) follows a similar structure
as h̄ik, for which the form of imperfect CSI will be shown in
Subsection II-B. The array response in (6) follows h̄ui(1)[n] =
[1, . . . , e−j 2π

λ (M−1)dϕui(1) ]T ∈ CM×1, and the array response
in (7) follows H̄ui(2)[n] = h̄M [n]h̄Nt

[n] ∈ CM×Nt ,
where h̄M [n] = [1, . . . , e−j 2π

λ (M−1)dϕui(2) ]T ∈ CM×1 and
h̄Nt

[n] = [1, . . . , e−j 2π
λ (Nt−1)dϕui(2) ]T ∈ CNt×1 have the
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similar structure as h̄ui(1)[n] [14]. We assume that there are
fully-known CSI at the user-related link and the U(u)-I link,
which can be accurately obtained through several channel
estimation methods [21], [22], [23] and thus we omit this
step in this paper for brevity.1 We also assmue that the CSI of
eavesdropping links are partially-known at the eavesdropper,
and which will be discussed in Subsection II-B later. Then,
the signal-to-interference-plus-noise ratio (SINR) of the user
and the eavesdropper are given by

γv[n] =
p[n]|hv(1)[n]|2

|(hH
v(2)[n]w[n]|2 + σ2

, ∀v ∈ Ψ, (8)

where hv(1)[n] = huv(1)[n]+hH
ivΘ[n]hui(1)[n] and hH

v(2)[n] =
hH

uv(2)[n]+hH
ivΘ[n]Hui(2)[n] denote the composite channels,

σ2 denotes the noise power, p[n] is the transmit power
of the information UAV (UAV(1)) while w[n] denotes
the corresponding beamforming vector for the jamming
UAV (UAV(2)), which are usually subject to following
constraints

0 ≤ p[n] ≤ Ppeak(1), (9)

||w[n]||2 ≤ Ppeak(2), ∀n ∈ N , (10)

where Ppeak(1) and Ppeak(2) respectively denote the maximum
peak power of the UAV(1) and UAV(2). Then, with (8), the
achievable rates at the user and the eavesdropper are given by

Rv[n] = log2(1 + γv[n]), ∀v ∈ Ψ. (11)

B. CSI of the Eavesdropper

Since the IRS can change the direction of electromagnetic
wave in wireless channel, more and more channel estimation
studies in IRS-aided communications have been investigated
[21], [22], [23]. Specifically, the performance improvements
of the IRS-aided communication systems mainly depend on
the accuracy of CSI acquisition of the IRS-related channels,
because the phase adjustment of the IRS is affected by its
accuracy of CSI acquisition. Although some of the existing
literatures have exploited the acquisition of CSI for IRS-aided
communications, it is difficult to obtain CSI accurately due to
the short pilots obtained from the previous uplink transmission
slot [24], especially the CSI of the U(u)-J link and I-J link
because of the eavesdropper’s strong hiding ability, and thus
it can avoid being detected by transmitter. We consider that
the worst channel gains of the eavesdropping channels change
with the position of the UAV [7]. Thus, the imperfect channels

1In this work, we assume that the IRS has the CSI knowledge of the
legitimate links obtained by a central controller [4]. This is reasonable because
the CSI knowledge of the user can be updated periodically, and then sent to the
central controller via the dedicated link. On the other hand, the CSI knowledge
of the eavesdropping links is assumed to be partially-known because the
eavesdropper is good at hiding itself, and it usually keep silent but may send
signals to its dedicated wireless system, which leads to signal leakage and
allows parts of the CSI knowledge to be obtained by the central controller
[7], [16].

h̄j(1)[n] and h̄j(2)[n] are given by2

h̄j(1)[n] = ĥj(1) + ∆hj(1)[n],

Ωj(1) ≜ {∆hj(1)[n] ∈ C(M+1)×1 : ||∆hj(1)[n]|| ≤ ϵj(1)},
(12)

h̄j(2)[n] = ĥj(2) + ∆hj(2)[n],

Ωj(2) ≜ {∆hj(2)[n] ∈ C(M+Nt)×1 : ||∆hj(2)[n]|| ≤ ϵj(2)},
(13)

where ĥj(1) = [ĥ
T

ij , ĥ
H
uj(1)]

T and ĥj(2) = [ĥ
T

ij , ĥ
T

uj(2)]
T are

the estimated channels, ∆hj(1)[n] = [∆hT
ij [n], ∆hH

uj(1)[n]]T

and ∆hj(2)[n] = [∆hT
ij [n], ∆hT

uj(2)[n]]T denote certain CSI
uncertainty error in the n-th time slot, and the sets Ωj(u)

contain all possible CSI uncertainty errors, which are bounded
by ϵj(u), respectively. In addition, the smaller ϵj(u) value is,
the more accurate CSI estimation can be achieved, and vice
versa.

C. Problem Formulation

We aim to maximize the ASR of the system model which is
subject to the constraints of trajectory of the UAV(u), UAVs’
total transmit power, and the phase shifters of the IRS, from the
perspective of protecting communication between UAV(1) and
the user. Thus, by taking the worst secrecy case into account,
the problem can be formulated as [7]

(P1) : max
Q,Φ,P

1
N

N∑
n=1

[Rk[n]− max
∆hj(u)∈Ωj(u)

Rj [n]]+, (14)

s.t. |vm[n]| = 1, ∀m, n, (15)
(1), (9), (10),

where Q ≜ {q(u)[n], n = 1, . . . , N} is the trajectory of the
UAV(u), Φ ≜ {Θ[n], n = 1, . . . , N} is the phase shifters of
the IRS, P ≜ {p[n], w[n], n = 1, . . . , N} represents the set
of the total transmit power of UAV(u), and (15) is constraint of
the phase shifters of the IRS according to its passive reflection
characteristic. Note that (14) in (P1) is non-smooth and non-
concave, however, it is worth noting that such an optimization
problem with the given transmit power of the UAV always
leads to a non-negative secrecy rate at each time slot [27].
Thus, the problem can be rewritten as

(P2) : max
Q,Φ,P

1
N

N∑
n=1

(Rk[n]− max
∆hj(u)∈Ωj(u)

Rj [n]), (16)

s.t. (1), (9), (10), (15).

We observe that, problem (P2) is not convex, due to not only
the non-convex constraint (15) induced by the unit modulus

2In practice, the location of the eavesdropper can be determined by
UAV-mounted camera or radar [7], [14], [25], thus we focus on the
partially-known CSI of the small-scale fading for the eavesdropping links.
Furthermore, the eavesdropping links are practically correlated with legitimate
links if the user is near to the eavesdropper [26], we assume that in this work
the legitimate links are independent of eavesdropping links for the assumption
that the user is not clear to the eavesdropper due to the eavesdropper’s strong
hiding ability. This assumption makes the problem tractable, and in this case
the optimal ASR of the problem serves as an upper bound for the correlated
case.
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Fig. 2. The flow chart of the proposed algorithm.

constraint, but also the non-convex objective function, and
the objective function in (16) includes the strong coupling
of the optimization variables, which is so difficult to handle.
In addition, the CSI uncertainty of the eavesdropping links
needs to be tackled. To tackle these difficulties, we solve the
formulated problem by using the proposed methods as shown
in section III.

III. PROPOSED ALGORITHM

In this section, as shown in the flow chart of the proposed
algorithm in Fig. 2, we decouple the optimization variables P,
Φ, and Q to deal with the coupling of all these optimization
variables by applying AO method. Then, we introduce some
optimization techniques, i.e., LDT, QT, S-Procedure, SCA,
SDP, CFTA, and PenFun algorithm. Specifically, we focus on
solving each of three sub-problems with other optimization
variables being fixed.

A. Optimzie P for Given Φ and Q

First, we consider the optimization problem of power allo-
cation under any given UAV trajectory Q and phase shifters
Φ, which can be expressed as

(P3) :max
P

1
N

N∑
n=1

(Rk[n]− max
∆hj(u)∈Ωj(u)

Rj [n]), (17)

s.t. (9), (10).

It can be seen that, although constraints (9) and (10) introduced
by the power limitation are convex, the problem in terms of P
is hard to tackle because the interference in the denominator of
SINR includes the coupling optimization variables. In addition,
we need to consider the worst case in which the achievable
rate of the eavesdropper is the largest for all possible CSI
uncertainties. To handle the intractability in (17) and the CSI
uncertainty in Rj [n], we consider the worst case that the
channel gain about U(1)-J link is strongest under all possible
CSI uncertainties. Therefore, by utilizing the similar approach
as in [7], we obtain the following optimal CSI uncertainty
error

∆hop
j(1)[n] = diag([ejτop

1 [n], . . . , ejτop
M+1 [n]])

ϵj(1)m2[n]
||m2[n]||

,

(18)

where

τop
i [n] = arg({Gw(1)[n]v[n]}i)− arg(ĥ

H

j(1)Gw(1)[n]v[n]),

∀i ∈ {1, . . . ,M + 1},
m2[n] = [|{Gw(1)[n]v[n]}1|, . . . , |{Gw(1)[n]v[n]}M+1|],

in which Gw(1)[n] = diag


√

β0
||qi−qj ||α

hui(1)[n]√
β0

||q(1)[n]−qj ||β

,

v[n] =
[
θ[n] 1

]T
, with {·}i denoting the i-th element of

vector. After substituting h̄j(1)[n] ≜ ĥj(1) + ∆hj(1)[n] with
h̄

op
j(1)[n] ≜ ĥj(1) + ∆hop

j(1)[n], we observe that the CSI
uncertainty of U(2)-J link needs to be tackled. We begin by
introducing the slack variables, {εpj(2)[n],∀n ∈ N} and using
some transformations, the following constraint is introduced

|(hH
uj(2)[n] + hH

ij [n]Θ[n]Hui(2)[n])w[n]|2

= |h̄H
j(2)[n]Gw(2)[n]w[n]|2 ≥ εpj(2)[n], (19)

where h̄
H
j(2)[n] =

[
h̄

H
ij(2)[n] h̄

H
uj(2)[n]

]
and Gw(2)[n] =√

β0
||qi−qj ||α

Θ[n]Hui(2)[n]√
β0

||q(2)[n]−qj ||β
INt×Nt

. From LDT and QT methods

in [28] and [29], and we treat w[n]wH [n] as W[n] by using
SDP method, the following Proposition 1 indicates that we
can transform (17) in problem (P3) into more tractable form.

Proposition 1: By introducing an auxiliary variable with
γ1 = {γ1[n],∀n ∈ N}, τ1 = {τ1[n],∀n ∈ N}, ϵpj(2) =
{ϵpj(2)[n],∀n ∈ N}, and applying SDP method, problem (P3)
is equivalent to

(P4) : max
P,τ1,εpj(2)

f1(P, γ1, β1)−
1
N

N∑
n=1

τ1[n], (20)

s.t. h̄
H
j(2)[n]Gw(2)[n]W[n]GH

w(2)[n]h̄j(2)≥εpj(2)[n],
(21)

log2(1 +
p[n]λop

pj(1)[n]

εpj(2)[n] + σ2
) ≤ τ1[n], (22)

W[n] ⪰ 0, (23)
Rank(W[n]) = 1, (24)
Tr(W[n]) ≤ Ppeak(2), (25)
(9),

where f1(P, γ1, β1) is defined as follows

f1(P, γ1, β1)

≜
1
N

N∑
n=1

(log2 γ̄1[n] + 2
√

γ̄1[n] Re
{

β∗1 [n]
√

A1(p[n])
}

− γ1[n]− |β1[n]|2 (A1(p[n]) + B1(W[n])), (26)

in which A1(p[n]) = p[n]|huk(1)[n] + hH
ikΘ[n]hui(1)[n]|2,

B1(W[n]) = Tr(Hk(2)[n]W[n]) + σ2 with Hk(2)[n] =
hk(2)[n]hH

k(2)[n], and γ̄1[n] ≜ (1 + γ1[n]). By setting the first
derivative of (26) with respect to γ1[n] and β1[n] to be 0,
we have

γ1[n] =
t̃21[n] + t̃1[n]

√
t̃21[n] + 4

ln 2 + 2
(

1
ln 2 − 1

)
2

,
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Algorithm 1 BCD Method for Optimizing Sub-Problem 1
1: Initialize P, γ1, and β1. Let i = 0 and set convergence

tolerance ϱ1 = 10−3.
2: repeat
3: Update γ1[n] and β1[n] for problem (P5).
4: Update P by solving problem (P5).
5: Update i = i + 1.
6: until |R(i) −R(i−1)| ≤ ϱ1.

β1[n] =

√
(1 + γ̃1[n])A1(p̃[n])

A1(p̃[n]) + B1(W̃[n])
, (27)

where t̃1[n] = Re
{

β̃∗1 [n]
√

A1(p̃[n])
}

, and t̃1[n], β̃∗1 [n],

γ̃1[n], A1(p̃[n]), and B1(W̃[n]) are temporary optimization
variables obtained from the last iteration. Note that, we first
use block coordinating descent (BCD) method to update γ1[n],
β1[n], p[n], W[n] iteratively, and the details is given in
Algorithm 1. In addition, the equivalence of transformation
for applying QT and LDT methods is demonstrated in [28],
[29], and the convergence also can be established. To address
the remaining non-convexity of constraints (21), (22), and
(24), we utilize the S-Procedure method in [15, Lemma 1] to
tackle infinite CSI uncertainties. In particular, constraint (21) is
transformed into (28), as shown at the bottom of the next page.
Here Xw[n] ≜ Gw(2)[n]W[n]GH

w(2)[n] and ηw(2)[n] ≥ 0.
Next, we expand the left-hand side (LHS) of constraint (22)
and then approximate non-convex terms by applying first-order
Taylor expansion, which is given by

log2 (1 +
p[n]λop

pj(1)[n]

εpj(2)[n] + σ2
)

≤ log2 Ã0[n] +
1

Ã0[n] ln 2
(εpj(2)[n]− ε̃pj(2)[n])

+
λop

pj(1)[n]

Ã0[n] ln 2
(p[n]− p̃[n])− log2

(
εpj(2)[n] + σ2

)
≤ τ1[n],

(29)

where Ã0[n] = ε̃pj(2)[n]+σ2+p̃[n]λop
pj(1)[n] with ε̃pj(2)[n] and

p̃[n] denoting the temporary optimization variables obtained
from the last iteration. We drop rank-one constraint (24) for
tractability, and then problem (P4) is rewritten as

(P5) : max
P,τ1,εpj(2),ηw(2)

f1(P, γ1, β1)−
1
N

N∑
n=1

τ1[n], (30)

s.t. ηw(2)[n] ≥ 0, (31)
(9), (23), (25), (28), (29).

Problem (P5) is jointly convex with respect to {P, τ1,
εpj(2), ηw(2)} and thus it can be efficiently solved by convex
optimization solvers such as CVX [30]. In addition, we exploit
Karush-Kuhn-Tucker (KKT) conditions for problem (P5) to
check that the solution, W[n], is of rank-one. Specifically,
we have the following Proposition 2.

Proposition 2: Suppose {pop[n], Wop[n], τop
1 [n], εop

pj(2)[n],
ηw(2)[n]} is the optimal solution to problem (P5), whose rank
must satisfies Rank(Wop[n]) ≤ 1 .

Algorithm 2 PenFun Algorithm for Optimizing V[n]
1: Initialize V, γ2, β2, and µ. Let i = 0 and set convergence

tolerance ϱ2 = 10−3, ϱ3 = 10−3, and ϱ4 = 10−3.
2: repeat
3: Optimize problem (P9) to obtain V(i+1)[n].
4: if |Tr(V(i+1)[n])− λmax(V(i+1)[n])| ≤ ϱ2 then
5: Terminate, let Vop[n] = V(i+1)[n] and go to step 12.
6: else if ||V(i+1)[n]−V(i)[n]|| ≤ ϱ3 then
7: Let µ = 2µ, and then go back to step 3.
8: else
9: Let i = i + 1.

10: end if
11: until |Tr(V(i+1)[n])− λmaxV(i+1)[n]| ≤ ϱ4.
12: Output the final solution Vop[n].

Proof: See Appendix A for the proof of Proposition 2.

B. Optimzie Φ for Given P and Q

For any given Q and P, the optimization problem of the
phase shifter matrix Φ is given by

(P6) :max
Φ

1
N

N∑
n=1

(Rk[n]− max
∆hj(u)∈Ωj(u)

Rj [n]), (32)

s.t. (15).

To address the non-convexity of (32) in problem (P6), similar
to problem (P4), with auxiliary variables γ2 = {γ2[n],∀n ∈
N}, τ2 = {τ2[n],∀n ∈ N}, φh(u) = {φh(u)[n],∀n ∈ N},
and ηh(u) = {ηh(u)[n],∀n ∈ N}, we apply Proposition 1 to
transform sum-of-logarithms in (32) in problem (P6) into the
following problem

(P7) : max
V,τ2,φh(u),ηh(u)

f2(V, γ2, β2)−
1
N

N∑
n=1

τ2[n], (35)

s.t. Rank(V[n]) = 1, (36)
V[n]m,m = 1, (37)
V[n] ⪰ 0, (38)
ηh(u)[n] ≥ 0, (39)
(33), (34), (43),

where

f2(V, γ2, β2)

≜
1
N

N∑
n=1

(log2 (1 + γ2[n])− γ2[n] + g2(V, γ2, β2)),

in which

g2(V, γ2, β2)

≜ 2
√

γ̄2[n] Re
{

β∗2 [n]
√

A2(V[n])
}

− |β2[n]|2 ( A2(V[n])︸ ︷︷ ︸
p[n] Tr(V[n]G(1)[n])

+ B2(V[n])︸ ︷︷ ︸
Tr(V[n]G(2)[n])+σ2

),

Authorized licensed use limited to: University of Waterloo. Downloaded on April 01,2025 at 21:28:08 UTC from IEEE Xplore.  Restrictions apply. 



YE et al.: ROBUST COOPERATIVE JAMMING SCHEME FOR SECURE UAV COMMUNICATION VIA IRS 1011

with G(1)[n] and G(2)[n] are respectively given by (40)
and (41), as shown at the bottom of the page. γ2[n] and
β2[n] in f2(V, γ2, β2) can be obtained by using the same
methods as in (27). Note that new constraints (36)-(38) in
problem (P7) are induced by SDP method to guarantee that
V[n] = v[n]vH [n] and unit-modulus constraints |vm[n]| = 1
still hold. Constraints (33) and (34), as shown at the bot-
tom of the page, follow from the S-Procedure method for
addressing infinite number of constraints. Here we replace
Gh(u)[n]V[n]GH

h(u)[n] with Xh(u)[n], and Gh(u)[n] are given
by

Gh(1)[n] = diag


√

β0
||qi−qj ||α

hui(1)[n]√
β0

||q(1)[n]−qj ||β

 ,

Gh(2)[n] =

Cj(2)[n] 0M×1

0Nt×M cj(2)[n]

 , (42)

in which

Cj(2)[n] =

√
β0

||qi − qj ||α
diag{Hui(2)[n]w[n]︸ ︷︷ ︸

hw(2)[n]

},

cj(2)[n] =

√
β0

||q(2)[n]− qj ||β
w[n].

Constraint (43) is given in the following by approximating the
non-convex constraint log2(1 + p[n]φh(1)[n]

φh(2)[n]+σ2 ) ≤ τ2[n]

log2

Ã1[n](
φh(2)[n] + σ2

)
+

(φh(2)[n]− φ̃h(2)[n]) + p[n](φh(1)[n]− φ̃h(1)[n])

Ã1[n] ln 2
≤ τ2[n]. (43)

Algorithm 3 BCD Method for Optimizing Sub-Problem 2
1: Initialize V, γ2, and β2. Let i = 0 and set convergence

tolerance ϱ5 = 10−3.
2: repeat
3: Update γ2[n] and β2[n] for problem (P9).
4: Update V[n] by Algorithm 2.
5: Update i = i + 1.
6: until |R(i) −R(i−1)| ≤ ϱ5.

In addition, the BCD method used for iteratively updating
optimization variables is given in Algorithm 3. Up to now,
only rank-one constraint, (36), is left as non-convex. To this
end, we introduce PenFun algorithm as in [31] to characterize
rank-one constraint. The main idea of this algorithm is to use
Tr(V[n])−λmax(V[n]) ≤ 0 to express Rank(V[n]) = 1 due
to the fact that Tr(V[n]) − λmax(V[n]) ≥ 0 for any matrix
V[n], and then we incorporate µ(Tr(V[n])−λmax(V[n])) into
the objective function with µ denoting the penalty factor which
is sufficiently large, finally we update V[n] and µ iteratively,
by approximating λmax(V[n]). To proceed, we first give the
following problem with penalty function

(P8) : min
V,τ2,φh(u),ηh(u)

1
N

N∑
n=1

(ȳ2(V, γ2, β2, τ2)

+µ(Tr(V[n])− λmax(V[n]))) , (44)
s.t. (33), (34), (37)− (39), (43),

where ȳ2(V, γ2, β2, τ2) = −f2(V, γ2, β2) + 1
N

∑N
n=1 τ2[n].

It can be shown that problem (P8) is equivalent to (P7) if there
is 0 < µ0 < +∞ such that whenever µ > µ0. In addition,
λmax(V[n]) is convex and not smooth. Motivated by [31], we
have the following expression

λmax(V[n])− λ(i)
max(V[n])

≥ uH
max(V(i)[n])(V[n]−V(i)[n])umax(V(i)[n]), (45)

[
Xw[n] (ĥ

H

j(2)Xw[n])H

ĥ
H

j(2)Xw[n] ĥ
H

j(2)Xw[n]ĥj(2) − εpj(2)[n]

]
− ηw(2)[n]

[
−IM+Nt

0(M+Nt)×1

01×(M+Nt) (ϵj(2))2

]
⪰ 0. (28)

ηh(1)[n]
[

I(M+1) 0(M+1)×1

01×(M+1) −(ϵj(1))2

]
−

[
Xh(1)[n] (ĥ

H

j(1)Xh(1)[n])H

ĥ
H

j(1)Xh(1)[n] ĥ
H

j(1)Xh(1)[n]ĥj(1) − φh(1)[n]

]
⪰ 0, (33)[

Xh(2)[n] (ĥ
H

j(2)Xh(2)[n])H

ĥ
H

j(2)Xh(2)[n] ĥ
H

j(2)Xh(2)[n]ĥj(2) − φh(2)[n]

]
− ηh(2)[n]

[
−I(M+Nt) 0(M+Nt)×1

01×(M+Nt) (ϵj(2))2

]
⪰ 0. (34)

G(1)[n] =

[
diag{hH

ui(1)[n]}hik

hH
uk(1)[n]

] [
hH

ik diag{hui(1)[n]} huk(1)[n]
]
, (40)

G(2)[n] =
[
(hH

ik diag{Hui(2)[n]w[n]})H

wH [n]huk(2)[n]

] [
hH

ik diag{Hui(2)[n]w[n]} hH
uk(2)[n]w[n]

]
. (41)
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where i is the number of iteration. By dropping irrelevant
terms, problem (P8) can be rewritten as

(P9) : min
V,τ2,φh(u),ηh(u)

1
N

N∑
n=1

(ȳ2(V, γ2, β2, τ2) + µ

×(Tr(V[n])−uH
max(V(i)[n])V[n]umax

× (V(i)[n]))), (46)
s.t. (33), (34), (37)− (39), (43).

By applying such an approximation method, problem (P9)
gives an improved solution of problem (P8), and it can be
seen that problem (P9) is convex. We present Algorithm 2
to determine µ and the solution V[n] by using CVX toolbox.
For the convergence of Algorithm 2, we have the following
Proposition 3.

Proposition 3: Suppose {V(i+1)[n], τ
(i+1)
2 [n], φ

(i+1)
h(u) [n],

η
(i+1)
h(u) [n]} is the optimal solution of problem (P9) obtained at

the i-th iteration, the objective value of (P8) is non-increasing
and convergent.

Proof: See Appendix B for the proof of Proposition 3.

C. Optimzie Q for Given P and Φ

For any given Φ and P, the optimization problem of the
UAV trajectories Q is given by

(P10) :max
Q

1
N

N∑
n=1

(Rk[n]− max
∆hj(u)∈Ωj(u)

Rj [n]), (47)

s.t. (1).

Although constraint (1) is convex, the objective function (47)
in problem (P10) is complicated, especially the presence
of CSI uncertainty, as described in section III-A. To over-
come these difficulties, we first tackle the CSI uncertainty in
(huj(1)[n] + hH

ij [n]Θ[n]hui(1)[n]) in the numerator of Rj [n].
Note that we can use the same approach as in (18) to address
the CSI uncertainty in (huj(1)[n] + hH

ij [n]Θ[n]hui(1)[n])
and obtain the optimal CSI uncertainties ∆hop

ij(1)[n] and
∆hop

uj(1)[n], then by using some transformations and replacing
h̄ij(1)[n] = ĥij + ∆hij(1)[n] and h̄uj(1)[n] = ĥuj(1) +
∆huj(1)[n] with h̄

op
ij(1)[n] = ĥij +∆hop

ij(1)[n] and h̄op
uj(1)[n] =

ĥuj(1) +∆hop
uj(1)[n], respectively, the simplified form of chan-

nel gain of U(1)-J link is given by∣∣∣huj(1)[n] + hH
ij [n]Θ[n]hui(1)[n]

∣∣∣2 = tT
j(1)[n]Sj(1)[n]tj(1)[n],

(48)

where

tj(1)[n] =
[
aju(1)[n] bju(1)[n]

]T
,

Sj(1)[n] = sj(1)[n]sH
j(1)[n],

in which sj(1)[n] =
[√

β0(h̄
op
ij(1)[n])HΘ[n]h̄ui(1)[n]√

β0h̄
op
uj(1)[n]

]
with

aju(1)[n] and bju(1)[n] denoting the slack variables related to√
(dui(1)[n])−2 and

√
(duj(1)[n])−β , respectively. The new

constraints about these slack variables follows the first-order
Taylor expansion for approximating non-convex terms, which
are given by

(dui(1)[n])2

||q(r)
(1)[n]− qi||2 + 2(q(r)

(1)[n]− ≥ qi)
T (q(1)[n]− q

(r)
(1)[n])

≥ (aju(1)[n])−2, (50)

(duj(1)[n])2

||q(r)
(1)[n]− qj ||2 + 2(q(r)

(1)[n]− qj)
T (q(1)[n]− q

(r)
(1)[n])

≥ (bju(1)[n])−
4
β . (51)

For the sake of tractability, we also introduce slack variables
{ζjq(1)[n], n = 1, . . . , N} as shown

tT
j(1)[n]Sj(1)[n]tj(1)[n] ≤ ζjq(1)[n]. (52)

To overcome the CSI uncertainty in denominator of Rj [n],
with the slack variables {ζjq(2)[n], n = 1, . . . , N}, we have
the following constraint by exploiting so-called CFTA in [32,
Lemma 1] for tractability

|h̄H
j(2)[n]Gq(2)[n]d(2)[n]|2

≥ h̄
H
j(2)[n]Xq(2)[n]h̄j(2)[n] ≥ ζjq(2)[n], (53)

where

Xq(2)[n] = Gq(2)[n]d(r)
(2)[n]dH

(2)[n]GH
q(2)[n]

+ Gq(2)[n]d(2)[n]d(r),H
(2) [n]GH

q(2)[n]

−Gq(2)[n]d(r)
(2)[n]d(r),H

(2) [n]GH
q(2)[n],

in which h̄
H
j(2)[n] =

[
h̄

H
ij(2)[n] h̄

H
uj(2)[n]

]
, Gq(2)[n] =[

β0

√
1

||qi−qj ||α
Θ[n]H̄ui(2)[n]w[n] 0M×1

0Nt×1

√
β0w[n]

]
, and

du(2)[n] =
[
aju(2)[n] bju(2)[n]

]T
with slack variables

introducing the following convex constraint by applying
first-order Taylor expansion

dui(2)[n] ≤ (a(r)
ju(2)[n])−1

+ (−1)(a(r)
ju(2)[n])−2(aju(2)[n]− a

(r)
ju(2)[n])

≤ (aju(2)[n])−1, (54)

duj(2)[n] ≤ (b(r)
ju(2)[n])−

2
β

+ (− 2
β

)(b(r)
ju(2)[n])−

2
β−1(bju(2)[n]− b

(r)
ju(2)[n])

≤ (bju(2)[n])−
2
β . (55)

To address the infinite number of the LMIs in constraint (53),
the S-Procedure method is introduced again to convert (53)
into the finite number of LMIs as shown in (49), as shown
at the bottom of the next page. Here {ηq(2)[n],∀n ∈ N}
denotes the slack variables. In problem (P10), we notice that
Rk[n] is much easier to handle than Rj [n] because it does not
have infinite CSI uncertainties. To this end, by introducing the
slack variables {ζkq(1)[n], ζkq(2)[n],∀n ∈ N} and applying
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first-order Taylor expansion, the more tractable simplified
constraints are given by

ζkq(1)[n] ≤ t
(r)T
k(1) [n]Sk(1)[n]t(r)k(1)[n]

+ 2Re{t(r)Tk(1) [n]Sk(1)[n](tk(1)[n]− t
(r)
k(1)[n])},

(56)

tT
k(2)[n]Sk(2)[n]tk(2)[n] ≤ ζkq(2)[n], (57)

where

tk(u)[n] =
[
aku(u)[n] bku(u)[n]

]T
,

Sk(u)[n] = sk(u)[n]sH
k(u)[n], ∀u ∈ {1, 2},

in which sk(1)[n] =
[√

β0h
H
ikΘ[n]h̄ui(1)[n]√
β0h̄uk(1)

]
and sk(2)[n] =[√

β0h
H
ikΘ[n]H̄ui(2)[n]w[n]√

β0h̄uk(2)w[n]

]
, and the slack variables aku(u)

and bku(u)[n] satisfy the following constraints

dui(1)[n] ≤ (a(r)
ku(1)[n])−1

+ (−1)(a(r)
ku(1)[n])−2(aku(1)[n]− a

(r)
ku(1)[n])

≤ (aku(1)[n])−1, (58)

duk(1)[n] ≤ (b(r)
ku(1)[n])−

2
β

+ (− 2
β

)(b(r)
ku(1)[n])−

2
β−1(bku(1)[n]− b

(r)
ku(1)[n])

≤ (bku(1))
− 2

β , (59)

(duk(2)[n])2 ≥ ||q(r)
(2)[n]− qk||2

+ 2(q(r)
(2)[n]− qk)T (q(2)[n]− q

(r)
(2)[n])

≥ (bku(2)[n])−
4
β , (60)

(dui(2)[n])2 ≥ ||q(r)
(2)[n]− qi||2

+ 2(q(r)
(2)[n]− qi)

T (q(2)[n]− q
(r)
(2)[n])

≥ (aku(2)[n])−2. (61)

Then, we focus on addressing non-convexity of the objective
function in problem (P10). It is worth noting that some parts
of (47) can be approximated as

RQ[n] = log2(ζkq(2)[n] + σ2 + p[n]ζkq(1)[n])−RQ
k [n]

−RQ
j [n] + log2(ζjq(2)[n] + σ2), (62)

where RQ
k [n] = log2(ζ

(r)
kq(2)[n] + σ2) +

ζkq(2)[n]−ζ
(r)
kq(2)[n]

ln 2(ζ
(r)
kq(2)[n]+σ2)

and RQ
j [n] = log2(f (r)[n]) +

ζjq(2)[n]−ζ
(r)
jq(2)[n]

ln 2(f(r)[n])
+

p(r)[n](ζjq(1)[n]−ζ
(r)
jq(1)[n])

ln 2(f(r)[n])
, with f (r)[n] = ζ

(r)
jq(2)[n] +

σ2 + p(r)[n]ζ(r)
jq(1)[n]. Based on the above, by defining

Γ ≜ {Q, aku(u)[n], aju(u)[n], bku(u)[n], bju(u)[n], ζkq(u)[n],

Algorithm 4 SCA Method for Optimizing Sub-Problem 3
1: Initialize Γ. Let i = 0 and set convergence tolerance ϱ6 =

10−3.
2: repeat
3: Solve problem (P11), and denote the optimization solu-

tion as Q(i+1)[n].
4: Set i = i + 1.
5: until |R(i) −R(i−1)| ≤ ϱ6.

Algorithm 5 Joint UAV Trajectory, Power Allocation and the
Phase Shifters Optimization Algorithm

1: Initialize P,Q, and Φ. Let r = 0 and set convergence
tolerance ϱ7 = 10−3.

2: repeat
3: Obtain P by Algorithm 1.
4: Obtain Φ by Algorithm 3.
5: Obtain Q by Algorithm 4.
6: Update r = r + 1.
7: until |R(r) −R(r−1)| ≤ ϱ7.

ζjq(u)[n], ηq(2)[n],∀n ∈ N ,∀u ∈ {1, 2}}, we can approximate
problem (P10) as the following problem

(P11) :max
Γ

1
N

N∑
n=1

RQ[n], (63)

s.t. (1), (49)− (61).

Problem (P11) is a convex optimization problem due to the
convex constraints and concave objective function, note that
there exists r-th iteration of variables, so we apply SCA
method to handle it, which details are given in Algorithm 4.
Additionally, according to [7] and [33], the angle of arrival
of a signal, ϕui(u)[n], at the IRS is approximately unchanged
compared with (r-1)-th iteration. As a result, we can obtain
ϕ

(r)
ui(u)[n] based on ϕ

(r−1)
ui(u) [n].

D. Overall Algorithm

Based on the above solutions to sub-problems (P5), (P9),
and (P11), the overall algorithm is shown in Algorithm 5.
Note that ϱ7 denotes the accuracy of threshold for ensuring
that the convergent solution can be obtained. In particu-
lar, we obtain the suboptimal solution at the r-th iteration
via solving each sub-problem in (P5), (P9), and (P11) by
Algorithm 1, Algorithm 3, and Algorithm 4, respectively.
In Algorithm 5, when the suboptimal solution P(r+1) is
obtained in step 3, we bring it into the next step to obtain
suboptimal solution Φ(r+1), then we can also obtain subopti-
mal solution Q(r+1) in step 5 based on step 3 and step 4.

[
Xq(2)[n] (ĥ

H

j(2)Xq(2)[n])H

ĥ
H

j(2)Xq(2)[n] ĥ
H

j(2)Xq(2)[n]ĥj(2) − ζq(2)[n]

]
− ηq(2)[n]

[
−I(M+Nt) 0(M+Nt)×1

01×(M+Nt) (ϵj(2))2

]
⪰ 0. (49)
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E. Complexity Analysis

First, the computational complexity of Algorithm 1 is
dominated by SDP method in step 4 since other optimiza-
tion variables γ1[n] and β1[n] have a closed-form solution,
thus the complexity of Algorithm 1 is O(I1

√
Nt(NN3

t +
N2N2

t +N3)) [16], where I1 denotes the number of iterations
required for Algorithm 1 to converge. Then, the computational
complexity of Algorithm 2 is O(I2N(M + 1)3.5), where I2

represents the number of iterations required for Algorithm 2 to
converge. Since γ2[n] and β2[n] have closed-form solutions,
the computational complexity of Algorithm 3 is dominated
by Algorithm 2, which is O(I3I2N(M + 1)3.5), where I3

is the number of iterations required for Algorithm 3 to con-
verge. Finally, the computational complexity of Algorithm 4
is O(I4(14N)3.5). Therefore, the computational complexity of
proposed Algorithm 5 for solving problem (P2) is given by
(64), as shown at the bottom of the page, here I5 denotes the
iterative number of Algorithm 5.

F. Convergence Analysis

For the step 3 of Algorithm 1, when we obtain γ1[n] in
(27) at the i-th iteration for maximizing the objective value of
problem (P5), the following inequality holds

R(γ(i)
1 , β

(i−1)
1 ,P(i−1)) ≥ R(γ(i−1)

1 , β
(i−1)
1 ,P(i−1)). (65)

Similar to the above, when we bring the suboptimal solution
γ1[n] in step 3 into step 4 to obtain the suboptimal solution
β1[n] at the r-th iteration, we have the following inequality

R(γ(i)
1 , β

(i)
1 ,P(i−1)) ≥ R(γ(i)

1 , β
(i−1)
1 ,P(i−1)). (66)

Accordingly, we have

R(γ(i)
1 , β

(i)
1 ,P(i)) ≥ R(γ(i)

1 , β
(i)
1 ,P(i−1)). (67)

Therefore, the following inequality holds according to the
transitive property

R(γ(i)
1 , β

(i)
1 ,P(i)) ≥ R(γ(i−1)

1 , β
(i−1)
1 ,P(i−1)), (68)

which means that Algorithm 1 is monotonically increasing.
Since P is bounded by limited constraints, the objective
value of problem (P5) will converge to a stationary value.
After we follow a similar aforementioned convergence anal-
ysis, Algorithm 3 and Algorithm 4 are also monotonically
increasing and convergent. The convergence of Algorithm 2 is
analyzed in Appendix B for the proof of Proposition 3. Then,
the following Proposition 4 demonstrates the convergence of
Algorithm 5.

Proposition 4: Algorithm 5 is guaranteed to be non-
decreasing, and converge to a locally optimal solution.

Proof: By utilizing a similar approach as in (65)-(68),
we can conclude that Algorithm 5 is guaranteed

Fig. 3. UAVs’ trajectories under different schemes.

Fig. 4. ASR values versus the number of iterations.

to be non-decreasing, i.e., R(P(r),Φ(r),Q(r)) ≥
R(P(r−1),Φ(r−1),Q(r−1)). On the other hand, since
P, Φ, and Q are all bounded by corresponding constraints,
we can exploit KKT conditions for all sub-problems as in
[34, Appendix C] and then combine all KKT conditions to
conclude that Algorithm 5 converges to a locally optimal
solution. This completes the proof.

IV. NUMERICAL AND SIMULATION RESULTS

In this section, we present the numerical and simulation
results to discuss the proposed scheme (S1) compared with
following other two benchmark schemes.

1) Robust scheme 2 (S2): A multi-antenna jamming UAV
is used to send the interference information to an eaves-
dropper for the UAV-aided mobile jamming scheme.
In addition, we consider that the channels from two

O

I5

I1

√
Nt(NN3

t + N2N2
t + N3)︸ ︷︷ ︸

Sub−problem 1

+ I3I2N(M + 1)3.5︸ ︷︷ ︸
Sub−problem 2

+ I4(14N)3.5︸ ︷︷ ︸
Sub−problem 3


 . (64)

Authorized licensed use limited to: University of Waterloo. Downloaded on April 01,2025 at 21:28:08 UTC from IEEE Xplore.  Restrictions apply. 



YE et al.: ROBUST COOPERATIVE JAMMING SCHEME FOR SECURE UAV COMMUNICATION VIA IRS 1015

UAVs to the eavesdropper are both imperfect Rayleigh
channels.

2) Robust scheme 3 (S3) [7]: An IRS-assisted UAV com-
munication system without jamming UAV. In addition,
we consider that the IRS-to-eavesdropper channel and
the UAV-to-eavesdropper channel are imperfect Rician
and Rayleigh channels, respectively.

Unless specified otherwise, the simulation parameters are
set as follows, the initial and final UAVs’ locations are set
to q0 = [0,−200, H]T and qf = [0, 0, H]T , respectively.
The locations of user, eavesdropper, and the IRS are set to
qk = [−100, 0, 0]T , qj = [100, 0, 0]T , and qi = [−100, 30, h],
respectively. we assume that the height of the IRS and UAVs, h
and H , are respectively set to 10 m and 100 m [6]. The UAVs’
maximum velocity is Vmax = 30 m/s, and the time slot length
δt = 1 s. The noise power and reference channel gain are given
as −90 dBm and −20 dB [16]. The Rician factor is set to ρ =
5 dB. We also set the pathloss exponent of Rayleigh channel
and Rician channel to β = 2.8 and α = 2.2 [7]. The maximum
peak powers of UAVs are Ppeak(1) = Ppeak(2) = 20 dBm.
The total flight time is T = 15 s. The number of reflecting
elements and that of antennas equipped at the jamming UAV
are M = Mx ×My = 4× 2 = 8 and Nt = 10. For all these
schemes, we adopt the definition of CSI uncertainty related to
the estimated CSI as ϵj(u) = δ||ĥj(u)|| [15], [16], [35], with
δ denoting the relative amount of CSI uncertainties, and we
set δ2 = 0.1 if no other statements appear. Obviously, when
δ = 0, the CSI of the eavesdropping channels are perfect.

A. Trajectories of Information UAV and Jamming UAV

Fig. 3 shows the trajectories of UAVs. It is observed that
the information UAV in the proposed scheme roughly flies to
the user to safeguard high-quality communication, while the
jamming UAV attempts to fly in the approximate direction
of the eavesdropper to interfere it as much as possible.
To be specific, the information/jamming UAV first flies to
the user/eavesdropper at the maximum speed, then hovers
above the user/eavesdropper as much as possible within the
given flight duration to achieve a higher channel gains for
transmitting confidential signals or artificial noise, and finally
directly flies to the final location. As the number of IRS
elements increases, the information UAV moves closer to the
IRS to improve ASR, which implies that the information UAV
tends to fly close to the IRS to better transmit confidential
information to the user.

B. Convergence of the Proposed Algorithm

Fig. 4 illustrates the convergence behavior of all schemes.
Specifically, “S1GR” indicates that we use Gaussian ran-
domization instead of the PenFun method to optimize phase
shifters of the IRS. We obtain Fig. 4 by running proposed
algorithms once with random channel realizations. It can
be seen that our proposed algorithm can quickly converge
in about 3 iterations. Optimizing the phase shifters using
Gaussian randomization method not only converges slightly
slower than the PenFun method, but the ASR of S1GR is also
lower than PenFun method of optimizing the phase shifters.

Fig. 5. ASR values versus channel uncertainty levels.

Fig. 6. ASR values versus total flight time.

C. Impact of CSI Uncertainty

In Fig. 5, we show the ASR values versus the channel
uncertainty level values among three schemes, where we
assume all eavesdropping channels have the same channel
uncertainty level for fair comparison. We notice that, the
proposed scheme significantly outperforms other benchmark
schemes. On the one hand, in S1, the IRS can adjust the phase
shifters to improve the secrecy performance compared with S2
without IRS. On the other hand, in S2, as the quality of the
estimated CSI deteriorates (i.e., the accuracy of channel acqui-
sition for eavesdropper decreases), the secrecy performance
of S2 degrades dramatically. The aformentioned observations
validate the robustness of IRS for two-UAV security commu-
nication system. Therefore, IRS can bring strong robustness to
the two-UAV security communication system, while deploying
jamming UAV in the typical IRS-UAV security communication
system can greatly improve ASR.

D. Impact of Flight Time of UAVs

We investigate the ASR values versus flight time of UAVs
in Fig. 6. It is observed that the secrecy performance can
be improved by extending flight time. In other words, the
ASR of all schemes would be improved as the total flight
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Fig. 7. ASR values versus IRS’s locations among three schemes under
different number of elements M .

time T increases, because the hovering location of UAVs can
be adaptively adjusted to expected position within the longer
flight time to achieve a higher ASR. To be specific, when the
IRS is close to the user/eavesdropper, the information/jamming
UAV tends to fly toward the IRS/eavesdropper, then hover
above the position of the turning of the UAV trajectory as
long as possible within the given flight time to achieve a higher
ASR, and finally directly fly to destination. This means that the
more total flight time, the longer hovering time is available,
which results in the better system performance. In addition,
with the increasing of flight time T , the information UAV and
the jamming UAV tend to hover longer with the assistance of
the IRS in S1, which results in about 30%/133% improvement
over S2/S3, thus demonstrating the superiority of the proposed
scheme.

E. Impact of IRS’s Locations and Number of IRS Elements

To show the influence of the number of reflecting
elements on the IRS on all schemes, we assume that
the IRS is located at [xi, 30, h]T , where xi is the
location of the IRS in x-dimention, which is given by
[−300,−250,−200,−150,−100,−50, 0, 50, 100, 150, 200,
250, 300]T . This means that the IRS moves horizontally at
yi = 30 and h = 10. Based on these simulation setups,
the plots of ASR values versus IRS’s locations among three
schemes with different number of reflecting elements M are
shown in Fig. 7. It is observed that S3 has one obvious peak
when the IRS is close to the user and the eavesdropper that
are located at qi = [−100, 30, h]T , which implies S3 can
achieve the highest ASR if the IRS is close to the legitimate
user. To be specific, when the IRS is close to the user in
S3, the signals transmitted by the UAV via the IRS can be
added coherently with the direct link at the user. We can
observe that in S1 there is only one obvious peak, that is,
the location of the IRS which is close to the user. Unlike
[36] and [37], which introduced the concepts of the signal
cancellation, our goal is to maximize ASR for two-UAV
security communication system. Therefore, compared with the
obvious peak caused by the closeness of the IRS to the user

Fig. 8. ASR values versus the number of IRS elements M .

[24], the ASR enhancement cannot be achieved when the IRS
is close to the eavesdropper3 (i.e., in problem of maximizing
secrecy rate, the jamming UAV cannot use IRS to cancel
the signal leaked by information UAV to the eavesdropper
via direct link when the IRS is close to eavesdropper).
In addition, we can see that the method of using Gaussian
randomization for optimizing the IRS phase shifters have
performance losses compared with the proposed PenFun
algorithm, especially when the number of IRS elements M
increases. In Fig. 7, “S1RPH” and “S3RPH” denote that the
phase shifters of the IRS are setted randomly in the proposed
scheme and S3 scheme, respectively. We also notice that,
no matter where the IRS is deployed, the ASR values caused
by “S1RPH” and “S3RPH” are almost unchanged. The ASR
values of “S1RPH” and “S3RPH” are much lower than that
of optimizing IRS phase shifters especially when the IRS is
close to the user, which reveals the importance of optimizing
the phase shifters of the IRS when the IRS is introduced to
extend the signal coverage.

F. Impact of Number of IRS Elements

To further explore the impact of IRS elements on different
schemes, we show the ASR values versus the number of
IRS elements in Fig. 8. It can be seen that except for the
S2, the ASR of all schemes increases as the number of IRS
elements increases. Moreover, one can observe that the ASR
of the proposed scheme is about 21% and 86% higher than
that of S2 and S3, when the number of IRS elements is
10 and 8, respectively. This verifies that incorporating IRS
into UAV communication under eavesdropping can improve
ASR, especially for the increasing number of IRS elements.
Furthermore, we can also notice that, the ASR gap between
the proposed algorithm (S1) and the Gaussian randomization
algorithm (S1GR) increases, when the number of IRS elements
increases. The reason is that the ASR obtained by Gaussian
randomization algorithm is affected by the number of IRS

3When the IRS is close to the eavesdropper, whether the signal cancellation
method can achieve the same performance as the case that the IRS is close
to the user, it is worth further investigations, which is beyond the scope of
this paper.
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Fig. 9. ASR values versus the number of antennas among three schemes
under different maximum peak power values.

elements, and more IRS elements make the dimension of IRS
phase matrix larger, which results in significant superposition
effect.

G. Impact of Number of Antennas and Transmit Power

Fig. 9 shows the ASR values versus the number of antennas
equipped at the jamming UAV. We can observe that until
the number of antennas reaches three, the more number of
antennas at the jamming UAV, the better system secrecy
performance can be achieved. This is because more anten-
nas brought by the jamming UAV can provide more spatial
degrees of freedom to better interfere with the eavesdrop-
per. In particular, more antennas of the jamming UAV can
make the focused artificial noise more accurately aim at the
eavesdropper. Specifically, the ASR values become saturated
when the number of antennas reaches three. This is because
the maximum transmission transmit power allowed is limited,
which indicates that we should select an appropriate number
of antennas to improve ASR within the allowable circuit and
transmission power consumption.4 It can also be observed
that, the ASR values of all schemes increase with the increase
of transmit power. Similar to the aforementioned discussion,
the ASR value of the proposed scheme has been significantly
improved compared with other schemes.

H. Impact of Number of Antennas and IRS Elements

By combining impact of the numbers of IRS elements
and antennas, Fig. 10 shows the ASR values versus the
number of IRS elements and antennas. We observe that,
when the number of antennas is relatively small, the ASR
of the proposed scheme is greatly improved, as discussed
in previous subsection. In addition, the ASR value of the
proposed scheme will increase as the number of IRS elements
increases. Combining two observations above we can conclude

4In order to improve the ASR value and ensure that the circuit and
transmission power consumptions are not too high, energy efficiency is a
good performance metric. How to improve the energy efficiency under the
given circuit and transmission power constraints will be developed in our
future work.

Fig. 10. ASR values versus the number of IRS elements and the number of
antennas.

that the larger maximum peak power of the jamming UAV
enables the jamming UAV equipped with multi-antenna to
transmit stronger focused energy to the eavesdropper via the
IRS. These discussions demonstrate the effectiveness of the
proposed scheme.

V. CONCLUSION

In this paper, we proposed a robust two-UAV communica-
tion system assisted by an IRS, in which one UAV delivers
confidential information to a legitimate receiver, i.e., user,
while the other multi-antenna UAV sends artificial noise to
secure the UAV communication. In addition, we adopted
the imperfect channel model about the eavesdropper for the
practical case, in which the U(u)-J link and the I-J link are
all imperfect. We formulated the joint transmit power, UAV
trajectory and phase shifters problem to maximize the ASR.
To tackle the CSI uncertainty in the proposed scheme, we first
divided the formulated problem into three sub-problems, and
then introduced the LDT method, the QT method, the S-
Procedure method, the SCA method, the SDP method, the
CFTA method, and the PenFun algorithm. Specifically, the
rank-one solution of the proposed scheme is obtained by
applying PenFun algorithm, which leads to better security
performance, as compared with using Gaussian randomization
for recovering the rank-one solution.

Compared with other benchmark schemes, the proposed
robust IRS-aided two-UAV communciation system can achieve
a higher ASR. In particular, there are some interesting results
were verified: (1) The robustness of secure communica-
tion system can be improved when we introduce an IRS;
(2) The passive beamforming realized by IRS can offer more
spatial degrees of freedom and thus the IRS can enhance
flexibility in designing beamforming vectors or matrices for
improving secrecy performance of the proposed scheme;
(3) By employing multiple antennas at the jamming UAV,
the significant secrecy performance can be achieved, as com-
pared with UAV-IRS secure communication system without
jamming UAV; (4) It is important to design the trajectories of
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information UAV and jamming UAV for better transmission
of confidential information and artificial noise. These results
demonstrated the effectiveness of our proposed scheme.

APPENDIX A
PROOF OF PROPOSITION 2

We first rewrite constraint (28) as follow[
IM+Nt

ĥ
H

j(2)

]
︸ ︷︷ ︸

HH
1

Xw[n]
[
IM+Nt

ĥj(2)

]︸ ︷︷ ︸
H1

−E[n] ⪰ 0, (69)

where

E[n] =
[
−ηw(2)[n]IM+Nt 0(M+Nt)×1

01×(M+Nt) ηw(2)[n](ϵj(2))2 + εpj(2)[n]

]
.

Then, we introduce Lagrangian function in terms of W[n] for
convex problem (P5) as follow

L =
N∑

n=1

(
|β1[n]|2 B1(W[n])

)
−

N∑
n=1

Tr(Υ[n]W[n])

+
N∑

n=1

ς[n] Tr(W[n])−
N∑

n=1

Tr(Ω[n]TH
1 [n]W[n]T1[n])

+
N∑

n=1

χ[n], (70)

where T1[n] = GH
w(2)[n]H1[n]; Υ[n] ∈ HNt , ς[n] ∈ R, and

Ω[n] ∈ HM+Nt+1 denote the Lagrangian multipliers for the
dual problem of (P5). The independent terms of W[n] are
defined as χ[n]. Then, the KKT conditions with respect to
W[n] are introduced as follows

K1:Υop[n]Wop[n] = 0,

K2:Υop[n] ⪰ 0, ςop[n] ≥ 0,Ωop ⪰ 0,

K3:∇W[n]L[n] = 0, (71)

where ∇W[n]L[n] = |β1[n]|2 Hk(2)[n]−Υop[n]+ςop[n]INt
−

T1[n]Ωop[n]TH
1 [n] = 0, {·}op denotes the optimal Lagrange

multipliers, and KKT condition K3 follows by computing the
first derivative of dual function L. Thus, the optimal multiplier
Υop[n] can be expressed as

Υop[n] = ςop[n]INt
−Ξ[n], (72)

where Ξ[n] = T1[n]Ωop[n]TH
1 [n] − |β1[n]|2 Hk(2)[n].

According to [38, Appendix A] and KKT conditions, K1 and
K2, it can be easily proved that Rank(W[n]) ≤ 1 . This
completes the proof of Proposition 2.

APPENDIX B
PROOF OF PROPOSITION 3

We first consider the following simplification of problem
(P8)

(P12) : min
V,τ2,φjph(u),ηph(u)

1
N

N∑
n=1

(h1(V[n]) + h2(V[n])),

(73)
s.t. (33), (34), (37)− (39), (43),

where h1(V[n]) ≜ ȳ2(V, γ2, β2, τ2) and h2(V[n]) ≜

µ[n](Tr(V[n]) − λmax(V[n])). We define h3(V(i+1)[n]) ≜

h1(V(i+1)[n])+h2(V(i+1)[n]) as the optimal objective value
of problem (P12) obtained in i-th iteration by optimizing V[n].
Then, it is obvious that

h3(V(i+1)[n])

= h1(V(i+1)[n]) + µ[n]
(
Tr(V(i+1)[n])− λmax(V(i+1)[n])

)
(a)

≤ h1(V(i+1)[n]) + µ[n]
(
Tr(V(i+1)[n])− λmax(V(i)[n])

−uH
max(V(i)[n])

(
V(i+1)[n]−V(i)[n]

)
umax(V(i)[n])

)
(b)

≤ h1(V(i)[n]) + µ[n]
(
Tr(V(i)[n])− λmax(V(i)[n])

)
= h3(V(i)[n]), (74)

where (a) holds according to (45), and (b) holds due to the fact
that uH

max(V(i)[n])
(
V(i)[n]−V(i)[n]

)
umax(V(i)[n]) = 0.

Therefore, based on the above analysis, it can be easily shown
that Algorithm 2 is guaranteed to be non-increasing and
achieve a monotonic convergence. This completes the proof
of Proposition 3.
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